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Recall: a channel, and the noise under it

INFORMATION
SOURCE ~ TRANSMITTER RECEIVER  DESTINATION

MESSAGE MESSAGE

NOISE
SOURCE

Fig. 1—Schematic diagram of a general communication system.

@ A mathematical theory of
communication Shannon (1948)

The physical layer

2/37


https://refs.drheap.org/shannon1948mathematical/
https://refs.drheap.org/shannon1948mathematical/

Recall: a channel, and the noise under it

m Lecture 1: the channel.

MESSAGE MESSAGE

NOISE
SOURCE

Fig. 1—Schematic diagram of a general communication system.

@ A mathematical theory of
communication Shannon (1948)

The physical layer 2/37


https://refs.drheap.org/shannon1948mathematical/
https://refs.drheap.org/shannon1948mathematical/

Recall: a channel, and the noise under it

INFORMATION
SOURCE ~ TRANSMITTER RECEIVER  DESTINATION

MESSAGE MESSAGE

NOISE
SOURCE

Fig. 1—Schematic diagram of a general communication system.

@ A mathematical theory of
communication Shannon (1948)

The physical layer

m Lecture 1: the channel.

® Lecture 2: what a system is in
abstracto: states, inputs, outputs.

2/37


https://refs.drheap.org/shannon1948mathematical/
https://refs.drheap.org/shannon1948mathematical/

Recall: a channel, and the noise under it

INFORMATION
SOURCE ~ TRANSMITTER RECEIVER  DESTINATION

MESSAGE MESSAGE

NOISE
SOURCE

Fig. 1—Schematic diagram of a general communication system.

@ A mathematical theory of
communication Shannon (1948)

The physical layer

m Lecture 1: the channel.

® Lecture 2: what a system is in
abstracto: states, inputs, outputs.

m This lecture: the channel as a part of
the physical world.

2/37


https://refs.drheap.org/shannon1948mathematical/
https://refs.drheap.org/shannon1948mathematical/

Recall: a channel, and the noise under it

INFORMATION
SOURCE ~ TRANS!

SIGNAL

MESSAGE MESSAGE

NOISE
SOURCE

Fig. 1—Schematic diagram of a general communication system.

@ A mathematical theory of
communication Shannon (1948)

The physical layer

m Lecture 1: the channel.

® Lecture 2: what a system is in
abstracto: states, inputs, outputs.

m This lecture: the channel as a part of
the physical world.
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m The field is everywhere, all the time.
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m The field is everywhere, all the time.

m A charge that accelerates creates
waves in the field.
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m The field is everywhere, all the time. m Disturbances in the field:
m A charge that accelerates creates in vacuum travel at ¢, speed of light
waves in the field. ® Larmor formula: an accelerating
m Frequency of waves charge radiates
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3Blue1Brown, How wiggling charges give rise to light
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One shared medium

wavelength above, frequency below (not to scale)

100km—-100m 100-10m 10-1m 1m-10cm 10-1cm 10-1mm ~ 3 pum <30nm

VLF-MF|| HF || VHF || UHF X-ray, y

3kHz-3MHz 3-30 MHz 30-300 MHz 0.3-3GHz 3-30GHz 30-300 GHz

~ 10" Hz > 108 Hz
submarines shortwave tactical, FM GSM, LTE satellite 5G mmWave

fibre, FSO jonising

m Higher frequency: more bandwidth, shorter reach, stopped by more things.
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One shared medium

wavelength above, frequency below

100km—-100m 100-10m 10-1m 1m-10cm 10-1cm 10-1mm A~ 3um

VLF-MF|| HF || VHF || UHF

3kHz-3MHz ~ 3-30MHz ~ 30-300MHz  0.3-3GHz 3-30GHz  30-300GHz . 10™4Hz
submarines shortwave tactical, FM GSM, LTE satellite 5G mmWave fibre, FSO

m Higher frequency: more bandwidth, shorter reach, stopped by more things.

m Path loss: signal power reduction over distance.
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One shared medium

wavelength above, frequency below  (not to scale)

100km—100m 100-10m 10-1m 1m-10cm 10-1cm 10-1mm ~ 3 pum <30nm

VLF-MF|| HF || VHF || UHF || SHF X-ray, v

3kHz-3MHz 3-30 MHz 30-300 MHz 0.3-3GHz 3-30GHz 30-300 GHz

~ 10" Hz > 108 Hz
submarines shortwave tactical, FM GSM, LTE satellite 5G mmWave

fibre, FSO jonising

m Higher frequency: more bandwidth, shorter reach, stopped by more things.
m Path loss: signal power reduction over distance.
® Band assignment: by a regulator to coordinate usage.

International Telecommunication Union (ITU)
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Three systems, three bands

4GHz
Trans-Canada Microwave,
(1958-1972): ~6000 km 139
towers ~40km apart. Per channel:

television or 600 telephone calls. 6
channels.
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Three systems, three bands

4GHz 136-138 MHz (2 MHz wide)
Trans-Canada Microwave, ESA Redu, Belgium (1969-2003).
(1958-1972): ~6000km 139 Telemetry, Tracking and Command
towers ~40 km apart. Per channel: (TT&C) early satellites.

television or 600 telephone calls. 6
channels.
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Three systems, three bands

4GHz 136-138 MHz (2 MHz wide) 50-100 GHz (50 GHz wide)

) . . . The next-generation Very Large
Trans-Canada Microwave, ESA Redu, Belgium (1969-2003). Array’s prototype dish, 2025,

(1958-1972): ~6000km 139 Telemetry, Tracking and Command Eighteen metres, and the surface

towers ~40 km apart. Per channel: (TT&C) early satellites. true to a fraction of a millimetre.

television or 600 telephone calls. 6

channels.
Images: source, source, source.
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Devices that work on the EM field
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B Antennas, lasers, photodiodes: devices that
put energy into the field, and devices for
sensing/detecting.
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B Antennas, lasers, photodiodes: devices that
put energy into the field, and devices for
sensing/detecting.

B Guides: coax, twisted pair, optical fibre.
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B Antennas, lasers, photodiodes: devices that B Compromising: accidental emissions. The
put energy into the field, and devices for Dutch electronic voting computers could be read
at a distance; in 2007 the advice was to go back
to paper, the cost of shielding never worked out.

sensing/detecting.
B Guides: coax, twisted pair, optical fibre.
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B Compromising: accidental emissions. The

B Antennas, lasers, photodiodes: devices that
put energy into the field, and devices for Dutch electronic voting computers could be read
sensing/detecting. at a distance; in 2007 the advice was to go back
to paper, the cost of shielding never worked out.

B Guides: coax, twisted pair, optical fibre.

The countermeasures are physical (shielding, filtering, zoning): TEMPEST. In the Netherlands the
AIVD is the Nationale TEMPEST Autoriteit: “ondanks de CE-markering kan een apparaat energie
uitstralen waaruit de door dit apparaat verwerkte informatie kan worden gereconstrueerd.”
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Bandwidth is not capacity

Bandwidth B: a width of spectrum, in Hz.

B = 20MHz

2.401 2.421 GHz

Capacity C: bits per second the channel
carries without error.

The physical layer

Shannon-Hartley theorem

C =8B Iog2<1 + %)

® One Wi-Fi channel:
B = 20 MHz, up to about
140 Mbit/s.

® Doubling S/N gives one bit
per hertz extra.

B Jamming only has to raise N.

7137



An intuition for S/N

B Signal-to-noise ratio: the signal’'s power
divided by the noise’s. Two powers, so
the ratio carries no unit: it is a number.

SNR: 40 dB SNR: 20 dB SNR: 10 dB SNR: 0dB

S/o0=100 S/o=10 Slo=3
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B |t runs over many orders of magnitude, so
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An intuition for S/N

- Tt e B Signal-to-noise ratio: the signal’s power
| % divided by the noise’s. Two powers, so
2 the ratio carries no unit: it is a number.

B |t runs over many orders of magnitude, so
it is written in decibels: 10log;o(S/N).

, ; S/N
SNR: 40 dB SNR: 20 dB SNR: 10 dB SNR: 0 dB -
1 0dB
10 10dB
100 20dB
10000 40dB
M The S/o under each plot is an amplitude
ratio; square it for the power ratio.
S/o =100 S/o=10 Slo=3

source
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From bits to a signal, and back

noise

01100010 —>

——o1101010—>| modulate J \/ \/ v V demodulate

bits — signal the medium: copper, glass, air signal — bits

modulate/demodulate — modem

B The bits that went in are not always the bits that come out.
B Errors the layers above see start here.
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Properties of the medium

m Attenuation: signal gets weaker m Interference: multiple transmitters
fibre: about 0.2 dB/km at 1550 nm;

copper: far worse
m Delay: signal propagation takes
m Dispersion: signal morphing time

® Impedance: coupling loss, from
medium to medium

source
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Properties of the medium

m Attenuation: signal gets weaker m Interference: multiple transmitters
fibre: about 0.2 dB/km at 1550 nm; partially overlapping channels

copper: far worse

m Dispersion: signal morphing
speed of traversal depends on frequency

One speed in, several through the glass. (source)
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Properties of the medium

m Attenuation: signal gets weaker
fibre: about 0.2dB/km at 1550 nm;

copper: far worse

m Dispersion: signal morphing
speed of traversal depends on frequency

One speed in, several through the glass. (source)

The physical layer

m Interference: multiple transmitters
partially overlapping channels

m Delay: signal propagation takes
time
light in optical fibre: about 200 Mm/s

® Impedance: coupling loss, from
medium to medium

reflections/absorptions cause unwanted
noise
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Which way the signal runs

Simplex A > B Broadcast radio
Half-duplex A oneatatime | B A walkie-talkie, a Wi-Fi channel
Full-duplex A bothatonce | B Two separated channels

B A shared medium is half-duplex by physics:
when you emit you cannot receive from anyone else.
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Multiplexer and demultiplexer

MUX DEMUX
A —> —_— A
one link: A, B and C at once
B —mmm > —_—> B
C —)/ \—) C

””” both ends use the same physical division technique ----

®m Multiplexer: several channels onto one channel.
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Multiplexer and demultiplexer

DEMUX

C —>

MUX
A —>
one link: A, B and C at once
: —>/ \

””” both ends use the same physical division technique ----

®m Multiplexer: several channels onto one channel.
® Demultiplexer: split one channel into several channels.
® The inner channel carries the sum of the capacity.

Multiplexing

—_— A

—> B
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Multiplexer and demultiplexer

MUX DEMUX
A —> —_— A
one link: A, B and C at once
B —mmm > —_—> B
C —)/ \—) C

””” both ends use the same physical division technique ----

®m Multiplexer: several channels onto one channel.

® Demultiplexer: split one channel into several channels.

® The inner channel carries the sum of the capacity.

m Various kinds: by time, by space, by frequency, by polarisation, ...
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Frequency division

>
>

time

frequency

FDM: Frequency-Division Multiplexing
® FDM: everybody gets subchannel, all of the time.
The is bandwidth nobody gets to use.
No shared clock needed: e.g. FM radio, satellite links.
on a fibre is the same, used within optical systems.
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Frequency division

A, all the time

B, all the time

C, all the time

frequency

time

FDM: Frequency-Division Multiplexing
® FDM: everybody gets subchannel, all of the time.
® The guard band is bandwidth nobody gets to use.
®m No shared clock needed: e.g. FM radio, satellite links.
m WDM on a fibre is the same, used within optical systems.
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Time division

A B C A B C A B C

a slot each, in turn grey: guard time, so a late finish is not a collision time

TDM: Time-Division Multiplexing
® TDM: everybody gets the whole bandwidth for some portion of time.
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Time division

A

B

A

B

C

A

B

a slot each, in turn

grey: guard time, so a late finish is not a collision

TDM: Time-Division Multiplexing

® TDM: everybody gets the whole bandwidth for some portion of time.
m Everybody needs the same clock also called synchronisation.

® As good as its time reference (usually depending on GPS/GNSS).
m Military datalinks (e.g. Link-16, Link-22) are TDM,

slot assignment is by planning

Multiplexing

time

14/37



Space division

a border

out of reach:
A again

overlapping coverage:
three different channels

SDM: Space-Division Multiplexing

A

K

B SDM: the same frequency again, where the first transmitter
does not reach

three sectors, one site
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overlapping coverage:
three different channels

SDM: Space-Division Multiplexing
2, B SDM: the same frequency again, where the first transmitter
o does not reach
B Special antenna design: a directional antenna narrows the
i area, so the sectors touch instead of overlapping
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Space division

a border

out of reach:
A again

b

overlapping coverage:
three different channels

SDM: Space-Division Multiplexing

2, B SDM: the same frequency again, where the first transmitter
o does not reach
B Special antenna design: a directional antenna narrows the
i ) area, so the sectors touch instead of overlapping
- C B Applications in cellular networks, but also multi-core fibres

three sectors, one site
Multiplexing 15/37



Polarisation division

one signal, another, one beam,
vertical horizontal one frequency,
two channels

PDM: Polarisation-Division Multiplexing
B PDM: a wave has an orientation, and two orthogonal waves do not interfere.
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Polarisation division

one signal, another, one beam,
vertical horizontal one frequency,
two channels

PDM: Polarisation-Division Multiplexing
B PDM: a wave has an orientation, and two orthogonal waves do not interfere.
B Used in satellite communication and fibre optics.
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Polarisation division

one signal, another, one beam,
vertical horizontal one frequency,
two channels

PDM: Polarisation-Division Multiplexing
B PDM: a wave has an orientation, and two orthogonal waves do not interfere.
B Used in satellite communication and fibre optics.
B No signal stays perfectly orthogonal.

3Bluei1Brown, The barber pole effect: what sugar water does to a polarised beam.
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Crosstalk
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;, a little of A leaks across

NN

B alone B, with A on top of it

B Crosstalk: some of one channel’s signal arrives in another.
To the channel it disturbs, it is not signal, it is noise.
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Crosstalk

SAVAVAVAVAVAVAVAVA

;, a little of A leaks across

NN

B alone B, with A on top of it

B Crosstalk: some of one channel’s signal arrives in another.
To the channel it disturbs, it is not signal, it is noise.

B So it costs exactly what the S/N slide says noise costs: reduced capacity.

B Every division leaks: a neighbouring pair in a cable, a slot that runs late, a polarisation that has
turned. Guard bands, guard times, twisting and shielding are all the same answer.
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The Ether, and the tap

® One coaxial cable, passive, a kilometre

Fig. 1. A two-segment Ethernet. an Ethe
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access ¢

‘A tap is a device for physically connecting to the

3.2 Cor

N i Ether while disturbing its transmission
mmmmm - same 6 characteristics as little as possible. The design of
B H o ey the transceiver must be an exercise in paranoia.”
E3 f’ii‘?: Metcalfe and Boggs, §3.5
ol s — " '::h“k What makes a network easy to extend,
e makes it cheap to listen to.

ﬁ Ethernet: distributed packet
switching for local computer networks
Metcalfe and Boggs (1976)
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What a tap actually is

B A 10BASES5 transceiver: the cable runs
through the slot on its side, and a spike
pierces the jacket to reach the conductor. No
cut, no join, no downtime.

source

Electrical 19/37


https://commons.wikimedia.org/wiki/File:ThicknetTransceiver.jpg

What a tap actually is

B A 10BASES5 transceiver: the cable runs
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cut, no join, no downtime.

B The 15-pin connector is the drop cable to the
station: up to 50 m of it, so the computer
need not be where the Ether is.
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What a tap actually is

B A 10BASES5 transceiver: the cable runs
through the slot on its side, and a spike
pierces the jacket to reach the conductor. No
cut, no join, no downtime.

B The 15-pin connector is the drop cable to the
station: up to 50 m of it, so the computer
need not be where the Ether is.

B Note the tape measure: about ten
centimetres, and it hangs on the cable in a
ceiling or a duct. There are 256 of them on a
kilometre of coax, and nobody has a list.

source
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Twisted pair: why it is twisted

the neighbouring pair

VY bbb

this wire gets more

parallel

this one gets less

¢ ¢ ¢ ¢ ¢ ¢ each wire is the near one
twisted ><><><><><>< half of the time:

both get the same

the receiver reads one wire against the other,
so noise that lands equally on both cancels

B UTP unshielded twisted pair, STP shielded twisted pair. Four pairs.
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Twisted pair: why it is twisted

the neighbouring pair

¢ ¢ ¢ ¢ ¢ ¢ this wire gets more

this one gets less

parallel

¢ ¢ ¢ ¢ ¢ ¢ each wire is the near one
both get the same
the receiver reads one wire against the other,
so noise that lands equally on both cancels

B UTP unshielded twisted pair, STP shielded twisted pair. Four pairs.

B CAT 5e 1 Gbit/s, CAT 6a 10 Gbit/s, both to 100 m.

B Twisting reduces crosstalk between the pairs; shielding reduces interference from outside.
B Neither removes the antenna: EM radiation.
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The cable, and the connector

RJ-45: eight positions, eight contacts

T Z ° © 8
— —

pair 2 pair 4

air 1
pair 3: pins 3 and 6, with pair 1 between them

source

Electrical

UTP STP
no shield foil per pair,
braid overall

shielded twisted pair (NDLA)
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Bus, hub, star topology

) L] Lo o]

one shared coaxial cable, taps on it

bus

Electrical
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Bus, hub, star topology

mjofcles D &

T
pins 1,2 Tlx Rx Tx Rx Rx 3.6

o ° |

one shared coaxial cable, taps on it

Hub

bus
hub: the bus, in a box

Point-to-point connections become one shared medium

m Point-to-point connection: UTP/STP cables (full-duplex)
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T T
pins 1,2 Tlx Rx Tx Rx Tx Rx 3,6

o ° |

one shared coaxial cable, taps on it

Hub

bus
hub: the bus, in a box

Point-to-point connections become one shared medium

Point-to-point connection: UTP/STP cables (full-duplex)
A hub ensures they all becomes one medium again (half-duplex)
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Bus, hub, star topology

mjofcles D &

T
pins 1,2 Tlx Rx Tx Rx x 3.6

o ° |

one shared coaxial cable, taps on it

Hub

bus
hub: the bus, in a box

Point-to-point connections become one shared medium

Point-to-point connection: UTP/STP cables (full-duplex)
A hub ensures they all becomes one medium again (half-duplex)
(We will return to this in the datalink layer, next lecture)
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Spaghetti wiring

source

B Fajlures happen when nobody understands the system anymore.
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Overview

1. The physical layer
2. Multiplexing

3. Electrical

4. Optical

5. Wireless

6. Towards the datalink layer
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A pipe for light

cladding
AN AN AN AN
/ \/ \/ \/ N TELECOMMUNICATIONS

multi-mode: several paths, and the long one arrives late

single-mode: a 9 um core, one path, and the long distances

¥ Optical fiber telecommunications:
systems and impairments Kaminow
and Li (2002)

No antenna, no radiation, no crosstalk from the pair beside it:
classified networks are glass fibre and not copper.
Optical 24/37
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A mode is a pattern the fibre will carry

. . green and blue are the
. two signs of the field

LPo1 LPq4 LPyq
LPg2 LP34 LPq2

B A mode is a field pattern the fibre carries without changing its shape. A wide core has room for
many; a 9 um core at 1550 nm has room for one.
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B Each mode travels at its own speed (modal dispersion).
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A mode is a pattern the fibre will carry

. . green and blue are the
. two signs of the field

LPo4 LPy4 LP24
-h

R (D)
-

LPgo LP34 LP12

B A mode is a field pattern the fibre carries without changing its shape. A wide core has room for
many; a 9 um core at 1550 nm has room for one.

B Each mode travels at its own speed (modal dispersion).
B See RP Photonics on multimode fibres.
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Loss, and the thing that beat it

® 0.2dB/km sounds small. Over
100 km it is significant; over 6000 km
there is nothing left.

Optical
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100 km it is significant; over 6000 km
there is nothing left.

m A repeater receives and retransmits:

light — electricity — light.
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Loss, and the thing that beat it

® 0.2dB/km sounds small. Over
100 km it is significant; over 6000 km
there is nothing left.

m A repeater receives and retransmits:

light — electricity — light.

® An optical amplifier (EDFA, 1987)
amplifies the light as light. No clock
and every wavelength at once

Optical

[ S .y

an amplifier every ~ 100 km

NANN

distance

power

B Low-noise erbium-doped fibre amplifier Mears
et al. (1987)

@ High-gain erbium-doped traveling-wave fiber
amplifier Desurvire et al. (1987)
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One fibre, many colours

B WDM: put several wavelengths down one fibre. No
ROADM interaction, so each is a channel of its own.

add

drop
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One fibre, many colours

ROADM

add

Optical

drop

B WDM: put several wavelengths down one fibre. No
interaction, so each is a channel of its own.

B DWDM, dense WDM
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B WDM: put several wavelengths down one fibre. No

ROADM interaction, so each is a channel of its own.
— amp B DWDM, dense WDM
B A ROADM adds and drops wavelengths at a site without
add = touching the rest. Can be reconfigured, no need to open up
the box.
I
drop
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One fibre, many colours

B WDM: put several wavelengths down one fibre. No

ROADM interaction, so each is a channel of its own.
— amp B DWDM, dense WDM
B A ROADM adds and drops wavelengths at a site without
add P —— touching the rest. Can be reconfigured, no need to open up
the box.
L 29.25 Thit/s 1600 km

drop

41.00 Tbit/s 100 km
52.15 Thit/s 80 km

[3 On the capacity of optical backbone networks
Pires (2024)
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Running out of fibre

[ Space division multiplexing in optical fibres

Optical

Richardson, Fini and Nelson (2013)

m A fibre has a nonlinear capacity
limit: push more power in to
beat the noise and the glass
starts mixing channels together.
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Running out of fibre

[ Space division multiplexing in optical fibres

Optical

Richardson, Fini and Nelson (2013)

m A fibre has a nonlinear capacity
limit: push more power in to
beat the noise and the glass
starts mixing channels together.

m So the last lever is space: more
cores, more modes, more
strands.

@ Capacity trends and limits of optical
communication networks Essiambre and
Tkach (2012)
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Photonics: the optics goes on a chip

m PIC: waveguides,
- — modulators, detectors,
e e made the way
Principles transistors are made.
of Photonic

e

Roadmapping the next generation of siicon
photonics

Integrated
Circuits

Materials, Device Physics,
Guided Wave Design

[{ Roadmapping the next
generation of silicon photonics ¥ Principles of photonic
Shekhar et al. (2024) integrated circuits Osgood

and Popovic¢ (2021)
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Photonics: the optics goes on a chip

e

Roadmapping the next generation of siicon
photonics

[{ Roadmapping the next
generation of silicon photonics
Shekhar et al. (2024)

Optical

m PIC: waveguides,
modulators, detectors,

R e e made the way

Principles transistors are made.

of Photonic m The transceiver stops

being a module and
becomes part of
system.

Integrated
Circuits

Materials, Device Physics,
Guided Wave Design

¥ Principles of photonic
integrated circuits Osgood
and Popovic¢ (2021)
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Fibre without the fibre

Terabits without fibres

Zhenyu Xie®' and QiFan Yang@'>**=

microcomb-based coherent free-space optical link achieves a record-high bandwidth of 821 Tbps. Novel beam

Abstract
A
stabiliation and cartier phase retrieval schemes are employed for turbulence suppression and error correction.

[§ Terabits without fibres Xie and Yang (2025)

Optical

m Free-space optics: the same
lasers and the same modulation,
through air instead of glass.
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Terabits without fibres

Zhenyu Xie®' and QiFan Yang®'*™

Abstract
A microcomb-based coherent free-space optical record-high bandwidth of 821 Tbps. Novel beam
stabilisation and carrier phase retrieval schemes are employed for turbulence suppression and error correction.

[§ Terabits without fibres Xie and Yang (2025)

Optical

m Free-space optics: the same
lasers and the same modulation,
through air instead of glass.

m 8.21 Tbit/s over 160 m of open
atmosphere.
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Fibre without the fibre

Terabits without fibres

Zhenyu Xie®' and QiFan Yang®'*™

Abstract
A microcomb-based coherent free-space optical link achieves a record-high bandwidth of 821 Tbps. Novel beam
stabilisation and carrier phase retrieval schemes are employed for turbulence suppression and error correction.

[§ Terabits without fibres Xie and Yang (2025)

Optical

m Free-space optics: the same
lasers and the same modulation,
through air instead of glass.

m 8.21 Tbit/s over 160 m of open
atmosphere.

® No cable to dig, no cable to cut,
no cable to tap, and a beam that
has to stay pointed through
turbulence. Which is the whole
trade: line of sight, and weather.

Ei Free-space terabit/s coherent optical
links Wang et al. (2025)

30/37


https://refs.drheap.org/xie2025terabits/
https://refs.drheap.org/wang2025freespace/
https://refs.drheap.org/wang2025freespace/

Glass can be listened to

®m Bend it far enough and light leaves the
o —" core. A coupler on the outside of an
unbroken fibre is a tap.

Optical Fi

[4 Optical fiber tapping: methods and
precautions Igbal, Pattinson and
Kor (2011)
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Glass can be listened to

Optical Fiber Tapping: Methods and Precautions

[4 Optical fiber tapping: methods and
precautions Igbal, Pattinson and
Kor (2011)

Optical

®m Bend it far enough and light leaves the
core. A coupler on the outside of an
unbroken fibre is a tap.

®m No cut, no splice, no loss of service, and
a power drop small enough to look like a
dirty connector.

m Countermeasures are monitoring and
encryption, not the medium.

Fibre is harder to tap than copper.
Harder is not the same as cannot.
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4. Optical

5. Wireless
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Packet radio

m 1973: ARPA puts packets on a radio
channel, because the thing that needs
the network is a vehicle and it moves.

Wireless
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Packet radio

m 1973: ARPA puts packets on a radio
channel, because the thing that needs
the network is a vehicle and it moves.

m Everything hard about wireless is
already there: a shared channel nobody
schedules, stations that cannot all hear
each other, and a topology that changes
as you use it.

Wireless 32/37


https://refs.drheap.org/kahn1978advances/

Packet radio

m 1973: ARPA puts packets on a radio
channel, because the thing that needs
the network is a vehicle and it moves.

m Everything hard about wireless is
already there: a shared channel nobody
schedules, stations that cannot all hear
each other, and a topology that changes
as you use it.

m |tis also the lineage. Wireless Ethernet
came from ALOHA: ALOHA was radio;
Wi-Fi is ALOHA with manners.

Wireless 32/37


https://refs.drheap.org/kahn1978advances/

Packet radio

m 1973: ARPA puts packets on a radio
channel, because the thing that needs

the network is a vehicle and it moves. P @ ;
m Everything hard about wireless is @ @ ,,
already there: a shared channel nobody @ *1

schedules, stations that cannot all hear
each other, and a topology that changes
as you use . s e o o

m |tis also the lineage. Wireless Ethernet
came from ALOHA: ALOHA was radio;
Wi-Fi is ALOHA with manners.

@ Advances in packet radio technology Kahn et al. (1978)
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Line of sight, and the hidden terminal

Wireless

® Hidden terminal problem

m |f both transmit at the same
time: noise at the centre

B Medium access control
(MAC)
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Line of sight, and the hidden terminal

® Hidden terminal problem

m If both transmit at the same
time: noise at the centre

® Medium access control
(MAC)

m A satellite sees both ends at
once: one relay instead of a
chain of masts
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Satellite communications

B Space segment: the satellites,
and the links between them.

Satellite Satellite Sap
e
7, satellite to Satellite (S5) Link N sy ;{'fs toy,
=Sa AT RN . s
g 8 - SN /é’ss , ,oer
K37

[ soacesegmem ] <

] [y Y34,
Jn,

« SN - % ~
3 O PN ——
[0} N2
21 S | \
3! 5y [N

2 @\\\// | 'g £ \| wwy Terminals.
Si 58 123 <4
o b‘&/ o wn
ol S o<

g! s 1te
£, [N 153

T v 1 S
5 138

v 4

X Ground to Ground (GG) Link ((tp\)))

[§ satellite-based communications security: a
survey of threats, solutions and research challenges
Tedeschi, Sciancalepore and Di Pietro (2022)
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Satellite communications

B Space segment: the satellites,
and the links between them.
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[§ satellite-based communications security: a
survey of threats, solutions and research challenges
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Satellite communications

B Space segment: the satellites,
and the links between them.
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Up, and how long that takes

GEO | | 35786 km ~ 240 ms, up and down

MEO [ | 8000 km ~ 55 ms

LEO [] 550 km ~4ms
amastonahill | 20 km ~0.13 ms

m Delay is geometry. A constellation buys latency back by being close, and pays
for it in numbers of satellites and in handover.
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Up, and how long that takes

GEO | | 35786 km ~ 240 ms, up and down
MEO [ ] 8000 km ~ 55 ms
LEO [] 550 km ~4ms

| s

a mast on a hill 20 km ~0.13 ms

m Delay is geometry. A constellation buys latency back by being close, and pays
for it in numbers of satellites and in handover.

m [3 An updated comparison of four low Earth orbit satellite constellation
systems Pachler et al. (2021)
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Overview

1. The physical layer
2. Multiplexing

3. Electrical

4. Optical

5. Wireless

6. Towards the datalink layer
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Problems solved at the datalink layer

flipped bits
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Problems solved at the datalink layer

flipped bits

two stations send at once

a medium reaches everyone

a bit stream has no beginning

— error detection/correction

— medium access control

— addressing

— framing

The physical layer delivers most of the bits, most of the time, to

everyone who is listening. The datalink layer is what you build on that.

Towards the datalink layer
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Where we are

Application end-to-end functionality
Transport streams or datagrams
Network packets, end to end
Datalink frames, one link
Physical bits on a medium
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