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Where we are

Application end-to-end functionality
Transport streams or datagrams
Network packets, end to end
Datalink frames, one link
Physical bits on a medium
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Recall: problems to be solved at the datalink layer

flipped bits

two stations send at once

a medium reaches everyone

a bit stream has no beginning

— error detection/correction

— medium access control

— addressing

— framing

The physical layer delivers most of the bits, most of the time, to

everyone who is listening. The datalink layer is what you build on that.

The Datalink Layer
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ALOHA

e B Hawaii, 1970. Seven islands, one radio
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Figure 2—ALOHA communication multiplexing

D The ALOHA system: another alternative
for computer communications
Abramson (1970)
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B Hawaii, 1970. Seven islands, one radio
channel.
B The protocol: when you have data, send it.

B When you receive data while sending?
Wait a random time, send again.
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Figure 2—ALOHA communication multiplexing

D The ALOHA system: another alternative
for computer communications
Abramson (1970)

Medium access control

Hawaii, 1970. Seven islands, one radio
channel.

The protocol: when you have data, send it.
When you receive data while sending?

Wait a random time, send again.

Contention causes retransmission.

Problem: where does a frame start, and how
does the receiver know it arrived intact?
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Slots, and what they buy
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Figure 3—Channel utilization vs channel traffic

@ Channel utilisation against channel
traffic Abramson (1970)

B Slotted ALOHA: start only on a slot boundary. Less chance of collision.
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Figure 3—Channel utilization vs channel traffic

@ Channel utilisation against channel
traffic Abramson (1970)

B Slotted ALOHA: start only on a slot boundary. Less chance of collision.
B The cost: a clock everybody needs to share and keep synchronised.
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Listen first: CSMA

. - - B and C were both waiting.
1-persistent = Alssending  } Both go the instant A stops.

S, wait a random time, then look
non-persistent = Alissending  F { € | again: nocollision, and the
channel sat idle meanwhile

send with probability p,
B | else wait one slot and
look again

p-persistent - Al sending

B CSMA: carrier sense multiple access. Listen before you send.
B |t removes collisions during a transmission, not the queue that forms behind one.
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Listen while you talk: CSMA/CD

,,,,,,, B CD: collision detection.

A A [k A — Sense while sending.

each backs off a random number of slots
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Listen while you talk: CSMA/CD

jam B CD: collision detection.
A o [k A — Sense while sending.
B On a collision: jam, then retry.
s I

each backs off a random number of slots
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When collision detection stops working

B On cable, every signal arrives at roughly the
same strength: a collision is visible.
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When collision detection stops working

B On cable, every signal arrives at roughly the
same strength: a collision is visible.

B Large distance: it happens at the receiver.
B Collision avoidance, not just detection.

®

loud here, faint there,
and it is there that matters
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The hidden terminal

reach of A reach of C

® ©

A‘hgars B, C hears B;,A’énd \\C‘\dp not hear each qthé'f.
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The hidden terminal

reach of A A— B reach of C

A senses the ch’an’h’elz i\die:\ Starts sending.
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The hidden terminal

reach of A A-sB | reach of C

@—’Q_@

C senses the char]neTf aléb‘id]e. Starts sending,.,/"
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The hidden terminal

collision, at B

reach of A A B reach of C

C—B

Bqth"érrivé\at\ B.

Medium access control
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The exposed terminal

ST T B The mirror image: carrier sense is

\C—D

o o

C hears B and defers, for no reason

C’s signal would never have reached A: the channel is wasted

Medium access control

now too cautious.
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The exposed terminal

\C—D

o o

C hears B and defers, for no reason

C’s signal would never have reached A: the channel is wasted

Medium access control

The mirror image: carrier sense is
now too cautious.

Both cost capacity: the hidden
terminal by collisions and the
retransmissions after them, the

exposed terminal by a channel left
idle.
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The exposed terminal

Cc—D

o o'

C hears B and defers, for no reason

C’s signal would never have reached A: the channel is wasted

Medium access control

B The mirror image: carrier sense is

now too cautious.

Both cost capacity: the hidden
terminal by collisions and the
retransmissions after them, the
exposed terminal by a channel left
idle.

Same mistake: measuring the
channel at the sender.
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Asking first: MACA

A B C B MACA: multiple access with collision
avoidance.
RTS

CTS CTS
DATA C holds off
\ sending:

the NAV
ACK
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Asking first: MACA

A B C B MACA: multiple access with collision
avoidance.
R\TS) B RTS (request to send) says how long
the sender needs.
CTS CTS
B
DATA C holds off
\ sending:
the NAV
ACK
L —
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Asking first: MACA

A B C B MACA: multiple access with collision
avoidance.
R\TS> B RTS (request to send) says how long
the sender needs.
(’_/,,CE/ crs B CTS (clear to send) repeats it, and
reaches the hidden station.
DATA C holds off
\ sending:
the NAV
ACK
LK —
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Asking first: MACA

A B C B MACA: multiple access with collision
avoidance.

R\TS> B RTS (request to send) says how long
the sender needs.

(’,,,C,TE/*" crs B CTS (clear to send) repeats it, and
reaches the hidden station.

%} C holds off B NAV (network allocation vector)

fﬁ:m%' keeps track of permissions.
ACK
L —
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Asking first: MACA

RTS

CTS

DATA

ACK

Medium access control

CTS

C holds off
sending:
the NAV

MACA: multiple access with collision
avoidance.

RTS (request to send) says how long
the sender needs.

CTS (clear to send) repeats it, and
reaches the hidden station.

NAV (network allocation vector)
keeps track of permissions.

That is virtual carrier sense: the
channel is judged busy without
listening to it.
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Code-division multiple access

XY = X1¥q + XoY2 + X3y3 + X4¥4

Csa-Cg  +1 -1 +1 -1 =0

Ca'Ca  +1 +1 +1 =4

Medium access control

B CDMA: code-division multiple access. One

physical medium, no taking turns.
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XY = X1¥q + XoY2 + X3y3 + X4¥4
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Medium access control

CDMA: code-division multiple access. One
physical medium, no taking turns.

Each station has a code. To send a 1 it
transmits its code, to send a 0 the negated
code, and to send nothing it stays silent.

The codes are orthogonal: the inner product
of any two of them is zero.

The medium carries the sum of whatever is
being sent. A receiver takes the inner product
with the code it wants and divides by the
length.
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Code-division multiple access

XY = X1¥q + XoY2 + X3y3 + X4¥4

Ca-Cg  +1 -1 +1 =0

Ca'Ca  +1 +1 +1 =4

Medium access control

CDMA: code-division multiple access. One
physical medium, no taking turns.

Each station has a code. To send a 1 it
transmits its code, to send a 0 the negated
code, and to send nothing it stays silent.

The codes are orthogonal: the inner product
of any two of them is zero.

The medium carries the sum of whatever is
being sent. A receiver takes the inner product
with the code it wants and divides by the
length.

Call it layer 1.5: it divides one medium into
channels, but it still delivers bits, not frames.
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Four stations, one channel

A sends 1, s0 +cy
B sends 0, so —cg
C is silent

D sends 1, so +¢p

on the medium

a sum of four, so anything from —4 to +4

+1 1 1+
B e
0 0 0 0
B
+1 41 -1 43

recover A: (+1,+1,—1,43) -c4 = 4,s04/4 = +1

recover B: (+1,+1,—1,43) -cg = —4, so —1

recover C: (+1,+1,—1,+3) - ¢c = 0, so nothing

recover D: (+1,+1,—-1,43) -¢cp =4, s0 +1

B Everyone transmitted at once, and every bit came back out.

Medium access control
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Four stations, one channel

A sends 1, s0 +cy
B sends 0, so —cg
C is silent

D sends 1, so +¢p

on the medium

a sum of four, so anything from —4 to +4

+1 1 1+
B e
0 0 0 0
B
+1 41 -1 43

recover A: (+1,+1,—1,43) -c4 = 4,s04/4 = +1

recover B: (+1,+1,—1,43) -cg = —4, so —1

recover C: (+1,+1,—1,+3) - ¢c = 0, so nothing

recover D: (+1,+1,—-1,43) -¢cp =4, s0 +1

B Everyone transmitted at once, and every bit came back out.
B The cost: four ‘chips’ on the wire per bit, and codes need to be agreed in advance.

Medium access control
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Ethernet protocol

B |EEE 802.3: the datalink protocol.
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Ethernet protocol

B |EEE 802.3: the datalink protocol.

Ethernet frame

B [t defines a frame: when it starts/ends, who it is
for, whether it arrived intact.

[\

B One frame at a time on one link.
B No connection/acknowledgement, no

coax

twisted
pair

‘ fibre

radio

guarantee of delivery. 1973
B The same frame from 10 Mbit/s to 800 Gbit/s.
m |EEE 802.11 Wi-Fi.

Framing

1990 1993

four different layer 1

1997
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Finding the start of an Ethernet frame

two 1s: the one missing transition

7 bytes of preamble: a transition every bit 1 byte /
§ | I | I | I | oo | I | I | I | ; | I | I | I the frame | gap: 12 bytes idle

18 1 0 1 0 1 0 i1 1 e 1 e 1 ei1 0 1 @ 1 0 1 1:

byte 1 byte 7 the delimiter

all of this is layer 1, and none of it is in the frame

® Preamble: 7 bytes of 10101010. Receiver synchronises its clock to sender.
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Finding the start of an Ethernet frame

two 1s: the one missing transition

7 bytes of preamble: a transition every bit 1 byte /
§ | I | I | I | oo | I | I | I | ; | I | I | I the frame | gap: 12 bytes idle

i1 e 1 0 1 6 1 0. i1 1 e 1 e 1 ei1 0 1 @ 1 0 1 1:

byte 1 byte 7 the delimiter

all of this is layer 1, and none of it is in the frame

® Preamble: 7 bytes of 10101010. Receiver synchronises its clock to sender.
m SFD (start frame delimiter): 10101011. After double 1 bit is start of frame.
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Finding the start of an Ethernet frame

two 1s: the one missing transition

7 bytes of preamble: a transition every bit 1 byte /
3161212123 319121612‘110101011:
byte 1 byte 7 the delimiter

all of this is layer 1, and none of it is in the frame

® Preamble: 7 bytes of 10101010. Receiver synchronises its clock to sender.

m SFD (start frame delimiter): 10101011. After double 1 bit is start of frame.

® Interpacket gap: 12 bytes. On a medium with reflections the signal dies out
before the next preamble starts.
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Ethernet frame layout

from layer 3
destination source type payload FCS
6 bytes 6 bytes 2 46 to 1500 bytes 4
~—
header, 14 bytes trailer

the frame, 64 to 1518 bytes
¢ to layer 1

m Destination and source: MAC addresses, 6 bytes each.
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Ethernet frame layout

from layer 3
destination source type payload FCS
6 bytes 6 bytes 2 46 to 1500 bytes 4
~—
header, 14 bytes trailer

the frame, 64 to 1518 bytes
¢ to layer 1

m Destination and source: MAC addresses, 6 bytes each.
® Type: which protocol the payload belongs to. 9x0800 = IPv4, 0x86DD = IPv6.
m FCS (frame check sequence): a CRC-32 over everything before it.
Guard against corruption in transit (reject entire frame).
IEEE Std 802.3-2022, IEEE Standard for Ethernet
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How big is a frame allowed to be?

MTU (maximum transmission unit): the largest
payload this link carries.
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How big is a frame allowed to be?
MTU (maximum transmission unit): the largest

payload this link carries.

® Max*: 1500 bytes. Min: 64 bytes.

® Too large: one error, one long

retransmission, one hogged channel.
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How big is a frame allowed to be?
MTU (maximum transmission unit): the largest
payload this link carries.

® Max*: 1500 bytes. Min: 64 bytes.
® Too large: one error, one long

retransmission, one hogged channel.

® Too small: overhead (header and
trailer) paid over and over.

® Frame does not say how long the
payload is: the protocol on top has to
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How big is a frame allowed to be?
MTU (maximum transmission unit): the largest
payload this link carries.

® Max*: 1500 bytes. Min: 64 bytes.
® Too large: one error, one long

retransmission, one hogged channel.

® Too small: overhead (header and
trailer) paid over and over.

®m Frame does not say how long the
payload is: the protocol on top has to
do so.

Framing

4sbytes [T | 28%
ETEN i m— T

512 bytes 1] | 3.4%

1500 bytes ] | 1.2%

red: 18 bytes of header and trailer

Exceptions: jumbo frames (up to ~9000
bytes, off by default, enabled for throughput);
baby giants (up to ~1600 bytes, room for one

Ethernet frame inside another); a few more.
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MAC addresses

Organizationally Unique Identifier (OUI)

48 bits, fixed in hardware at factory.

Addressing

AQ 9B C3 D4 E8 77
manufacturer serial number
(OUL, 24 bit) (24 bit)

17/39


https://www.wireshark.org/tools/oui-lookup.html

MAC addresses

AQ 9B C3 D4 E8 77
manufacturer serial number
(OUL, 24 bit) (24 bit)

Organizationally Unique Identifier (OUI)

Addressing

48 bits, fixed in hardware at factory.

®m Unicast: one address per
recipient NIC
(network interface card).
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MAC addresses

®m Unicast: one address per

recipient NIC
A || 9B | C3 || D4 || EB || 77 (network interface card).
anuecturer serial mumber m Broadcast: FF:FF:FF:FF:FF:FF
(OUL, 24 bit) (24 bit) — everyone on the LAN.

Organizationally Unique Identifier (OUI)

48 bits, fixed in hardware at factory.
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MAC addresses

®m Unicast: one address per

recipient NIC
A0 || 9B || C3 || D4 | E8 | 77 (network interface card).
manufacturer serial number m Broadcast: FF:FF:FF:FF:FF:FF
(OUL, 24 bit) (24 bit) — everyone on the LAN.
®m Multicast: a reserved range,
Organizationally Unique Identifier (OUI) opted into.

48 bits, fixed in hardware at factory.
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MAC addresses

®m Unicast: one address per

recipient NIC
A0 || 9B || C3 || D4 | E8 | 77 (network interface card).
manufacturer serial number m Broadcast: FF:FF:FF:FF:FF:FF
(OUL, 24 bit) (24 bit) — everyone on the LAN.
®m Multicast: a reserved range,
Organizationally Unique Identifier (OUI) opted into.
48 bits, fixed in hardware at factory. m Flat address space: which NIC

not where. Works in a Local
Area Network, not world-wide.

Sometimes settable in software, not a trustworthy identity!
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One segment, everybody hears

A B C D
[ ] l ] l i
tap terminator

Four stations, one Ethernet segment.
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One segment, everybody hears

A B ’ C D
src A
dst B
. LI Lt LI .
tap terminator

A has a frame for B. It goes on the wire.
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One segment, everybody hears

tap terminator

The signal reaches every station.
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One segment, everybody hears

terminator

Every NIC on the segment receives a copy.
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One segment, everybody hears

drop keep drop drop  terminator

Each NIC keeps its own address, the broadcast, and any multicast it joined; the rest is dropped.
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One segment, everybody hears

waits terminator

C wants to send to D, but the medium is busy: contention.
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Cyclic redundancy check

11e1e1000 m Generator 1011. Append 3 zeros to

1011
211001000 the message. Divide with XOR.

1011
001111000
1011
000100000
1011

000001100

1011
000000111

the last three bits are the check
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Cyclic redundancy check

the last three bits are the check

Error detection

110101000
1011
011001000
1011
001111000
1011
000100000
1011
000001100
1011
000000111

m Generator 1011. Append 3 zeros to

the message. Divide with XOR.

® Remainder is the check: send

110101 111. Receiver divides again;

remainder 0 means intact.
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Cyclic redundancy check

Error detection

110101000
1011
011001000
1011
001111000
1011
000100000
1011
000001100
1011

000000111
the last three bits are the check

m Generator 1011. Append 3 zeros to

the message. Divide with XOR.

® Remainder is the check: send

110101 111. Receiver divides again;

remainder 0 means intact.

m Ethernet: CRC-32. Catches every

burst of 32 bits or fewer.
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A bridge, point-to-point, learning as it forwards

A B C D

src A
dst C

forwarding table

MAC port

1 2 3 4
bridge

A has a frame for C. Table is empty.
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A bridge, point-to-point, learning as it forwards

forwarding table

src A MAC port

1 2 3 4
bridge

Frame reaches the bridge on port 1.
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A bridge, point-to-point, learning as it forwards

A B C D forwarding table
MAC port
A 1
1 2 3 4

Read the source: A is on port 1.
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A bridge, point-to-point, learning as it forwards

A B C D forwarding table
A A A -~ o
A 1
1 2 3 4

Destination C not in the table — flood.
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A bridge, point-to-point, learning as it forwards

Bridging

A B D

B
src A src A src A
dst C dstC dstC

1 2 3 4
bridge

Every port but 1 carries a copy. Only C keeps it.

forwarding table

MAC port

A 1
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A bridge, point-to-point, learning as it forwards

src C
dst A

forwarding table

MAC port

1 2 3
bridge

C has a reply for A.

Bridging

A 1
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A bridge, point-to-point, learning as it forwards

A B C

d A

forwarding table

MAC port

1 2 3
bridge

Frame reaches the bridge on port 3.

Bridging

A 1
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A bridge, point-to-point, learning as it forwards

A B C D forwarding table
MAC port

A 1

1 2 3 4 C 3

Read the source: C is on port 3.
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A bridge, point-to-point, learning as it forwards

A B C D forwarding table
A MAC port
A 1
1 2 3 4 C 3

Destination A: the table says port 1.
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A bridge, point-to-point, learning as it forwards

A B C

src C
dst A

forwarding table

1 2 3
bridge

One link only. B and D see nothing.

Bridging

MAC port
A 1
© 8
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A bridge, point-to-point, learning as it forwards

A B C D forwarding table
src A src C MAC port
dst B dst D

A 1

1 2 3 4 C 3
bridge B 2

D 4

A has a frame for B, C has one for D. Both arrive.
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A bridge, point-to-point, learning as it forwards

A c s, c forwarding table
dst B dst D
MAC port
A 1
1 2 3 4 c 3
bridge B .
D 4

Both forwarded at once: ports
1-2 and 3—4 act simultaneously.
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Segments, joined by bridges

segment 1 segment 2 segment 3

bridge 1 bridge 2

Three segments, two bridges, one LAN.
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Segments, joined by bridges

segment 1 segment 2 segment 3

bridge 1 bridge 2

A to B never leaves segment 1: the bridge knows B is on the port it came from, and does not forward.
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Segments, joined by bridges

segment 1 segment 2 segment 3

bridge 1 bridge 2

A to F is forwarded twice.

Bridging 21/39



Segments, joined by bridges

segment 1 segment 2 segment 3

bridge 1 bridge 2

A broadcast goes everywhere: one broadcast domain, three contention domains.

Bridging

21/39



Contention, per port

A (s [c] [o]
A—B A— B[ cC—D lc>bf

1 2 3 4
l I bridge | I ’

A«+B on ports 1-2 and C+D on ports 3—4, at the same time.

m Each port is its own contention domain. Two conversations on different pairs
happen in parallel.
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A (s [c] [o]
A—B A— B[ cC—D lc>bf

1 2 3 4
l I bridge | I ’

A«+B on ports 1-2 and C+D on ports 3—4, at the same time.

m Each port is its own contention domain. Two conversations on different pairs
happen in parallel.

®m Switching capacity: aggregate throughput across all ports.
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Contention, per port

A (s [c] [o]
A—B A— B[ cC—D lc>bf

1 2 3 4
l I bridge | I ’

A«+B on ports 1-2 and C+D on ports 3—4, at the same time.

m Each port is its own contention domain. Two conversations on different pairs
happen in parallel.

®m Switching capacity: aggregate throughput across all ports.

® Non-blocking: every port at line rate, at once.

Bridging 22/39
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A network card

@

ST RTL8019AS
DAL the controller: framing,
preamble, CRC

source
One port, one MAC address, one collision domain.
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A network card

source

One port, one MAC address, one collision domain.
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A network card

RTL8019AS
the controller: framing,
preamble, CRC

T
ilifiitiiiii ©

S @y () ) o)

20F001N

YCI®
¢ ~9640G XN

= the magnetics: the cable
is coupled, not connected

source
One port, one MAC address, one collision domain.

leane
[ ATMEL 632

93C46
£ PE

TH. 8 & I 93C46
1 kbit of EEPROM: where
the MAC address lives

source
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A switch

48 ports of 1/10/25G SFP 8 ports of 100G QSFP

B 2 Tbit/s non-blocking: every port at line rate at once
B =~ 1 billion packets per second
B 4 GB of buffer, 3.5 us latency

Arista 7020R4-48Y-8QC

Equipment 24/39
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A switch

48 ports of 1/10/25G SFP

B 2 Tbit/s non-blocking: every port at line rate at once
B =~ 1 billion packets per second
B 4 GB of buffer, 3.5 us latency

Arista 7020R4-48Y—80C 0
four fibres per port, 25G each — 100G
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The port is a socket, the optics plug into it

B SFP: small form-factor pluggable,
a transceiver in a cage

B Laser and photodiode inside,
electrical contacts to the switch

B Chosen per link: wavelength,
single or multi-mode, reach

B LC duplex connector: one fibre
each way

source

source
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Where the fibres come together

An optical patch panel at AMS-IX (the Amsterdam Internet Exchange).
source
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One building, one datalink layer

AMS-IX: an internet exchange. Networks that would
otherwise pay someone to carry traffic between them
plug into the same switching fabric instead.

B ~ 15 Thit/s at peak

B =~ 880 members on = 1500 ports

H 1,10, 100 Gbit/s Ethernet, aggregated where one
port is not enough

B |tis all layer 2: one very large switched network

live statistics

source
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One operating system, many boxes

SONIC: an open-source network operating system. The switching silicon sits behind one abstraction
(SAl), so the same image runs on hardware from different vendors.

platform ports silicon aggregate
Accton AS7712-32X 32x100G  Broadcom Tomahawk 3.2 Thit/s
Dell Z9100-ON 32x100G  Broadcom Tomahawk 3.2 Thit/s
Nvidia SN2700 32x100G  Nvidia Spectrum 3.2 Thit/s
Arista DCS-7060DX4-32  32x400G  Broadcom Tomahawk 3  12.8 Thit/s
Dell Z9332F-ON 32x400G  Broadcom Tomahawk 3  12.8 Thit/s
Nvidia SN5600 64x800G  Nvidia Spectrum-4 51.2 Thit/s

Micas M2-W6940-640C  64x800G  Broadcom Tomahawk 5  51.2 Thit/s

supported devices and platforms
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VLANSs: one wire, several broadcast domains (advanced)

dst src 802.1Q | type payload FCS
6 6 4 2 46-1500 bytes 4
TPID 0x8100 PCP DEI VID
16 bit 3bit 1 bit 12bit

Tag 0x8100 where otherwise a protocol type would be: this tag is recognised as a special purpose function

B Access port: untagged; the switch adds B VID: 12 bits, 4094 usable VLANs. A
the VID on the way in broadcast stops at its own

B Trunk port: tagged; carries several VLANs B DEI: drop eligible indicator. Under
over one link contention, discard this one first

B Frame grows to 1522 bytes

Advanced topics 29/39



Multicast: opt-in broadcast (advanced)

/G bit = 1

Y

01 00 5E XX XX XX
01:00:5E is IANA's OUI low 23 bits

for IPv4 multicast = the group

IPV6: 33:33:xx:XxX:XX:XX

Advanced topics

A station joins a group: it tells its NIC to
accept frames with that destination.

Multicast frames are flooded by default.
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Multicast: opt-in broadcast (advanced)

I/G bit = 1
Y

o1 00 5E XX XX XX

01:00:5E is IANA's OUI low 23 bits
for IPv4 multicast = the group

IPV6: 33:33:xx:XxX:XX:XX

Advanced topics

A station joins a group: it tells its NIC to
accept frames with that destination.

Multicast frames are flooded by default.

IGMP (internet group management protocol)

Bridge shooping lets a bridge learn which
ports have listeners.

30/39



Security considerations of Ethernet bridges

B The bridge believes the source address of
every frame it sees. Nothing authenticates it.
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B MAC spoofing: claim somebody’s address
and their traffic comes to you.
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Security considerations of Ethernet bridges

B The bridge believes the source address of
every frame it sees. Nothing authenticates it.

B MAC spoofing: claim somebody’s address
and their traffic comes to you.

B Table overflow: flood the table with invented
addresses and the bridge floods every frame. A
bridge that floods is a hub.
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Security considerations of Ethernet bridges

B The bridge believes the source address of
every frame it sees. Nothing authenticates it.

B MAC spoofing: claim somebody’s address
and their traffic comes to you.

B Table overflow: flood the table with invented

Ethernet works when everyone on the
network can be trusted.

addresses and the bridge floods every frame. A
bridge that floods is a hub.

B Frame confusion: two ends that parse the
same bytes differently.

Advanced topics 31/39



Store-and-forward, or cut-through

store-and-forward

cut-through

> time
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Store-and-forward, or cut-through

store-and-forward - frame in [

cut-through

> time
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Store-and-forward, or cut-through

CRC ok

store-and-forward - frame in [

cut-through

Advanced topics

> time
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Store-and-forward, or cut-through

CRC ok

store-and-forward frame in — frame out

delay = one whole frame .
buffered: held in memory until the CRC checks

cut-through

Advanced topics

> time
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Store-and-forward, or cut-through

CRC ok

store-and-forward frame in — frame out

delay = one whole frame .
buffered: held in memory until the CRC checks

cut-through 4 frame in |

Advanced topics

> time
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Store-and-forward, or cut-through

CRC ok

store-and-forward 4 frame in — frame out

delay = one whole frame .
buffered: held in memory until the CRC checks

cut-through 4 frame in |

| frame out, already |

—> delay = 6 bytes (the destination address)

Advanced topics

> time
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Store-and-forward, or cut-through

CRC ok
store-and-forward 4 frame in — frame out |

delay = one whole frame .
buffered: held in memory until the CRC checks

cut-through 4 frame in [l

| frame out, already [] corrupt tail: already forwarded

—> delay = 6 bytes (the destination address)

> time
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Store-and-forward, or cut-through

CRC ok
store-and-forward o frame in — frame out

delay = one whole frame .
buffered: held in memory until the CRC checks

cut-through -| frame in | :

| frame out, already [] corrupt tail: already forwarded

—> delay = 6 bytes (the destination address)

> time
Buffers also absorb bursts: a frame waits in memory when its
output port is busy. Deep buffers trade latency for not dropping.

Advanced topics

32/39



Accidental loops cause packet storms

broadcast

o=y

X sends one broadcast.

Advanced topics
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Accidental loops cause packet storms

Y

A floods it out of every other port.
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Accidental loops cause packet storms

Y

B and C each flood onwards; both reach D.

Advanced topics 33/39



Accidental loops cause packet storms

Y

= -0

A

D delivers to Y, and floods each copy back into the loop.
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Accidental loops cause packet storms

Y

A

onp

=" -0

A

Copies return to A, which floods again — and to X too.
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Accidental loops cause packet storms

Y

A

onp

STORM

=" -0

A

No hop count in the header. It circulates until a cable is pulled.

Advanced topics 33/39



The spanning tree

Elect a root (lowest bridge ID). Every bridge keeps
its shortest port to it, blocks the rest. What remains
X A B is a tree. (Perlman, 1985; IEEE 802.1D)

root

c X D 14
blocked
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The spanning tree

. Elect a root (lowest bridge ID). Every bridge keeps
100 its shortest port to it, blocks the rest. What remains

X A B is a tree. (Perlman, 1985; IEEE 802.1D)
A link fails — the tree recomputes and the standby
comes up. Tens of seconds, in 802.1D.
c X D Y
blocked
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The spanning tree

Elect a root (lowest bridge ID). Every bridge keeps
its shortest port to it, blocks the rest. What remains
X A B is a tree. (Perlman, 1985; IEEE 802.1D)

root

A link fails — the tree recomputes and the standby
comes up. Tens of seconds, in 802.1D.

Broadcasts in contended segments may also fail to

v
¢ Ay D Y propagate.

blocked

Advanced topics 34/39
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Where all of this came from

B ARPA’s packet radio network, 1973: mobile
stations, shared radio channel, terrain in the way.
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Where all of this came from

B ARPA’s packet radio network, 1973: mobile

stations, shared radio channel, terrain in the way.

B ALOHA — packet radio — Ethernet — IEEE
802.11 (Wi-Fi): the medium changed twice.
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Where all of this came from

B ARPA’s packet radio network, 1973: mobile

stations, shared radio channel, terrain in the way.

B ALOHA — packet radio — Ethernet — IEEE
802.11 (Wi-Fi): the medium changed twice.

@ Advances in packet radio technology Kahn et al. (1978)

How the standards came to be

Etherner: Disiributed ~
Packet Switching for

Networks

[ Ethernet Metcalfe and Boggs (1976)

35/39
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Two lineages, fifty years

one room, one committee

Ethernet 802.1D
Metcalfe spanning tree
ALOHA IEEE 802.11
Abramson 802.3 Wi-Fi
1970 1976 1983 1990 1997 2001 2009 2019
GSM UMTS LTE
1991 CDMA200
GPRS WIMAX 5G
2000

Two families, two governance models. Only one needs a spectrum licence.
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Two lineages, fifty years

1G 2G 3G 4G 5G

| | cdma20001X | cdma2000|
| | wegso L vy |
3 cdmaOne 1 1Xadvanced
3GPP2 TIA/EIA I5-95 REV.A| REV.B 'REV.C  REV D |
| Family |
AMPS | |D-AMPS
FAMpls TWEAIS3 TIA/EIA IS-54 TIA/EIA 15136 cdma%?/g?’;l;;EV-DO
amily —C !
It 80216 802.16e | 802.16m
N-AMPS Fredwiviax | |Moble wiver | 802.16-2017
oo "ot ore
[ ——_ 802.16t
NMT LGS GPRS ™ EDGE
® 3GPP | i ‘
Family ! e LTE-Advanced
| i i | Release 10
. iHSDPA HSPA+
| | "Release s Release 1 Release 15
|- ; ! L
| [ UMTS  HSUPA = LTE | LTE-Advahced Pro Advanced
| [ Reease 39 | heeases | Aeleases Release 13 lease 18
; = B
82 84 8 88 i 92 94 96 98 i 02 04 06 08 12 14 16 18 22
1980 1990 2000 2010 2020
source
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What a standard actually buys

® Interoperability: hardware from one vendor works with hardware from another.
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What a standard actually buys
® Interoperability: hardware from one vendor works with hardware from another.
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What a standard actually buys

® Interoperability: hardware from one vendor works with hardware from another.
m A market: several suppliers for the same part.

® Longevity: hardware from 1995 still works on a network built today.

® Something to test against: conformance and compliance.

How the standards came to be 37/39
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Connecting multiple networks

each link has its own MTU

tree-shaped, loops are flawed

a flat address per interface

multiple administrative domains

— end-to-end principle

— redundancy, survivability

— a hierarchical address space

— scalability

Layer 2 can reach everyone within one local network. But it can-
not be used to connect different networks together, globally.

Towards the network layer
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Where we are

Application end-to-end functionality
Transport streams or datagrams
Network packets, end to end
Datalink frames, one link
Physical bits on a medium

Towards the network layer 39/39
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