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Where we are

Application end-to-end functionality
Transport streams or datagrams
Network packets, end to end
Datalink frames, one link
Physical bits on a medium
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Recall: problems to be solved at the network layer

each link has its own MTU

tree-shaped, loops are flawed

a flat address per interface

multiple administrative domains

— end-to-end principle

— redundancy, survivability

— a hierarchical address space

— scalability

Layer 2 can reach everyone within one local network. But it can-
not be used to connect different networks together, globally.
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Overview

1. Circuits versus packets
. Addressing

. Organisation

. The packet

. Hop by hop

. Forwarding and routing

. Coordination
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. Towards the transport layer
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A network of networks

Two computers and four routers.

Circuits versus packets
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A network of networks

A cannot reach B directly. Something has to
carry a packet between them, one leg at a time.
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A network of networks

Every leg is a whole network, not a wire.
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A network of networks

inside one of them

Ethernet segments
and bridges
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Inside each of them: datalink layer.
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A network of networks

Examples: a cellular network, or a
military datalink such as Link-16.
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A network of networks

Abstraction: the network layer does not look inside. It
only needs to move packet from one side to another.
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Setting up a circuit: MPLS

A wants to talk to B. First it asks for a path.
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Setting up a circuit: MPLS

The first link is reserved, and a label is put on the port at each end of it.
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Setting up a circuit: MPLS

So is the next link, with a label of its own.
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Setting up a circuit: MPLS

And the last, until the path reaches B.
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Setting up a circuit: MPLS

Label switched path:
A-R—-R3-B

This is MPLS: Multi-Protocol Label Switching. Also
called layer 2.5: below the packet, above the frame.
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Setting up a circuit: MPLS

Label switched path:
A-R—-R3-B

the packet carries

I [ |

]

A packet for B. The labels of the path are
pushed onto the front of it, outermost first.
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Setting up a circuit: MPLS

Label switched path:
A-R—-R3-B

the packet carries

I [ |

Onto the first reserved link.
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Setting up a circuit: MPLS

Label switched path:
A-R—-R3-B l:l

the packet carries

EIE (]

R receives and pops the first label, and sends by looking at the label.
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Setting up a circuit: MPLS

Label switched path:
A-R—-R3-B

the packet carries

EIE (]

On the next link, under 42.
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Setting up a circuit: MPLS

Label switched path:
A-R—-R3-B l:l

the packet carries

=]

R5 does the same.
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Setting up a circuit: MPLS

Label switched path:
A-R—-R3-B

the packet carries

=]

And the last label carries it to B.
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Setting up a circuit: MPLS

Label switched path:
A-R—-R3-B

the packet carries

I:l delivered

Labels are gone and packet is delivered. The path was fixed in the packet.
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What the circuit costs

AN
(e )——(7)
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What the circuit costs

= Set-up time: no data can be sent until a circuit is established.
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What the circuit costs

= Set-up time: no data can be sent until a circuit is established.
= |dle capacity: the reservation holds while nobody speaks.
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What the circuit costs

e @ link down

A B

= Set-up time: no data can be sent until a circuit is established.

= |dle capacity: the reservation holds while nobody speaks.

= Network failure: a circuit does not route around a failure.
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What the circuit costs

other paths exist: A-R{—R4—B

e @ link down

A B

= Set-up time: no data can be sent until a circuit is established.

= |dle capacity: the reservation holds while nobody speaks.

= Network failure: a circuit does not route around a failure.
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What the circuit costs

other paths exist: A-R{—-R4—B, A-R>—R4—B

e @ link down

A B

= Set-up time: no data can be sent until a circuit is established.

= |dle capacity: the reservation holds while nobody speaks.
= Network failure: a circuit does not route around a failure.

Any of those paths would do, but the circuit has to be set up again.

Circuits versus packets
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Packets take their own way

arrived at B:

The same network. The nodes are routers now, and nothing is reserved.
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Packets take their own way

arrived at B:

ElEIRE

Four packets for B, each carrying B’s address.
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Packets take their own way

arrived at B:

The first two leave by different links.
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Packets take their own way

lII arrived at B:

Each is now at a router: destination address determines output port.
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Packets take their own way

arrived at B:

(7))

Better use of network capacity.
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Packets take their own way

link down arrived at B:

(2]

A link goes down. Packet 1 is past it; 3 was
about to use it but has to be sent another way.
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Packets take their own way

arrived at B:

So 3 is sent the long way round, by Rj.
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Packets take their own way

link down arrived at B:

So 3 is sent the long way round, by Rj.
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Packets take their own way

link down arrived at B:

@ @ =]

So 3 is sent the long way round, by Rj.
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Packets take their own way

link down arrived at B:

@ @ B

So 3 is sent the long way round, by Rj.
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Packets take their own way

link down arrived at B:

@ @ =]

Better ability to recover from (transient) failures.
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Survivability of packet-switched networks

Station

CENTRALIZED DECENTRALIZED DISTRIBUTED
() ® ©

FIG. | — Centralized. Decentralized and Distributed Networks

[ On distributed communications: I.
Introduction to distributed communications
networks Baran (1964)

Circuits versus packets

B Highly centralised networks have single

points of failure.
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Survivability of packet-switched networks

B Highly centralised networks have single
points of failure.

B Highly distributed networks have many
independent paths between any two points.
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Circuits versus packets

B Highly centralised networks have single
points of failure.

B Highly distributed networks have many
independent paths between any two points.

B Packets can use any of them, every packet
is routed on its own.
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Survivability of packet-switched networks

Station
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() ® ©

FIG. | — Centralized. Decentralized and Distributed Networks

[ On distributed communications: I.
Introduction to distributed communications
networks Baran (1964)

Circuits versus packets

Highly centralised networks have single
points of failure.

Highly distributed networks have many
independent paths between any two points.
Packets can use any of them, every packet
is routed on its own.

A circuit cannot: it reserves one path,
agreed in advance, and it fails when any
link fails.
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An address for every destination

Addressing

IPv4

192

168

13

42

192.168.13.42

4 bytes, 32 bits
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An address for every destination

IPv4 192 168 13 42 4 bytes, 32 bits

192.168.13.42

IPv6 2001 odb8 || 85a3 || 0000 || 0000 || 8a2e || @370 || 7334 16 bytes, 128 bits

2001:0db8:85a3:0000:0000:8a2e:0370:7334
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An address for every destination

IPv4 192 168 13 42 4 bytes, 32 bits

192.168.13.42

IPv6 2001 odb8 || 85a3 || 0000 || 0000 || 8a2e || @370 || 7334 16 bytes, 128 bits

2001:0db8:85a3:0000:0000:8a2e:0370:7334

leading zeros in a group may be dropped, and one run of zero groups written : :
2001:db8:85a3::8a2e:370:7334
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An address for every destination

IPv4 192 168 13 42 4 bytes, 32 bits

192.168.13.42

IPv6 2001 odb8 || 85a3 || 0000 || 0000 || 8a2e || @370 || 7334 16 bytes, 128 bits

2001:0db8:85a3:0000:0000:8a2e:0370:7334

leading zeros in a group may be dropped, and one run of zero groups written : :
2001:db8:85a3::8a2e:370:7334

B The address names a destination to deliver to, not a piece of hardware.
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An address for every destination

IPv4 192 168 13 42 4 bytes, 32 bits

192.168.13.42

IPv6 2001 odb8 || 85a3 || 0000 || 0000 || 8a2e || @370 || 7334 16 bytes, 128 bits

2001:0db8:85a3:0000:0000:8a2e:0370:7334

leading zeros in a group may be dropped, and one run of zero groups written : :
2001:db8:85a3::8a2e:370:7334

B The address names a destination to deliver to, not a piece of hardware.

B Every computer can hold several: e.g. one per network it is attached to.
(Compare: a NIC has only one MAC address.)
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An address for every destination

IPv4 192 168 13 42 4 bytes, 32 bits

192.168.13.42

IPv6 2001 odb8 || 85a3 || 0000 || 0000 || 8a2e || @370 || 7334 16 bytes, 128 bits

2001:0db8:85a3:0000:0000:8a2e:0370:7334

leading zeros in a group may be dropped, and one run of zero groups written : :
2001:db8:85a3::8a2e:370:7334

B The address names a destination to deliver to, not a piece of hardware.

B Every computer can hold several: e.g. one per network it is attached to.
(Compare: a NIC has only one MAC address.)

B Assigned statically, by whoever runs the network.
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An address for every destination

IPv4 192 168 13 42 4 bytes, 32 bits

192.168.13.42

IPv6 2001 odb8 || 85a3 || 0000 || 0000 || 8a2e || @370 || 7334 16 bytes, 128 bits

2001:0db8:85a3:0000:0000:8a2e:0370:7334

leading zeros in a group may be dropped, and one run of zero groups written : :
2001:db8:85a3::8a2e:370:7334

B The address names a destination to deliver to, not a piece of hardware.

B Every computer can hold several: e.g. one per network it is attached to.
(Compare: a NIC has only one MAC address.)

B Assigned statically, by whoever runs the network.

B Or dynamically, handed out when a computer joins a new network.
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Prefix and mask

192 168 13 42
CLleefelefele] el elTele]e [e]elelel T el ] felef Lol Te] ]

One address, 32 bits.
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Prefix and mask

130 161 13 42
[elelefelello ko] (eleleleletelle] ) [efelefel T el ] [elef Lol Te] ]

network host

130.160.0.0/12: 12 bits of network, 22° — 2 = 1 048574 usable hosts

A prefix length cuts it in two: left of the
cut names the network, right of it a host.
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Prefix and mask

192 168 13 42
[lelefelelloTele] (elelelelekellelel [e]elefel T Tel ] [elef ol Te] ]

network host

192.168.0.0/16: 16 bits of network, 2'® — 2 = 65534 usable hosts

A longer prefix, a smaller network.
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Prefix and mask

192 168 13 42
[LelefelelloTele] (eleleleldellele] [efelefeleleTel] [ole oI Te] ]

network host

192.168.13.0/24: 24 bits of network, 28 — 2 = 254 usable hosts

192.168.13.0 host bits all zero: the network itself
192.168.13.255 host bits all one: broadcast

Two addresses in every block are spent before anyone gets one.
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Prefix and mask

192 168 13 42
[l lefelelloTele] [eleleleledellole] [efelelel:eTels] [ele] o] Te] [

network host

192.168.13.0/26: 26 bits of network, 26 — 2 = 62 usable hosts

The cut need not fall on a byte, which is the point
of writing the length rather than four numbers.
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Prefix and mask

192 168

[Leleelefelelle] [-lelelelMelete) [efeleleleTede o) [ee el o[ I

192.168.13.40/29: 29 bits of network, 2° — 2 = 6 usable hosts

Six usable addresses: the smallest block worth giving
to a network with more than two machines on it.
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Prefix and mask

192 168 13 42
[Leleelefelelle] [-lelelelMelete) [efeleleleTede o) [ee el o[ I

N
network host
192.168.13.40/29: 29 bits of network, 2° — 2 = 6 usable hosts
CIDR: classless inter-domain routing. Any cut is
expressible, so a block can be the size it needs to be.
Addressing
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Classes, before there was a prefix

B The length was not written down. It was read off the first bits of the address itself.

Addressing

class leading bits prefix what it was

A 0. .. /8 128 networks of 16 million addresses
B 10. . . /16 16 384 networks of 65536

C 110. . . /24 2 million networks of 256

D 1110. . . — multicast: a group identifier

E 1111, .. — reserved, and still unused
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Classes, before there was a prefix

class leading bits prefix what it was

A 0. .. /8 128 networks of 16 million addresses
B 10. . . /16 16 384 networks of 65536

C 110. . . /24 2 million networks of 256

D 1110. . . — multicast: a group identifier

E 1111, .. — reserved, and still unused

B The length was not written down. It was read off the first bits of the address itself.

B Three sizes, and nothing between them:
an organisation needing 500 addresses took a class B and wasted 65 000.
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Classes, before there was a prefix

B The length was not written down. It was read off the first bits of the address itself.
B Three sizes, and nothing between them:

class leading bits prefix what it was

A 0. .. /8 128 networks of 16 million addresses
B 10. . . /16 16 384 networks of 65536

C 110. . . /24 2 million networks of 256

D 1110. . . — multicast: a group identifier

E 1111, .. — reserved, and still unused

an organisation needing 500 addresses took a class B and wasted 65 000.
B CIDR replaced the letters with a written length. The classes are gone; the names are still used.

Addressing
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Reserved addresses

block name what it is for

10.0.0.0/8 private inside one organisation, never routed on the Internet
172.16.0.0/12 private the same, a smaller block

192.168.0.0/16  private the same, a smaller one again

127.0.0.0/8 loopback this machine, and it never leaves it

169.254.0.0/16 link-local no address was configured and none was offered
224.0.0.0/4 multicast  class D: a group, not an interface

240.0.0.0/4 reserved class E, never allocated

B A packet for a private network is dropped by any router on the Internet.

Addressing
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Reserved addresses

block name what it is for

10.0.0.0/8 private inside one organisation, never routed on the Internet
172.16.0.0/12 private the same, a smaller block

192.168.0.0/16  private the same, a smaller one again

127.0.0.0/8 loopback this machine, and it never leaves it

169.254.0.0/16 link-local no address was configured and none was offered
224.0.0.0/4 multicast  class D: a group, not an interface

240.0.0.0/4 reserved class E, never allocated

B A packet for a private network is dropped by any router on the Internet.
B [Pv6 reserves blocks the same way: ::1 loopback, fe80::/1@ link-local, ffee: : /8 multicast.

Addressing
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Hierarchical assignment

TN TNy T Ty

Six networks, wired together.
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Hierarchical assignment

Subnet 1.1
10.1.1.0/24

Subnet 1.2
10.1.2.0/24

Subnet 2.1
10.2.1.0/24

Subnet 2.2
10.2.2.0/24

Subnet 2.3
10.2.3.0/24

Each is a subnet: a block of addresses, and the block is contiguous.
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Hierarchical assignment

Subnet 1.1 Subnet 1.2 Subnet 2.1 Subnet 2.2 Subnet 2.3

Network 3

10.1.1.0/24 10.1.2.0/24 10.2.1.0/24 10.2.2.0/24 10.2.3.0/24 10.3.0.0/16
Network 1 Network 2
10.1.0.0/16 10.2.0.0/16

The subnets are grouped in turn, and each group is a block too.
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Hierarchical assignment

Subnet 1.1 Subnet 1.2 Subnet 2.1 Subnet 2.2 Subnet 2.3

Network 3

10.1.1.0/24 10.1.2.0/24 10.2.1.0/24 10.2.2.0/24 10.2.3.0/24 10.3.0.0/16
Network 1 Network 2
10.1.0.0/16 10.2.0.0/16

Every block sits inside the block above it. A router outside
Network 2 needs one entry, 10.2.0.0/16, not three.
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Hierarchical assignment

Subnet 1.1 Subnet 1.2 Subnet 2.1 Subnet 2.2 Subnet 2.3

Network 3

10.1.1.0/24 10.1.2.0/24 10.2.1.0/24 10.2.2.0/24 10.2.3.0/24 10.3.0.0/16
Network 1 Network 2
10.1.0.0/16 10.2.0.0/16

That is the ideal: addresses handed down a hierarchy,
so one prefix summarises everything under it.
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Hierarchical assignment

Subnet 1.1 Subnet 1.2 Subnet 2.1 Subnet 2.2 Subnet 2.3

Network 3

10.1.1.0/24 10.1.2.0/24 10.2.1.0/24 10.2.2.0/24 10.2.3.0/24 10.3.0.0/16
10.1.9.0/24
Network 1 Network 2
10.1.0.0/16 10.2.0.0/16

In practice networks change. A block is sold, a company
is bought, a site moves and keeps its addresses. A
piece of Network 1 now sits inside Network 3: migration.
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The first assignment

Internet Address

000.rrr.
001.rrr.
002.rrr.
003.rrr.
004.rrr.
005.rrr.
006.rrr.
007.rrr.
008.rrr.
009.rrr.
010.rrr.
01l.rrr.
012.rrr.
013.rrr.
014.rrr.
015.rrr.
016.rrr.
017.rrr.
018.rrr.
019.rrr.
020.rrr.
021.rrr.
022.rrr.

rrr.
rrr.
rrr.
rrr.
rrr.
rrr.
rrr.
rrr.
rrr.
rrr.
rrr.
rrr.
rrr.
rrr.
rrr.
rrr.
rrr.
rrr.
rrr.
rrr.
rrr.
rrr.
rrr.

rrr
rrr
rrr
rrr
rrr
rrr
rrr
rrr
rrr
rrr
rrr
rrr
rrr
rrr
rrr
rrr
rrr
rrr
rrr
rrr
rrr
rrr
rrr

BBN-PR
SF-PR-1
BBN-RCC
SATNET
SILL-PR
SF-PR-2
CHAOS
CLARKNET

CYCLADES
TELENET

EPSS
DATAPAC
TRANSPAC
LCSNET
TYMNET
DC-PR
EDN
DIALNET

Network References
Reserved [JBP]
BBN Packet Radio Network  [DCA2]
SF Packet Radio Network (1) [JEM]
BBN RCC Network [s6c)
Atlantic Satellite Network [DM11]
Ft. Sill Packet Radio Network[JEM]
SF Packet Radio Network (2) [JEM]
MIT CHAOS Network [Mo0N]
SATNET subnet for Clarksburg[DM11]
Ft. Bragg Packet Radio Net  [JEM]
ARPANET

[17,1,vGC]
University College London [PK]
CYCLADES veel
Unassigned [JBP]
TELENET vecl
British Post Office EPSS [PK]
DATAPAC [vece)
TRANSPAC [veel
MIT LCS Network [43,10,DDC2]
TYMNET [veel
D.C. Packet Radio Network  [VGC]
DCEC EDN [EC5]
DIALNET [26,16,MRC]

& Assigned numbers Postel (1981)

Addressing

H One list, kept by one person, of every

network number handed out.
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The first assignment

Internet Address

000.rrr.
001.rrr.
002.rrr.
003.rrr.
004.rrr.
005.rrr.
006.rrr.
007.rrr.
008.rrr.
009.rrr.
010.rrr.
01l.rrr.
012.rrr.
013.rrr.
014.rrr.
015.rrr.
016.rrr.
017.rrr.
018.rrr.
019.rrr.
020.rrr.
021.rrr.
022.rrr.

rrr.
rrr.
rrr.
rrr.
rrr.
rrr.
rrr.
rrr.
rrr.
rrr.
rrr.
rrr.
rrr.
rrr.
rrr.
rrr.
rrr.
rrr.
rrr.
rrr.
rrr.
rrr.
rrr.

rrr
rrr
rrr
rrr
rrr
rrr
rrr
rrr
rrr
rrr
rrr
rrr
rrr
rrr
rrr
rrr
rrr
rrr
rrr
rrr
rrr
rrr
rrr

BBN-PR
SF-PR-1
BBN-RCC
SATNET
SILL-PR
SF-PR-2
CHAOS
CLARKNET
BRAGG-PR
ARPANET
UCLNET
CYCLADES

TELENET

EPSS
DATAPAC
TRANSPAC
LCSNET
TYMNET
DC-PR
EDN
DIALNET

Network References
Reserved [JBP]
BBN Packet Radio Network  [DCA2]
SF Packet Radio Network (1) [JEM]
BBN RCC Network [s6cl
Atlantic Satellite Network [DM11]
Ft. Sill Packet Radio Network[JEM]
SF Packet Radio Network (2) [JEM]
MIT CHAOS Network [Mo0N]
SATNET subnet for Clarksburg[DM11]
Ft. Bragg Packet Radio Net  [JEM]
NET

ARPA [17,1,VGC]
University College London [PK]
CYCLADES [VGC)
Unassigned [JBP]
TELENET [vec)
British Post Office EPSS [PK]
DATAPAC [vec)
TRANSPAC [veel
MIT LCS Network [43,10,DDC2]
TYMNET [veel
D.C. Packet Radio Network  [VGC]
DCEC EDN [EC5]
DIALNET [26,16,MRC]

& Assigned numbers Postel (1981)

Addressing

B One list, kept by one person, of every
network number handed out.

B 001 BBN Packet Radio, 204 Atlantic
Satellite, 12 CYCLADES, 014 TELENET.
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The first assignment

Internet Address Nano B One list, kept by one person, of every
000.rrr.rrr.rrr Reserved [38P) network number handed out.
001.rrr.rrr.rrr  BBN-PR BBN Packet Radio Network  [DCA2] . .
002.rrr.rrr.rrr  SF-PR-1 SF Packet Radio Network (1) [JEM] B 001 BBN Packet Radlo, 004 Atlantic
003.rrr.rrr.rrr  BBN-RCC BBN RCC Network [sccl .

004.rrr.rrr.rrr  SATNET Atlantic Satellite Network [DM11] Sate”lte, 012 CYCLADES, 014 TELENET.
005.rrr.rrr.rrr  SILL-PR Ft. Sill Packet Radio Network[JEM] i
006.rrr.rrr.rrr  SF-PR-2 SF Packet Radio Network (2) [JEM] B 010 ARPANET. A class A block, sixteen
007.rrr.rrr.rrr  CHAOS MIT CHAOS Network [MooN] o

008.rrr.rrr.rrr  CLARKNET SATNET subnet for Clarksburg(DM11] million addresses, for one network.
009.rrr.rrr.rrr  BRAGG-PR Ft. Bragg Packet Radio Net  [JEM]

010.rrr.rrr.rrr  ARPANET ARPANET [17,1,V6C]

01t.rrr.rrr.rrr  UCLNET University College London [PK]

012.rrr.rrr.rrr  CYCLADES CYCLADES tvec)

013.rrr.rrr.rrr Unassigned [JBP]

014.rrr.rrr.rrr  TELENET TELENET tvec)

016.rrr.rrr.rrr  EPSS British Post Office EPSS [PK]

016.7rr.rrr.rrr  DATAPAC DATAPAC tvac

017.rrr.rrr.rrr  TRANSPAC TRANSPAC [vec)

018.rrr.rrr.rrr  LCSNET MIT LCS Network [43,10,DDC2]

019.rrr.rrr.rrr  TYMNET TYMNET tvec)

020.rrr.rrr.rrr  DC-PR D.C. Packet Radio Network  [VGC]

021.rrr.rrr.rrr  EDN DCEC EDN [EC5]

022.rrr.rrr.rrr  DIALNET DIALNET [26,16,MRC]

& Assigned numbers Postel (1981)
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The first assignment

Internet Address
000.rrr.rrr.rrr
001.rrr.rrr.rrr
002.rrr.rrr.rrr
003.rrr.rrr.rrr
004.rrr.rrr.rrr
005.rrr.rrr.rrr
006.rrr.rrr.rrr
007.rrr.rrr.rrr
008.rrr.rrr.rrr
009.rrr.rrr.rrr
010.rrr.rrr.rrr
01l.rrr.rrr.rrr
012.rrr.rrr.rrr
013.rrr.rrr.rrr
014.rrr.rrr.rrr
015.rrr.rrr.rrr
016.rrr.rrr.rrr
017.rrr.rrr.rrr
018.rrr.rrr.rrr
019.rrr.rrr.rrr
020.rrr.rrr.rrr
021.rrr.rrr.rrr
022.rrr.rrr.rrr

BBN-PR
SF-PR-1
BBN-RCC
SATNET
SILL-PR
SF-PR-2
CHAOS
CLARKNET
BRAGG-PR
ARPANET
UCLNET
CYCLADES

TELENET
EPSS
DATAPAC
TRANSPAC
LCSNET
TYMNET
DC-PR
EDN
DIALNET

Network References
Reserved [JBP]
BBN Packet Radio Network  [DCA2]
SF Packet Radio Network (1) [JEM]
BBN RCC Network [s6cl
Atlantic Satellite Network [DM11]
Ft. Sill Packet Radio Network[JEM]
SF Packet Radio Network (2) [JEM]
MIT CHAOS Network [Mo0N]
SATNET subnet for Clarksburg[DM11]
Ft. Bragg Packet Radio Net  [JEM]

ARPANET [17,1,VGC]
University College London [PK]
CYCLADES [vec)
Unassigned [JBP]
TELENET [VGe)
British Post Office EPSS [PK]
DATAPAC [vec)
TRANSPAC [veel
MIT LCS Network [43,10,DDC2]
TYMNET [veel
D.C. Packet Radio Network  [VGC]
DCEC EDN [EC5]
DIALNET [26,16,MRC]

& Assigned numbers Postel (1981)

Addressing

One list, kept by one person, of every
network number handed out.

001 BBN Packet Radio, 004 Atlantic
Satellite, 12 CYCLADES, 014 TELENET.

010 ARPANET. A class A block, sixteen
million addresses, for one network.

That block is 10.0.0.0/8.
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Early Internet: ARPAnet

POSTEL 25 FEB 62

18804 ((LCS NET
BN

{00077

0308
saierz ) o .
SRi-2

o
o

w0108

Postel, 25 February 1982

Addressing

every number is its assignment.

B The list, drawn. Every blob is a network and

14/39



Early Internet: ARPAnet

PoSTEL 25 FEB 82 B The list, drawn. Every blob is a network and
every number is its assignment.

[ : B ARPANET 10 in the middle, SATNET 4
below it, UCLNET 11 on the right: the same
numbers as the table.

Postel, 25 February 1982
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Early Internet: ARPAnet

PoSTEL 25 FEB 82 B The list, drawn. Every blob is a network and
every number is its assignment.

[ : B ARPANET 10 in the middle, SATNET 4
below it, UCLNET 11 on the right: the same
numbers as the table.

B The labels on the links are the addresses of
the gateways between two networks. A
gateway has one address per network it is on.

Postel, 25 February 1982

Addressing 14/39
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Who hands out the humbers

AFRINIC

APNIC

LACNIC

RIPE NCC

and from there to whoever runs a network,
in blocks, with a record of who holds what

B |ANA holds the top of the address space and the protocol number registries.

Organisation
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AFRINIC APNIC ARIN LACNIC RIPE NCC

and from there to whoever runs a network,
in blocks, with a record of who holds what

B |ANA holds the top of the address space and the protocol number registries.
B Five regional Internet registries (RIRs) split the world between them and allocate downwards.
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Who hands out the humbers

AFRINIC APNIC ARIN LACNIC RIPE NCC

and from there to whoever runs a network,
in blocks, with a record of who holds what

B |ANA holds the top of the address space and the protocol number registries.
B Five regional Internet registries (RIRs) split the world between them and allocate downwards.

B None of them routes anything. They only record what networks use what addresses: neutral
non-governmental organisations.

Organisation 15/39



Running out

m 2011: IANA hands the last unallocated IPv4 blocks to the registries.

Organisation 16/39



Running out

m 2011: IANA hands the last unallocated IPv4 blocks to the registries.

B The registries run out in turn.
RIPE NCC'’s last /22 went in 2019; there is a waiting list now.
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Running out

m 2011: IANA hands the last unallocated IPv4 blocks to the registries.

B The registries run out in turn.
RIPE NCC'’s last /22 went in 2019; there is a waiting list now.

®m Address blocks are traded/migrated.
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Running out

m 2011: IANA hands the last unallocated IPv4 blocks to the registries.

B The registries run out in turn.
RIPE NCC'’s last /22 went in 2019; there is a waiting list now.

®m Address blocks are traded/migrated.

m |Pv6 has enough addresses that no organisation should need a second
allocation.

Organisation 16/39
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The IPv4 header

0 8 16 24 32
Version IHL | DSCP | total packet length
identification | flags fragment offset

TTL | protocol | header checksum

source address

destination address

20 bytes, before any options. IHL: internet header length, in 4-byte words, which is how the options are found

B Source and destination: 4 bytes each.

The packet
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0 8 16 24 32
Version IHL | DSCP | total packet length
identification | flags fragment offset

TTL | protocol | header checksum

source address

destination address

20 bytes, before any options. IHL: internet header length, in 4-byte words, which is how the options are found

B Source and destination: 4 bytes each.
B |dentification, flags and offset: for putting a fragmented packet back together.
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The IPv4 header

0 8 16 24 32
Version IHL | DSCP | total packet length
identification | flags fragment offset

TTL | protocol | header checksum

source address

destination address

20 bytes, before any options. IHL: internet header length, in 4-byte words, which is how the options are found

B Source and destination: 4 bytes each.
B |dentification, flags and offset: for putting a fragmented packet back together.
B TTL: decremented at every hop to prevent packet storms.

The packet 17/39



Network gateways

e OSSO EE

Two machines, two routers, three networks between them.

The packet 18/39



Network gateways

! "' (») "' (%) "' °
Network 1 Network 2 Network 3
10.1.0.0/16 10.2.0.0/16 10.3.0.0/16

The networks are three of the blocks handed down earlier.

The packet 18/39



Network gateways

10.1.1.0/24 10.2.1.0/24 10.3.1.0/24

! "' (») "' (%) "' °
Network 1 Network 2 Network 3
10.1.0.0/16 10.2.0.0/16 10.3.0.0/16

One subnet has been taken out of each.

The packet 18/39



Network gateways

10.1.1.0/24 10.2.1.0/24 10.3.1.0/24
A B
10.1.1.5 10.7.1.1 10.3.1.1 10.3.1.9
Network 1 10.2.1.1 Network 2 10.2.1.2 Network 3
10.1.0.0/16 10.2.0.0/16 10.3.0.0/16

Every computer is assigned one or more address.

The packet 18/39



Network gateways

10.1.1.0/24 10.2.1.0/24 10.3.1.0/24
A B
10.1.1.5 10.1.1.1 10.3.1.1 10.3.1.9
Network 1 10.2.1.1 Network 2 10.2.1.2 Network 3
10.1.0.0/16 10.2.0.0/16 10.3.0.0/16
> <
gateway gateway

Each hop sends traffic to a next hop.

The packet 18/39



A packet crossing two routers

10.1.1.0/24 10.2.1.0/24 10.3.1.0/24
network 1 m network 2 m network 3
A Ry R B
10.1.1.5 10.1.1.1 10.2.1.1 10.2.1.2 10.3.1.1 10.3.1.9

Sending a packet from A to B.

The packet

19/39



A packet crossing two routers

l:l 10.1.1.0/24 10.2.1.0/24 10.3.1.0/24
network 1 /\ network 2 /-\ network 3
A Ry R B

10.1.1.5 10.1.1.1 10.2.1.1 10.2.1.2 10.3.1.1 10.3.1.9

the packet: src 10.1.1.5,dst 10.3.1.9 ‘ data ‘

packet header

10.3.1.9is noton 10.1.1.0/24, so A sends to its default gateway, ;.

The packet 19/39



A packet crossing two routers

10.1.1.0/24 10.2.1.0/24 10.3.1.0/24
network 1 /\ network 2 /-\ network 3
A Ry R B
10.1.1.5 10.1.1.1 10.2.1.1 10.2.1.2 10.3.1.1 10.3.1.9
the packet: src 10.1.1.5,dst 10.3.1.9 ‘ data ‘

packet header

On the first network, addressed to B.

The packet

19/39



A packet crossing two routers

10.1.1.0/24 I:I 10.2.1.0/24 10.3.1.0/24
network 1 /\ network 2 /-\ network 3
A R R B

1

10.1.1.5 10.1.1.1 10.2.1.1 10.2.1.2 10.3.1.1 10.3.1.9

the packet: src 10.1.1.5,dst 10.3.1.9 ‘ data ‘

packet header

In Ry, which is not B.

The packet 19/39



A packet crossing two routers

10.1.1.0/24 10.2.1.0/24 10.3.1.0/24
network 1 /\ network 2 m network 3
A Ry R B
10.1.1.5 10.1.1.1 10.2.1.1 10.2.1.2 10.3.1.1 10.3.1.9
the packet: src 10.1.1.5,dst 10.3.1.9 ‘ data ‘

packet header

So R, forwards it.

The packet

19/39



A packet crossing two routers

10.1.1.0/24 10.2.1.0/24 I:I 10.3.1.0/24
network 1 m network 2 m network 3
A R R

1 2

10.1.1.5 10.1.1.1 10.2.1.1 10.2.1.2 10.3.1.1

the packet: src 10.1.1.5,dst 10.3.1.9 ‘ data ‘

packet header

In Hg.

The packet

10.3.1.9
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A packet crossing two routers

10.1.1.0/24 10.2.1.0/24 10.3.1.0/24
network 1 /\ network 2 /-\ network 3
A Ry R B
10.1.1.5 10.1.1.1 10.2.1.1 10.2.1.2 10.3.1.1 10.3.1.9
the packet: src 10.1.1.5,dst 10.3.1.9 ‘ data ‘

packet header

Which forwards it onto 10.3.1.0/24, one of its own networks.

The packet

19/39



A packet crossing two routers

10.1.1.0/24 10.2.1.0/24 10.3.1.0/24 l:l
network 1 m network 2 m network 3
A Ry R B

10.1.1.5 10.1.1.1 10.2.1.1 10.2.1.2 10.3.1.1 10.3.1.9

the packet: src 10.1.1.5,dst 10.3.1.9 ‘ data ‘

packet header

In B: delivered.

The packet 19/39



A packet crossing two routers

10.1.1.0/24 10.2.1.0/24 10.3.1.0/24 I:I
network 1 /\ network 2 /-\ network 3
A Ry R, B

2

10.1.1.5 10.1.1.1 10.2.1.1 10.2.1.2 10.3.1.1 10.3.1.9

carried end to end

the packet: src 10.1.1.5,dst 10.3.1.9 ‘ data

packet header

The IP header is never changed.

The packet 19/39



When the packet does not fit

1400 bytes, ID 9

MTU 1500 MTU 576 MTU 1500

)
)

One packet, 1400 bytes, on its way to B.

The packet 20/39



When the packet does not fit

1400 bytes, ID 9

MTU 1500 MTU 576 MTU 1500

)

)

The first link takes it. The second will not.

The packet 20/39



When the packet does not fit

The packet

MTU 1500

1400 does not fit in 576

MTU 576

MTU 1500

)
)

R; fragments it: header copied, payload cut.

20/39



When the packet does not fit

| 552B || 552B || 296 B |

off 0, MF 1 off 69, MF 1 off 138, MF 0

MTU 1500 MTU 576 MTU 1500

Three fragments. The offset counts 8-byte units, so each
piece but the last is a multiple of 8. MF says more follow.

The packet 20/39



When the packet does not fit

| 552B || 552B || 296 B |

off 0, MF 1 off 69, MF 1 off 138, MF 0

MTU 1500 MTU 576 MTU 1500

put back together
here, and only here

They travel as ordinary packets, and may take different
paths. No router reassembles: the destination does, by ID.

The packet

20/39



When the packet does not fit

| 552B || 552B || 296 B |

off 0, MF 1 off 69, MF 1 off 138, MF 0

MTU 1500 MTU 576 MTU 1500

put back together
here, and only here

IPv6 forbids it outright. The sender discovers the smallest
MTU on the path instead, and sends nothing larger.

The packet
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Time to live

Every packet carries a hop budget.

The packet 21/39



Time to live

TTL3

A sets it. Say 3.

The packet 21/39



Time to live

TTL2

Each router decrements it before forwarding.

The packet 21/39



Time to live

TTLA1

The packet

(7)
\&J

()
&

Still alive.

()
&/
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Time to live

dropped

At zero the packet is dropped, wherever it is. A
routing loop empties itself instead of filling the network.

The packet 21/39



Time to live

dropped

ICMP time exceeded, from Ry

And the router that dropped it says so, to the source,
by ICMP: the internet control message protocol.

The packet 21/39



Traceroute: the same mechanism, used on purpose

learned so far:

Nobody tells you the path. So ask for it, one hop at a time.

The packet 22/39



Traceroute: the same mechanism, used on purpose

learned so far:
1. Ry

TTLA1

Send with TTL 1. The first router drops it
and says so: now you know the first hop.

The packet 22/39



Traceroute: the same mechanism, used on purpose

learned so far:
1. Ry 2. R,

TTL2

TTL 2 reaches the second, and it says so too.

The packet 22/39



Traceroute: the same mechanism, used on purpose

The packet

learned so far:
1. Ry

2. Ry

3.R,

(7)
\

()
\*/

()
\>/

And the third.

22/39



Traceroute: the same mechanism, used on purpose

learned so far:
1. Ry 2. R, 3.R;3 4. B itself

Until the packet gets all the way, and the destination answers
differently. The path drew itself, out of dropped packets.

The packet 22/39
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ARP: finding the next hop’s hardware address

ARP is a datalink layer protocol:
its own frame type, not carried in a packet

A C D R
10.1.1.5 10.1.1.7 10.1.1.8 10.1.1.1

One network, four interfaces. A has a
packet for a router it has never spoken to.

Hop by hop
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ARP: finding the next hop’s hardware address

A's table: 10.1.1.1 — 2 ARP is a datalink layer protocol:
its own frame type, not carried in a packet
A C D R
10.1.1.5 10.1.1.7 10.1.1.8 10.1.1.1

It knows the gateway’s IP address. The frame needs a
MAC address, and nothing on the packet says what it is.

Hop by hop

23/39



ARP: finding the next hop’s hardware address

A's table: 10.1.1.1 — 2 ARP is a datalink layer protocol:
its own frame type, not carried in a packet
A C D R
to ff:ff:ff:ff:ff:ff: who has 10.1.1.1?] l
0 P
o | =]
10.1.1.5 10.1.1.7 10.1.1.8 10.1.1.1

So ask everybody: an ARP request, broadcast on
the segment. ARP: the address resolution protocol.

Hop by hop
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ARP: finding the next hop’s hardware address

A's table: 10.1.1.1 — 2 ARP is a datalink layer protocol:
its own frame type, not carried in a packet
A C D R
heard heard heard
o | =]
10.1.1.5 10.1.1.7 10.1.1.8 10.1.1.1

Every station on the segment receives it. Two
of them are not being asked about, and drop it.

Hop by hop
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ARP: finding the next hop’s hardware address

A's table: 10.1.1.1 — R ARP is a datalink layer protocol:
its own frame type, not carried in a packet
A C D R
l l toA: 10.1.1.1isR1
o | =]
10.1.1.5 10.1.1.7 10.1.1.8 10.1.1.1

The one that owns the address answers, to A alone.

Hop by hop
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ARP: finding the next hop’s hardware address

A's table: 10.1.1.1 — R ARP is a datalink layer protocol:
its own frame type, not carried in a packet
A C D R
10.1.1.5 10.1.1.7 10.1.1.8 10.1.1.1

A caches the pair and stops asking. The cache is
a guess nobody authenticates: claim an address
and the traffic follows. That is ARP poisoning.

Hop by hop

23/39



The same crossing, with the frames

10.1.1.0/24 10.2.1.0/24 10.3.1.0/24
network 1 m network 2 /-\ network 3
A Ry R B
aa:a5 b1:11 b1:22 b2:11 b2:22 cc:c9
10.1.1.5 10.1.1.1 10.2.1.1 10.2.1.2 10.3.1.1 10.3.1.9

on the wire:

The same three networks, with the hardware addresses on them.
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The same crossing, with the frames

10.2.1.0/24 10.3.1.0/24

l:l 10.1.1.0/24

network 1 /\ network 2 /-\ network 3
A Ry R B
aa:ab b1:11 b1:22 b2:11 b2:22 cc:c9
10.1.1.5 10.1.1.1 10.2.1.1 10.2.1.2 10.3.1.1 10.3.1.9

| src 10.1.1.5,dst 10.3.1.9, TTL 64

on the wire:

data

packet header

A writes the packet: its own address, and B’s. No frame yet.

Hop by hop
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The same crossing, with the frames

10.1.1.0/24 10.2.1.0/24 10.3.1.0/24
network 1 /\ network 2 /-\ network 3
A Ry R B
aa:a5 b1:11 b1:22 b2:11 b2:22 cc:c9
10.1.1.5 10.1.1.1 10.2.1.1 10.2.1.2 10.3.1.1 10.3.1.9
on the wire: dst b1:11, src aa:a5 | src 10.1.1.5,dst 10.3.1.9, TTL 64 data
frame header packet header

A asked ARP for 10.1.1.1 and got b1:11, and builds a frame
around the packet. That is the frame’s destination; B is the packet’s.

Hop by hop 24/39



The same crossing, with the frames

10.1.1.0/24 l:l 10.2.1.0/24 10.3.1.0/24

network 1 /\ network 2 /-\ network 3
A Ry R B
aa:ab b1:11 b1:22 b2:11 b2:22 cc:c9
10.1.1.5 10.1.1.1 10.2.1.1 10.2.1.2 10.3.1.1 10.3.1.9
on the wire: | src10.1.1.5,dst10.3.1.9, TTL 64 data

packet header

R; throws the frame away and keeps the
packet. For this moment there is no frame at all.

Hop by hop

24/39



The same crossing, with the frames

10.1.1.0/24 10.2.1.0/24 10.3.1.0/24
network 1 /\ network 2 /-\ network 3
A Ry R B
aa:a5 b1:11 b1:22 b2:11 b2:22 cc:c9
10.1.1.5 10.1.1.1 10.2.1.1 10.2.1.2 10.3.1.1 10.3.1.9
on the wire: dst b2:11, src b1:22 | src10.1.1.5,dst 10.3.1.9, TTL 63 data
frame header packet header

A new frame, on the next network. R asked via
ARP what the MAC address of R, is, and got b2:11.

Hop by hop
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The same crossing, with the frames

10.1.1.0/24 10.2.1.0/24 l:l 10.3.1.0/24

network 1 /\ network 2 m network 3
A Ry R B
aa:ab b1:11 b1:22 b2:11 b2:22 cc:c9
10.1.1.5 10.1.1.1 10.2.1.1 10.2.1.2 10.3.1.1 10.3.1.9
on the wire: | src10.1.1.5,dst10.3.1.9, TTL 63 data

packet header

R, does the same again.

Hop by hop
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The same crossing, with the frames

10.1.1.0/24 10.2.1.0/24 10.3.1.0/24
network 1 /\ network 2 /-\ network 3
A Ry R B
aa:a5 b1:11 b1:22 b2:11 b2:22 cc:c9
10.1.1.5 10.1.1.1 10.2.1.1 10.2.1.2 10.3.1.1 10.3.1.9
on the wire: dst cc:c9, src b2:22 | src 10.1.1.5,dst 10.3.1.9, TTL 62 data
frame header packet header

The last frame is addressed to B’s own hardware.
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The same crossing, with the frames

10.1.1.0/24 10.2.1.0/24 10.3.1.0/24 l:l
network 1 m network 2 m network 3
A Ry R B
aa:ab b1:11 b1:22 b2:11 b2:22 cc:c9
10.1.1.5 10.1.1.1 10.2.1.1 10.2.1.2 10.3.1.1 10.3.1.9
on the wire: | src10.1.1.5,dst10.3.1.9, TTL 62 data

packet header

Delivered.

Hop by hop
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The same crossing, with the frames

10.1.1.0/24 10.2.1.0/24 10.3.1.0/24 l:l
network 1 /\ network 2 m network 3
A Ry R B
aa:a5 b1:11 b1:22 b2:11 b2:22 cc:c9
10.1.1.5 10.1.1.1 10.2.1.1 10.2.1.2 10.3.1.1 10.3.1.9
different every hop carried end to end
on the wire: | data
frame header packet header

Hop by hop

24/39
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Gateways, and which way is out

Six machines, eight networks between them,
and A has been told nothing about where B is.
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Gateways, and which way is out

gateway

So it has a default gateway: the router it hands all non-local traffic.
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Gateways, and which way is out

gateway

and another

It may have several. Then something has to choose between them.

Forwarding and routing 25/39



Gateways, and which way is out

upstream

gateway

C XD
downstream
and another . ‘ ‘

Upstream is from A to either gateway: the way
out. Downstream is from a gateway back to A.

Forwarding and routing 25/39



Gateways, and which way is out

neither is further up

upstream

gateway

D

downstream
and another . A ‘

In the middle there is no such direction. Ry and Rs

are each other’s neighbours and neither is the way out.

Forwarding and routing
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Gateways, and which way is out

neither is further up

upstream

gateway

and another

another jurisdiction

So the choice is made by policy. Suppose R, and R,
are in a region you would rather not carry traffic through.
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Gateways, and which way is out

neither is further up

upstream

gateway

and another

another jurisdiction

A policy that says so sends everything over the top.
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Gateways, and which way is out

neither is further up

upstream

gateway

and another

another jurisdiction

Change the policy, or change which gateway A uses, and the same
packets take the other way. Nothing about the wires changed.
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Network addressing

H1 RS

Fi’g R4
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Network addressing

0 10.2.0.0/24

10.100.0.0/24

10.1.0.0/24 10.3.0.0/24

10.101.0.0/24

e 10.92.0.0/24

Eight networks, eight blocks. Nothing is
nested here: these are eight separate /24s.

10.91.0.0/24 10.93.0.0/24

Forwarding and routing
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Network addressing

Forwarding and routing

10.1.0.0/24

10.1.0.1

A

Every computer on a network has an address out of that network’s block.

10.91.

0.1

10.91.

.0/24

10.91.0.2

10.2.0.0/24

1

10.100.0.0/24

10.101.0.0/24

10.3.0.1
10.3.0.0/24
10.3.0.2
B
10.93.0.2
.0.0/24
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Network addressing

Forwarding and routing

10.2.0.0/24
10.3.0.1
10.1.0.0/24 1 1 10.3.0.0/24
10.1.0.1 10.3.0.2
10.100.0.0/24
A B
10.101.0.0/24
10.91.0.1 10.93.0.2
10.101.0.1 10.100.0.2
10.91.0.0/24 10.93.0.0/24
10.91.0.2 10.93.0.1

So A has two addresses and B has two. Each
router has three, one per network it is on.
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Forwarding, table by table

10.2.0.0/24

10.1.0.0/24 10.3.0.0/24

10.100.0.0/24

a

10.101.0.0/24

0.91.0.0/24 10.93.0.0/24

10.92.0.0/24

Eight networks. A wants to
reach 10.93.0.2, which is B, on
the network at the bottom right.
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Forwarding, table by table

10.2.0.0/24

10.1.0.2
10.1.0.0/24 10.3.0.0/24
dst 10.93.0.2
10.100.0.0/24
101.0.0/24
10.91.0.0/24 10.93.0.0/24

10.92.0.0/24

A’s forwarding table

destination  next hop Aison10.1.0.0/24 and 10.91.0.0/24.
10.1.0.0/24  direct The destination is on neither, so it goes

10.91.0.0/24 direct

0.0.0.0/0 10.1.0.2 to a gateway: 10.1.0.2, which is Ry.
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Forwarding, table by table

10.3.0.0/24

10.100.0.0/24

10.101.0.0/24

0.93.0.0/24

0.91.0.0/24

10.92.0.0/24

On the wire.

Forwarding and routing
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Forwarding, table by table

Forwarding and routing

dst 10.93.0.2

10.2.0.0/24

10.3.0.0/24
10.100.0.0/24
10.101.0.0/24
10.100.0.2
10.91.0.0/24 10.93.0.0/24
10.92.0.0/24
Ry’s forwarding table
destination next hop Ry looks the destination up. Three of
10.1.0.0/24 direct its networks are directly connected;
10.2.0.0/24 direct
10.100.0.0/24  direct the fourth row says 10.93.0.0/24
16.93.6.0/24  10.160.0.2 is reached through 10.100.0.2.
0.0.0.0/0 10.2.0.2
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Forwarding, table by table

10.2.0.0/24

10.3.0.0/24

10.101.0.0/24

10.93.0.0/24

0.91.0.0/24

10.92.0.0/24

Which is Rs, across the diagonal.
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Forwarding, table by table

Forwarding and routing

10.2.0.0/24

10.3.0.0/24

10.101.0.0/24

10.91.0.0/24

10.93.0.0/24
10.92.0.0/24
R,’s forwarding table
destination next hop R, finds 10.93.0.0/24 directly connected:

10.92.0.0/24 direct
10.93.0.0/24 direct
10.100.0.0/24 direct
0.0.0.0/0 10.92.0.1

no next hop, it is on that network itself.
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Forwarding, table by table

10.2.0.0/24

10.3.0.0/24

10.101.0.0/24

dst 10.93.0.2

0.91.0.0/24

10.92.0.0/24

So the last hop is a delivery, not a forward.
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Forwarding, table by table

10.2.0.0/24

10.3.0.0/24

10.101.0.0/24

0.91.0.0/24

10.92.0.0/24

Two tables consulted, one packet delivered.
Neither router knew the whole path.
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A policy change

10.2.0.0/24

10.1.0.0/24
10.10040.0/24
10.101.0.0/24

10.91.0.0/24 10.93.0.0/24

10.92.0.0/24

Somebody decides traffic for part of that
network should not cross the diagonal.
Nothing is deleted: one row is added.
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A policy change

10.2.0.0/24

10.1.0.0/24

10.10040.0/24

10.101.0.0/24

10.91.0.0/24 10.93.0.0/24

10.92.0.0/24

Ry’s forwarding table, one row added

destination next hop The new row is 10.93.0.0/25, half

/24 direct the old block, through 10.2.0.2.
.2.0.0/24 direct
10.100.0.0/24  direct Both rows match 10.93.0.2.
10.93.0.0/24  10.100.0.2
10.93.0.0/25  10.2.0.2
0.0.0.0/0 10.2.0.2

Forwarding and routing 28/39



A policy change

10.2.0.0/24

10.1.0.2

10.1.0.0/24
dst 10.93.0.2

10.10040.0/24

101.0.0/24

10.93.0.0/24

10.91.0.0/24

10.92.0.0/24

A’s forwarding table

destination  next hop The next packet for 10.93.0.2
10.1.0.0/24  direct leaves A exactly as before:
10.91.0.0/24 direct . .

0.0.0.0/0 10.1.0.2 its own table did not change.

Forwarding and routing
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A policy change

Forwarding and routing

10.10040.0/24

10.101.0.0/24

0.91.0.0/24 0.93.0.0/24

10.92.0.0/24

On the wire.
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A policy change

Forwarding and routing

dst 10

10.2.0.0/24

10.10040.0/24

10.101.0.0/24

0.91.0.0/24 10.93.0.0/24

10.92.0.0/24

Ry’s forwarding table, one row added

destination next hop R, looks it up. Two rows match,
10.1.0.0/24 direct and the longer prefix wins.
10.2.0.0/24 direct

10.100.0.0/24 direct
10.93.0.0/24 10.100.0.2
10.93.0.0/25 10.2.0.2
0.0.0.0/0 10.2.0.2
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A policy change

10.2.0.0/24

dst 10.93.0.2

10.10040.0/24

10.101.0.0/24

0.91.0.0/24 10.93.0.0/24

10.92.0.0/24

So it goes to Rs, not across the diagonal.
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A policy change

Forwarding and routing

dst 10.93.0.2

10.2.0.0/24

10.10040.0/24

10.101.0.0/24

10.101.0.1

0.91.0.0/24 10.93.0.0/24

10.92.0.0/24

R3’s forwarding table

destination next hop Rs3 has a row for it too: through
10.2.0.0/24 direct 10.101.0.1, which is R..
10.3.0.0/24 direct

10.101.0.0/24 direct
10.93.0.0/24 10.101.0.1
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A policy change

Forwarding and routing

10.2.0.0/24

10.10040.0/24

dst 10.93.0.2

0.91.0.0/24 10.93.0.0/24

10.92.0.0/24

Down the other diagonal.
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A policy change

Forwarding and routing

10.2.0.0/24

10.10040.0/24

0.91.0.0/24 10.93.0.0/24

10.92.0.0/24 19.92.9.2

[dst 10.93.0.2]
R,’s forwarding table
destination next hop R, forwards it to 10.92.0.2, which is Rj.
10.91.0.0/24 direct
10.92.0.0/24 direct

10.101.0.0/24 direct
10.93.0.0/24 10.92.0.2
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A policy change

Forwarding and routing

10.2.0.0/24

10.10040.0/24

0.91.0.0/24 10.93.0.0/24

dst 10.93.0.2

10.92.0.0/24

Along the bottom.
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A policy change

Forwarding and routing

10.2.0.0/24

10.10040.0/24

10.93.0.0/24

0.91.0.0/24

10.92.0.0/24
dst 10.93.0.2

R,’s forwarding table

destination next hop Rs, as before, finds the

10.92.0.0/24  direct network directly connected.
10.93.0.0/24 direct
10.100.0.0/24 direct
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A policy change

Forwarding and routing

10.2.0.0/24

10.10040.0/24

dst 10.93.0.2

0.91.0.0/24

10.92.0.0/24

And delivers it.
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A policy change

10.2.0.0/24

10.10040.0/24

10.91.0.0/24

10.92.0.0/24

Same source, same destination, four
routers instead of two, and nothing taken
away. One more specific row was enough.
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Longest prefix match

a packet with destination 10.4.7.9 arrives

prefix next hop matches?
0.0.0.0/0 the default route

10.0.0.0/8 Ra

10.4.0.0/16 Ry

10.4.7.0/24 R.

A router does not look for the address. It
looks for the longest prefix that covers it.
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Longest prefix match

a packet with destination 10.4.7.9 arrives

prefix next hop matches?
0.0.0.0/0 the default route  yes, 0 bits
10.0.0.0/8 Ra

10.4.0.0/16 Ry

10.4.7.0/24 R.

Everything matches the default route.
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Longest prefix match

a packet with destination 10.4.7.9 arrives

prefix next hop matches?
0.0.0.0/0 the default route  yes, 0 bits
10.0.0.0/8 R. yes, 8 bits
10.4.0.0/16 Ry

10.4.7.0/24 Rc

And this one, for eight bits.
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Longest prefix match

a packet with destination 10.4.7.9 arrives

prefix next hop matches?
0.0.0.0/0 the default route  yes, 0 bits
10.0.0.0/8 R. yes, 8 bits
10.4.0.0/16 Ry yes, 16 bits
10.4.7.0/24 Rc

Forwarding and routing

And this one, for sixteen.
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Longest prefix match

a packet with destination 10.4.7.9 arrives

prefix next hop matches?
0.0.0.0/0 the default route  yes, 0 bits
10.0.0.0/8 R. yes, 8 bits
10.4.0.0/16 Ry yes, 16 bits
10.4.7.0/24 Rc yes, 24 bits

And this one, for twenty-four.
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Longest prefix match

a packet with destination 10.4.7.9 arrives

prefix next hop matches?
0.0.0.0/0 the default route  yes, 0 bits
10.0.0.0/8 R. yes, 8 bits
10.4.0.0/16 Ry yes, 16 bits
10.4.7.0/24 Rc yes, 24 bits

the most specific match wins: forward to R

Four rows matched. The table is a hierarchy, and the deepest entry decides.
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Where the table comes from

m Static: somebody types it in. Correct until the network changes, and then
silently wrong.
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Where the table comes from

m Static: somebody types it in. Correct until the network changes, and then
silently wrong.

® Dynamic: the routers tell each other what they can reach, and recompute when
it changes.
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Where the table comes from

m Static: somebody types it in. Correct until the network changes, and then
silently wrong.

® Dynamic: the routers tell each other what they can reach, and recompute when
it changes.

m Link state (OSPF): every router learns the whole map and computes its own
shortest paths.
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Where the table comes from

m Static: somebody types it in. Correct until the network changes, and then
silently wrong.

® Dynamic: the routers tell each other what they can reach, and recompute when
it changes.

m Link state (OSPF): every router learns the whole map and computes its own
shortest paths.

® Which needs every router to hold every link. That is fine inside one
organisation, and hopeless across the Internet.
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OSPF: every router builds its own tree

B,

Every router floods its own links to every other, so all of them hold the same
map. The costs are measured, so traffic can move off a link that is contended.

Forwarding and routing 31/39



OSPF: every router builds its own tree

o
ot

A computes its own shortest paths. It is here, at nothing.
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OSPF: every router builds its own tree

o
ot

Nearest unsettled: B, at 2.
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OSPF: every router builds its own tree

o
ot

C is 5 away directly, but 3 through B. The shorter one settles.
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OSPF: every router builds its own tree

o
ot

E, at 5, through C.
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OSPF: every router builds its own tree

o4
ot

D, at 6 through B, not 7 through E.
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OSPF: every router builds its own tree

o4
ot

F,at9 through D, not 11 through E.
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OSPF: every router builds its own tree

A
ot

The settled paths are a tree rooted at A,
and its first hops are A’s forwarding table.
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OSPF: every router builds its own tree

A
by

E runs the same algorithm on the same map and gets a different tree:
it reaches D directly, and F through D rather than the long way round.
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OSPF: every router builds its own tree

Now the map changes. C to E is contended,
so its cost rises to 5. B to C fails altogether.

Forwarding and routing
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OSPF: every router builds its own tree

2 6
(2)—
2 3
0 0 2 9
5 6
5
5 8

Both routers flood the change, and everyone runs
the algorithm again. A reaches C directly now, and E
through D: a different tree from the same procedure.
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Overview

1. Circuits versus packets
. Addressing

. Organisation

. The packet

. Hop by hop

. Forwarding and routing

. Coordination

0o N o o o w N

. Towards the transport layer
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Autonomous Systems

AS 64500 AS 64510 AS 64520

w - D

B An autonomous system is a network under one routing policy.
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Autonomous Systems

AS 64500 AS 64510 AS 64520

w - D

B An autonomous system is a network under one routing policy.

B [nside it, an internal routing protocol computes shortest paths. Outside them, we need
coordination using de facto protocol: Border Gateway Protocol.

Coordination
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Autonomous Systems

AS 64500 AS 64510 AS 64520
w - D

B An autonomous system is a network under one routing policy.

B [nside it, an internal routing protocol computes shortest paths. Outside them, we need
coordination using de facto protocol: Border Gateway Protocol.

B BGP announces reachability, not distance, and every AS decides for itself what to believe and
what to pass on.

Coordination 32/39



BGP: announcing what you can reach

owns 10.1.0.0/16

Coordination

AS 64510

AS 64500

Four autonomous systems. Each own blocks of addresses.

AS 64530

AS 64520
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BGP: announcing what you can reach

Coordination

AS 64510

10.1.0.0/16
AS 64500

It announces the block to its neighbours: traffic for this block
goes to me. The announcement carries the block and a path.

AS 64530

AS 64520
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BGP: announcing what you can reach

10.1.0.0/16
64500

10.1.0.0/16
AS 64500

AS 64510

AS 64530

AS 64520

The announcement travels on the BGP sessions.

Coordination
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BGP: announcing what you can reach

10.1.0.0/16
64500

Coordination

AS 64500

AS 64510

AS 64520

And on the other.

AS 64530
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BGP: announcing what you can reach

AS 64510

10.1.0.0/16
AS 64500

AS 64520

10.1.0.0/16
64510 64500

AS 64530

Passing it on, an autonomous system puts its own
number on the front of the path. So the path lists, right
to left, everyone the announcement has been through.

Coordination
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BGP: announcing what you can reach

AS 64510

10.1.0.0/16
AS 64500 AS 64530

10.1.0.0/16
64520 64500

AS 64520

The other one does the same.

Coordination 33/39



BGP: announcing what you can reach

AS 64510

10.1.0.0/16
AS 64500

So 64530 hears the block twice. What each neighbour said is
kept on its own, in an Adjacent Routing Information Base,
one per adjacent autonomous system. Nothing is thrown away.

Coordination

AS 64530

AS 64520

AS 64530

Adj-RIB-In 64510
64510 64500
Adj-RIB-In 64520
64520 64500
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BGP: announcing what you can reach

AS 64530

AS 64510 Adj-RIB-In 64510
64510 64500
Adj-RIB-In 64520
64520 64500
Loc-RIB
64510 64500

10.1.0.0/16
AS 64500 AS 64530

AS 64520

Policy picks one and puts it in the Local Routing
Information Base. This is what forwarding tables use.
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BGP: announcing what you can reach

AS 64530

AS 64510 Adj-RIB-In 64510
10.1.0.0/16 64510 64500
64530 64520 64500
Adj-RIB-In 64520
64520 64500
Loc-RIB
64510 64500

10.1.0.0/16
AS 64500 AS 64530

AS 64520

It may still pass on updates, with its own number in front.
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BGP: announcing what you can reach

AS 64510

10.1.0.0/16
64510 64530 64520 64500

| am in there already: drop

10.1.0.0/16
AS 64500

AS 64530

AS 64520

Which comes back to where it started. 64500 finds its
own number in the path, so it is dropped: loop prevention.

Coordination

AS 64530

Adj-RIB-In 64510
64510 64500
Adj-RIB-In 64520
64520 64500
Loc-RIB

64510 64500
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BGP: announcing what you can reach

AS 64530

AS 64510 Adj-RIB-In 64510
withdrawn
Adj-RIB-In 64520
64520 64500
Loc-RIB
64520 64500

10.1.0.0/16
AS 64500 AS 64530

AS 64520

A link goes. The announcement is withdrawn. The other neighbour’s route
was there all along, so the Local Routing Information Base is recomputed
from what is still held. That is the failover, and it takes one to three minutes.
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One controller, many border routers

B A border router decides what to announce
and what to accept. That decision is policy,
not arithmetic.

Fig. 10. Main threat vectors of SDN architectures

[ Software-defined networking: a
comprehensive survey Kreutz et al. (2015)
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One controller, many border routers

B A border router decides what to announce
and what to accept. That decision is policy,
not arithmetic.

B An AS has many border routers, and the
policy has to be the same at each.

Fig. 10. Main threat vectors of SDN architectures

[ Software-defined networking: a
comprehensive survey Kreutz et al. (2015)
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One controller, many border routers

B A border router decides what to announce
and what to accept. That decision is policy,
not arithmetic.

B An AS has many border routers, and the
policy has to be the same at each.

B So the control plane is lifted out of the boxes:
one controller computes, the routers forward.

Fig. 10. Main threat vectors of SDN architectures

[ Software-defined networking: a
comprehensive survey Kreutz et al. (2015)
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One controller, many border routers

B A border router decides what to announce
and what to accept. That decision is policy,
not arithmetic.

B An AS has many border routers, and the
policy has to be the same at each.

B So the control plane is lifted out of the boxes:
one controller computes, the routers forward.

B One distributed failure becomes one central
one. The control plane is a high-value target.

Fig. 10. Main threat vectors of SDN architectures

[ Software-defined networking: a
comprehensive survey Kreutz et al. (2015)
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What the routing table records

m After 2014, routes from
Crimea and Donbass were
moved onto Russian
providers.

Coordination
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What the routing table records: Ukraine

m After 2014, routes from
Crimea and Donbass were
moved onto Russian
providers.

m A digital frontline, drawn in
BGP before it was drawn on
the ground.
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What the routing table records: Ukraine

u After 201 4’ routes from FIGURE 1. THE FRAGMENTATION OF UKRAINE'S CYBERSPACE, 2014-201%
Crimea and Donbass were T T
moved onto Russian . o
providers.

m A digital frontline, drawn in
BGP before it was drawn on
the ground.

®m The lever was not a protocol
flaw. It was ownership:
whoever runs the AS
decides what it announces.

November 2018
(after cable2)

o ® Ukrainian networks o ® Russian networks

& Measuring the fragmentation of the Internet: BGP
during the Ukrainian crisis Douzet et al. (2020)
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And the Middle East

® The same method on the
Gulf: who connects to
whom, and through which
third country.

Coordination
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And the Middle East

® The same method on the
Gulf: who connects to
whom, and through which
third country.

m Before the 2017 blockade

29357

of Qatar.
@ SAUDI ARABIA
2006120 Q Ay
| © QATAR
@ BAHRAIN
57187 @ UNITED ARAB EMIRATES

48728
Figure 3. Connectivity of Qatar within the Gulf Region, 2015.

@ Digital routes and borders in the Middle East Douzet
et al. (2023)
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And the Middle East

B The same method on the S
Gulf: who connects to St
whom, and through which e
third country.

m Before the 2017 blockade
of Qatar.

m And after it. The Saudi
networks are gone from
the picture.

Figure 4. Connectivity of Qatar within the Gulf Region, 2019.

@ Digital routes and borders in the Middle East Douzet
et al. (2023)
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And the Middle East

B The same method on the S
Gulf: who connects to S
whom, and through which
third country.

m Before the 2017 blockade
of Qatar.

m And after it. The Saudi
networks are gone from
the picture.

m Political announcements Figure 4. Connectvty o Qatar witin the Glf Regio, 2015,
did not move the cables.
The topology is the slower
record.

@ BAHRAIN
@ UNITED ARAB EMIRATES
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Who the Gulf connects through
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Figure 10. Connectivity of the Gulf Region and their neighbours, 2015.

[4 Digital routes and borders in the Middle East Douzet et al. (2023)

B 2015: a few providers in the middle, none of them in the region.
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Figure 10. Connectivity of the Gulf Region and their neighbours, 2015.

[4 Digital routes and borders in the Middle East Douzet et al. (2023)

B 2015: a few providers in the middle, none of them in the region.
B [n 2021 there are more of them, with more of the region behind them.
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Who the Gulf connects through
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Figure 8. Connectivity of the Gulf Region and their neighbours, 2021.

B Digital routes and borders in the Middle East Douzet et al. (2023)

B 2015: a few providers in the middle, none of them in the region.
B [n 2021 there are more of them, with more of the region behind them.
B The Netherlands is among them. Two Gulf countries may meet each other in Amsterdam.
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Overview

1. Circuits versus packets
. Addressing

. Organisation

. The packet

. Hop by hop

. Forwarding and routing

. Coordination
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. Towards the transport layer

Towards the transport layer



What the network layer does not do

packets arrive out of order

Towards the transport layer

— sequence numbers
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What the network layer does not do

packets arrive out of order

packets do not arrive at all

capacity utilisation and congestion

one address, many applications

— sequence numbers

— acknowledgement, retransmission

— flow and congestion control

— ports

The network layer delivers some packets, in some order, to
one computer. The transport layer is what you build on that.

Towards the transport layer
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Where we are

Application

Transport

Network

Datalink

Physical

Towards the transport layer

end-to-end functionality

streams or datagrams

packets, end to end

frames, one link

bits on a medium
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