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Where we are

Application end-to-end functionality

Transport streams or datagrams

Network packets, end to end

DatalinkDatalink frames, one link

PhysicalPhysical bits on a medium
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Recall: problems to be solved at the network layer

each link has its own MTU → end-to-end principle

tree-shaped, loops are flawed → redundancy, survivability

a flat address per interface → a hierarchical address space

multiple administrative domains → scalability

Layer 2 can reach everyone within one local network. But it can-
not be used to connect different networks together, globally.
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A network of networks

A

R1

R2

R3

R4

B

Two computers and four routers.
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A network of networks

A

R1

R2

R3

R4

B

A cannot reach B directly. Something has to
carry a packet between them, one leg at a time.
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A network of networks

A

R1

R2

R3

R4

B

Every leg is a whole network, not a wire.
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A network of networks

A

R1

R2

R3

R4

B

inside one of them

bridge

Ethernet segments
and bridges

Inside each of them: datalink layer.
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A network of networks

A

R1

R2

R3

R4

B

inside one of them

5G: a mast, no wires

Examples: a cellular network, or a
military datalink such as Link-16.
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A network of networks

A

R1

R2

R3

R4

B

inside one of them

5G: a mast, no wires

Abstraction: the network layer does not look inside. It
only needs to move packet from one side to another.
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Setting up a circuit: MPLS

A

R1

R2

R3

R4

B

A wants to talk to B. First it asks for a path.
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Setting up a circuit: MPLS

A

R1

R2

R3

R4

B

reserve
17

17

The first link is reserved, and a label is put on the port at each end of it.
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Setting up a circuit: MPLS

A

R1

R2

R3

R4

B

reserve

17

17

4242

So is the next link, with a label of its own.
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Setting up a circuit: MPLS

A

R1

R2

R3

R4

B

reserve
17

17

4242

9

9

And the last, until the path reaches B.
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Setting up a circuit: MPLS

A

R1

R2

R3

R4

B

17

17

4242

9

9

Label switched path:
A–R1–R3–B

This is MPLS: Multi-Protocol Label Switching. Also
called layer 2.5: below the packet, above the frame.
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Setting up a circuit: MPLS

A

R1

R2

R3

R4

B

17

17

4242

9

9

Label switched path:
A–R1–R3–B the packet carries

17 42 9 data

A packet for B. The labels of the path are
pushed onto the front of it, outermost first.
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Setting up a circuit: MPLS

A

R1

R2

R3

R4

B

17

17

4242

9

9

Label switched path:
A–R1–R3–B the packet carries

17 42 9 data

Onto the first reserved link.
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Setting up a circuit: MPLS

A

R1

R2

R3

R4

B

17

17

4242

9

9

Label switched path:
A–R1–R3–B the packet carries

42 9 data

R1 receives and pops the first label, and sends by looking at the label.
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Setting up a circuit: MPLS

A

R1

R2

R3

R4

B

17

17

4242

9

9

Label switched path:
A–R1–R3–B the packet carries

42 9 data

On the next link, under 42.
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Setting up a circuit: MPLS

A

R1

R2

R3

R4

B

17

17

4242

9

9

Label switched path:
A–R1–R3–B the packet carries

9 data

R3 does the same.
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Setting up a circuit: MPLS

A

R1

R2

R3

R4

B

17

17

4242

9

9

Label switched path:
A–R1–R3–B the packet carries

9 data

And the last label carries it to B.
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Setting up a circuit: MPLS

A

R1

R2

R3

R4

B

17

17

4242

9

9

Label switched path:
A–R1–R3–B the packet carries

data

delivered

Labels are gone and packet is delivered. The path was fixed in the packet.
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What the circuit costs

A

R1

R2

R3

R4

B
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What the circuit costs

A

R1

R2

R3

R4

B

Set-up time: no data can be sent until a circuit is established.
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What the circuit costs

A

R1

R2

R3

R4

B

Set-up time: no data can be sent until a circuit is established.
Idle capacity: the reservation holds while nobody speaks.
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What the circuit costs

A

R1

R2

R3

R4

B

link down

Set-up time: no data can be sent until a circuit is established.
Idle capacity: the reservation holds while nobody speaks.

Network failure: a circuit does not route around a failure.
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What the circuit costs

A

R1

R2

R3

R4

B

link down

other paths exist: A–R1–R4–B

Set-up time: no data can be sent until a circuit is established.
Idle capacity: the reservation holds while nobody speaks.

Network failure: a circuit does not route around a failure.
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What the circuit costs

A

R1

R2

R3

R4

B

link down

other paths exist: A–R1–R4–B, A–R2–R4–B

Set-up time: no data can be sent until a circuit is established.
Idle capacity: the reservation holds while nobody speaks.

Network failure: a circuit does not route around a failure.
Any of those paths would do, but the circuit has to be set up again.
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Packets take their own way

A

R1

R2

R3

R4

B

arrived at B:

The same network. The nodes are routers now, and nothing is reserved.
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Packets take their own way

A

R1

R2

R3

R4

B

1

2

3

4

arrived at B:

Four packets for B, each carrying B’s address.
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Packets take their own way

A

R1

R2

R3

R4

B

1

2

3

4

arrived at B:

The first two leave by different links.
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Packets take their own way

A

R1

R2

R3

R4

B

1

2

3

4

arrived at B:

Each is now at a router: destination address determines output port.
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Packets take their own way

A

R1

R2

R3

R4

B

1

2

3

4

arrived at B:

Better use of network capacity.
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Packets take their own way

A

R1

R2

R3

R4

B

link down
1

2

3

4

arrived at B:

A link goes down. Packet 1 is past it; 3 was
about to use it but has to be sent another way.
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Packets take their own way

A

R1

R2

R3

R4

B

link down
1

2

3

4

arrived at B:

So 3 is sent the long way round, by R4.
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Packets take their own way

A

R1

R2

R3

R4

B

link down

1

3

4

arrived at B:
2

So 3 is sent the long way round, by R4.
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Packets take their own way

A

R1

R2

R3

R4

B

link down

3

4

arrived at B:
2 1

So 3 is sent the long way round, by R4.
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Packets take their own way

A

R1

R2

R3

R4

B

link down

3

arrived at B:
2 1 4

So 3 is sent the long way round, by R4.
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Packets take their own way

A

R1

R2

R3

R4

B

link down arrived at B:
2 1 4 3

Better ability to recover from (transient) failures.
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Survivability of packet-switched networks

On distributed communications: I.
Introduction to distributed communications

networks Baran (1964)

■ Highly centralised networks have single
points of failure.

■ Highly distributed networks have many
independent paths between any two points.

■ Packets can use any of them, every packet
is routed on its own.

■ A circuit cannot: it reserves one path,
agreed in advance, and it fails when any
link fails.

Circuits versus packets 7 / 39
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An address for every destination

IPv4 192 168 13 42 4 bytes, 32 bits

192.168.13.42

■ The address names a destination to deliver to, not a piece of hardware.
■ Every computer can hold several: e.g. one per network it is attached to.

(Compare: a NIC has only one MAC address.)
■ Assigned statically, by whoever runs the network.
■ Or dynamically, handed out when a computer joins a new network.
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Prefix and mask

1 1 0 0 0 0 0 0 1 0 1 0 1 0 0 0 0 0 0 0 1 1 0 1 0 0 1 0 1 0 1 0

192 168 13 42

One address, 32 bits.
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Prefix and mask

1 0 0 0 0 0 1 0 1 0 1 0 0 0 0 1 0 0 0 0 1 1 0 1 0 0 1 0 1 0 1 0

130 161 13 42

network host

130.160.0.0/12: 12 bits of network, 220 − 2 = 1 048 574 usable hosts

A prefix length cuts it in two: left of the
cut names the network, right of it a host.

Addressing 9 / 39



Prefix and mask

1 1 0 0 0 0 0 0 1 0 1 0 1 0 0 0 0 0 0 0 1 1 0 1 0 0 1 0 1 0 1 0

192 168 13 42

network host

192.168.0.0/16: 16 bits of network, 216 − 2 = 65 534 usable hosts

A longer prefix, a smaller network.
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Prefix and mask

1 1 0 0 0 0 0 0 1 0 1 0 1 0 0 0 0 0 0 0 1 1 0 1 0 0 1 0 1 0 1 0

192 168 13 42

network host

192.168.13.0/24: 24 bits of network, 28 − 2 = 254 usable hosts
192.168.13.0 host bits all zero: the network itself
192.168.13.255 host bits all one: broadcast

Two addresses in every block are spent before anyone gets one.
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Prefix and mask

1 1 0 0 0 0 0 0 1 0 1 0 1 0 0 0 0 0 0 0 1 1 0 1 0 0 1 0 1 0 1 0

192 168 13 42

network host

192.168.13.0/26: 26 bits of network, 26 − 2 = 62 usable hosts

The cut need not fall on a byte, which is the point
of writing the length rather than four numbers.
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Prefix and mask

1 1 0 0 0 0 0 0 1 0 1 0 1 0 0 0 0 0 0 0 1 1 0 1 0 0 1 0 1 0 1 0

192 168 13 42

network host

192.168.13.40/29: 29 bits of network, 23 − 2 = 6 usable hosts

Six usable addresses: the smallest block worth giving
to a network with more than two machines on it.
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Prefix and mask

1 1 0 0 0 0 0 0 1 0 1 0 1 0 0 0 0 0 0 0 1 1 0 1 0 0 1 0 1 0 1 0

192 168 13 42

network host

192.168.13.40/29: 29 bits of network, 23 − 2 = 6 usable hosts

CIDR: classless inter-domain routing. Any cut is
expressible, so a block can be the size it needs to be.
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Classes, before there was a prefix

class leading bits prefix what it was

A 0. . . /8 128 networks of 16 million addresses
B 10. . . /16 16 384 networks of 65 536
C 110. . . /24 2 million networks of 256
D 1110. . . — multicast: a group identifier
E 1111. . . — reserved, and still unused

■ The length was not written down. It was read off the first bits of the address itself.
■ Three sizes, and nothing between them:

an organisation needing 500 addresses took a class B and wasted 65 000.
■ CIDR replaced the letters with a written length. The classes are gone; the names are still used.
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Reserved addresses

block name what it is for

10.0.0.0/8 private inside one organisation, never routed on the Internet
172.16.0.0/12 private the same, a smaller block
192.168.0.0/16 private the same, a smaller one again

127.0.0.0/8 loopback this machine, and it never leaves it

169.254.0.0/16 link-local no address was configured and none was offered

224.0.0.0/4 multicast class D: a group, not an interface

240.0.0.0/4 reserved class E, never allocated

■ A packet for a private network is dropped by any router on the Internet.
■ IPv6 reserves blocks the same way: ::1 loopback, fe80::/10 link-local, ff00::/8 multicast.
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Hierarchical assignment

Six networks, wired together.
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Hierarchical assignment

Subnet 1.1
10.1.1.0/24

Subnet 1.2
10.1.2.0/24

Subnet 2.1
10.2.1.0/24

Subnet 2.2
10.2.2.0/24

Subnet 2.3
10.2.3.0/24

Each is a subnet: a block of addresses, and the block is contiguous.
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Hierarchical assignment

Subnet 1.1
10.1.1.0/24

Subnet 1.2
10.1.2.0/24

Subnet 2.1
10.2.1.0/24

Subnet 2.2
10.2.2.0/24

Subnet 2.3
10.2.3.0/24

Network 1
10.1.0.0/16

Network 2
10.2.0.0/16

Network 3
10.3.0.0/16

The subnets are grouped in turn, and each group is a block too.
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Hierarchical assignment

Subnet 1.1
10.1.1.0/24

Subnet 1.2
10.1.2.0/24

Subnet 2.1
10.2.1.0/24

Subnet 2.2
10.2.2.0/24

Subnet 2.3
10.2.3.0/24

Network 1
10.1.0.0/16

Network 2
10.2.0.0/16

Network 3
10.3.0.0/16

Every block sits inside the block above it. A router outside
Network 2 needs one entry, 10.2.0.0/16, not three.
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Hierarchical assignment

Subnet 1.1
10.1.1.0/24

Subnet 1.2
10.1.2.0/24

Subnet 2.1
10.2.1.0/24

Subnet 2.2
10.2.2.0/24

Subnet 2.3
10.2.3.0/24

Network 1
10.1.0.0/16

Network 2
10.2.0.0/16

Network 3
10.3.0.0/16

That is the ideal: addresses handed down a hierarchy,
so one prefix summarises everything under it.
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Hierarchical assignment

Subnet 1.1
10.1.1.0/24

Subnet 1.2
10.1.2.0/24

Subnet 2.1
10.2.1.0/24

Subnet 2.2
10.2.2.0/24

Subnet 2.3
10.2.3.0/24

Network 1
10.1.0.0/16

Network 2
10.2.0.0/16

Network 3
10.3.0.0/16
10.1.9.0/24

In practice networks change. A block is sold, a company
is bought, a site moves and keeps its addresses. A

piece of Network 1 now sits inside Network 3: migration.
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The first assignment

RFC 790 September 1981

Assigned Numbers

Network Numbers

numbers. The class a networks will have nnn.rrr.rrr.rrr, the class b

networks will have nnn.nnn.rrr.rrr, and the class c networks will

have nnn.nnn.nnn.rrr, where nnn represents part or all of a network

number and rrr represents part or all of a local address or rest

field.

Assigned Network Numbers

Class A Networks

Internet Address Name Network References

---------------- ---- ------- ----------

000.rrr.rrr.rrr Reserved [JBP]

001.rrr.rrr.rrr BBN-PR BBN Packet Radio Network [DCA2]

002.rrr.rrr.rrr SF-PR-1 SF Packet Radio Network (1) [JEM]

003.rrr.rrr.rrr BBN-RCC BBN RCC Network [SGC]

004.rrr.rrr.rrr SATNET Atlantic Satellite Network [DM11]

005.rrr.rrr.rrr SILL-PR Ft. Sill Packet Radio Network[JEM]

006.rrr.rrr.rrr SF-PR-2 SF Packet Radio Network (2) [JEM]

007.rrr.rrr.rrr CHAOS MIT CHAOS Network [MOON]

008.rrr.rrr.rrr CLARKNET SATNET subnet for Clarksburg[DM11]

009.rrr.rrr.rrr BRAGG-PR Ft. Bragg Packet Radio Net [JEM]

010.rrr.rrr.rrr ARPANET ARPANET [17,1,VGC]

011.rrr.rrr.rrr UCLNET University College London [PK]

012.rrr.rrr.rrr CYCLADES CYCLADES [VGC]

013.rrr.rrr.rrr Unassigned [JBP]

014.rrr.rrr.rrr TELENET TELENET [VGC]

015.rrr.rrr.rrr EPSS British Post Office EPSS [PK]

016.rrr.rrr.rrr DATAPAC DATAPAC [VGC]

017.rrr.rrr.rrr TRANSPAC TRANSPAC [VGC]

018.rrr.rrr.rrr LCSNET MIT LCS Network [43,10,DDC2]

019.rrr.rrr.rrr TYMNET TYMNET [VGC]

020.rrr.rrr.rrr DC-PR D.C. Packet Radio Network [VGC]

021.rrr.rrr.rrr EDN DCEC EDN [EC5]

022.rrr.rrr.rrr DIALNET DIALNET [26,16,MRC]

023.rrr.rrr.rrr MITRE MITRE Cablenet [44,APS]

024.rrr.rrr.rrr BBN-LOCAL BBN Local Network [SGC]

025.rrr.rrr.rrr RSRE-PPSN RSRE / PPSN [BD2]

026.rrr.rrr.rrr AUTODIN-II AUTODIN II [EC5]

027.rrr.rrr.rrr NOSC-LCCN NOSC / LCCN [KTP]

028.rrr.rrr.rrr WIDEBAND Wide Band Satellite Network [CJW2]

029.rrr.rrr.rrr DCN-COMSAT COMSAT Dist. Comp. Network [DLM1]

030.rrr.rrr.rrr DCN-UCL UCL Dist. Comp. Network [PK]

031.rrr.rrr.rrr BBN-SAT-TEST BBN SATNET Test Network [DM11]

032.rrr.rrr.rrr UCL-CR1 UCL Cambridge Ring 1 [PK]

033.rrr.rrr.rrr UCL-CR2 UCL Cambridge Ring 2 [PK]

034.rrr.rrr.rrr MATNET Mobile Access Terminal Net [DM11]

035.rrr.rrr.rrr NULL UCL/RSRE Null Network [BD2]
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The first assignment

RFC 790 September 1981

Assigned Numbers

Network Numbers
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field.
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Early Internet: ARPAnet

Postel, 25 February 1982

■ The list, drawn. Every blob is a network and
every number is its assignment.

■ ARPANET 10 in the middle, SATNET 4
below it, UCLNET 11 on the right: the same
numbers as the table.

■ The labels on the links are the addresses of
the gateways between two networks. A
gateway has one address per network it is on.
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Overview

1. Circuits versus packets

2. Addressing

3. Organisation

4. The packet

5. Hop by hop

6. Forwarding and routing

7. Coordination

8. Towards the transport layer

Organisation



Who hands out the numbers

IANA

AFRINIC APNIC ARIN LACNIC RIPE NCC

and from there to whoever runs a network,
in blocks, with a record of who holds what

■ IANA holds the top of the address space and the protocol number registries.
■ Five regional Internet registries (RIRs) split the world between them and allocate downwards.
■ None of them routes anything. They only record what networks use what addresses: neutral

non-governmental organisations.
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Running out

■ 2011: IANA hands the last unallocated IPv4 blocks to the registries.
■ The registries run out in turn.

RIPE NCC’s last /22 went in 2019; there is a waiting list now.
■ Address blocks are traded/migrated.
■ IPv6 has enough addresses that no organisation should need a second

allocation.
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Overview

1. Circuits versus packets

2. Addressing

3. Organisation

4. The packet

5. Hop by hop

6. Forwarding and routing

7. Coordination

8. Towards the transport layer

The packet



The IPv4 header

0 8 16 24 32

Version IHL DSCP total packet length

identification flags fragment offset

TTL protocol header checksum

source address

destination address

20 bytes, before any options. IHL: internet header length, in 4-byte words, which is how the options are found

■ Source and destination: 4 bytes each.
■ Identification, flags and offset: for putting a fragmented packet back together.
■ TTL: decremented at every hop to prevent packet storms.
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■ Identification, flags and offset: for putting a fragmented packet back together.
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Network gateways

A R1 R2 B

Two machines, two routers, three networks between them.

The packet 18 / 39



Network gateways

A R1 R2 B

Network 1
10.1.0.0/16

Network 2
10.2.0.0/16

Network 3
10.3.0.0/16

The networks are three of the blocks handed down earlier.
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Network gateways

A R1 R2 B

Network 1
10.1.0.0/16

Network 2
10.2.0.0/16

Network 3
10.3.0.0/16

10.1.1.0/24 10.2.1.0/24 10.3.1.0/24

One subnet has been taken out of each.

The packet 18 / 39



Network gateways

A R1 R2 B

Network 1
10.1.0.0/16

Network 2
10.2.0.0/16

Network 3
10.3.0.0/16

10.1.1.0/24 10.2.1.0/24 10.3.1.0/24

10.1.1.5 10.3.1.9

10.2.1.1 10.2.1.2

10.1.1.1 10.3.1.1

Every computer is assigned one or more address.
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Network gateways

A R1 R2 B

Network 1
10.1.0.0/16

Network 2
10.2.0.0/16

Network 3
10.3.0.0/16

10.1.1.0/24 10.2.1.0/24 10.3.1.0/24

10.1.1.5 10.3.1.9

10.2.1.1 10.2.1.2

10.1.1.1 10.3.1.1

gateway gateway

Each hop sends traffic to a next hop.
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A packet crossing two routers

A R1 R2 B

10.1.1.0/24

network 1

10.2.1.0/24

network 2

10.3.1.0/24

network 3

10.1.1.5 10.1.1.1 10.2.1.1 10.2.1.2 10.3.1.1 10.3.1.9

Sending a packet from A to B.
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A packet crossing two routers

A R1 R2 B

10.1.1.0/24

network 1

10.2.1.0/24

network 2

10.3.1.0/24

network 3

10.1.1.5 10.1.1.1 10.2.1.1 10.2.1.2 10.3.1.1 10.3.1.9

the packet: src 10.1.1.5, dst 10.3.1.9 data

packet header

10.3.1.9 is not on 10.1.1.0/24, so A sends to its default gateway, R1.
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A packet crossing two routers

A R1 R2 B

10.1.1.0/24

network 1

10.2.1.0/24

network 2

10.3.1.0/24

network 3

10.1.1.5 10.1.1.1 10.2.1.1 10.2.1.2 10.3.1.1 10.3.1.9

the packet: src 10.1.1.5, dst 10.3.1.9 data

packet header

On the first network, addressed to B.
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A packet crossing two routers

A R1 R2 B

10.1.1.0/24

network 1

10.2.1.0/24

network 2

10.3.1.0/24

network 3

10.1.1.5 10.1.1.1 10.2.1.1 10.2.1.2 10.3.1.1 10.3.1.9

the packet: src 10.1.1.5, dst 10.3.1.9 data

packet header

In R1, which is not B.
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A packet crossing two routers

A R1 R2 B

10.1.1.0/24

network 1

10.2.1.0/24

network 2

10.3.1.0/24

network 3

10.1.1.5 10.1.1.1 10.2.1.1 10.2.1.2 10.3.1.1 10.3.1.9

the packet: src 10.1.1.5, dst 10.3.1.9 data

packet header

So R1 forwards it.
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A packet crossing two routers

A R1 R2 B

10.1.1.0/24

network 1

10.2.1.0/24

network 2

10.3.1.0/24

network 3

10.1.1.5 10.1.1.1 10.2.1.1 10.2.1.2 10.3.1.1 10.3.1.9

the packet: src 10.1.1.5, dst 10.3.1.9 data

packet header

In R2.
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A packet crossing two routers

A R1 R2 B

10.1.1.0/24

network 1

10.2.1.0/24

network 2

10.3.1.0/24

network 3

10.1.1.5 10.1.1.1 10.2.1.1 10.2.1.2 10.3.1.1 10.3.1.9

the packet: src 10.1.1.5, dst 10.3.1.9 data

packet header

Which forwards it onto 10.3.1.0/24, one of its own networks.
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A packet crossing two routers

A R1 R2 B

10.1.1.0/24

network 1

10.2.1.0/24

network 2

10.3.1.0/24

network 3

10.1.1.5 10.1.1.1 10.2.1.1 10.2.1.2 10.3.1.1 10.3.1.9

the packet: src 10.1.1.5, dst 10.3.1.9 data

packet header

In B: delivered.
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A packet crossing two routers

A R1 R2 B

10.1.1.0/24

network 1

10.2.1.0/24

network 2

10.3.1.0/24

network 3

10.1.1.5 10.1.1.1 10.2.1.1 10.2.1.2 10.3.1.1 10.3.1.9

the packet: src 10.1.1.5, dst 10.3.1.9 data

packet header

carried end to end

The IP header is never changed.
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When the packet does not fit

A R1 R2 B
MTU 1500 MTU 576 MTU 1500

1400 bytes, ID 9

One packet, 1400 bytes, on its way to B.
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When the packet does not fit

A R1 R2 B
MTU 1500 MTU 576 MTU 1500

1400 bytes, ID 9

The first link takes it. The second will not.
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When the packet does not fit

A R1 R2 B
MTU 1500 MTU 576 MTU 1500

1400 does not fit in 576

R1 fragments it: header copied, payload cut.

The packet 20 / 39



When the packet does not fit

A R1 R2 B
MTU 1500 MTU 576 MTU 1500

552 B

off 0, MF 1

552 B

off 69, MF 1

296 B

off 138, MF 0

Three fragments. The offset counts 8-byte units, so each
piece but the last is a multiple of 8. MF says more follow.
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When the packet does not fit

A R1 R2 B
MTU 1500 MTU 576 MTU 1500

552 B

off 0, MF 1

552 B

off 69, MF 1

296 B

off 138, MF 0

put back together
here, and only here

They travel as ordinary packets, and may take different
paths. No router reassembles: the destination does, by ID.
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When the packet does not fit

A R1 R2 B
MTU 1500 MTU 576 MTU 1500

552 B

off 0, MF 1

552 B

off 69, MF 1

296 B

off 138, MF 0

put back together
here, and only here

IPv6 forbids it outright. The sender discovers the smallest
MTU on the path instead, and sends nothing larger.
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Time to live

A R1 R2 R3 B

Every packet carries a hop budget.
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Time to live

A R1 R2 R3 B

TTL 3

A sets it. Say 3.
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Time to live

A R1 R2 R3 B

TTL 2

Each router decrements it before forwarding.
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Time to live

A R1 R2 R3 B

TTL 1

Still alive.
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Time to live

A R1 R2 R3 B

TTL 0
dropped

At zero the packet is dropped, wherever it is. A
routing loop empties itself instead of filling the network.
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Time to live

A R1 R2 R3 B

TTL 0
dropped

ICMP time exceeded, from R3

And the router that dropped it says so, to the source,
by ICMP: the internet control message protocol.

The packet 21 / 39



Traceroute: the same mechanism, used on purpose

A R1 R2 R3 B

learned so far:

Nobody tells you the path. So ask for it, one hop at a time.
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Traceroute: the same mechanism, used on purpose

A R1 R2 R3 B

TTL 1

learned so far:
1. R1

Send with TTL 1. The first router drops it
and says so: now you know the first hop.
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Traceroute: the same mechanism, used on purpose

A R1 R2 R3 B

TTL 2

learned so far:
1. R1 2. R2

TTL 2 reaches the second, and it says so too.
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Traceroute: the same mechanism, used on purpose

A R1 R2 R3 B

TTL 3

learned so far:
1. R1 2. R2 3. R3

And the third.
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Traceroute: the same mechanism, used on purpose

A R1 R2 R3 B

TTL 4

learned so far:
1. R1 2. R2 3. R3 4. B itself

Until the packet gets all the way, and the destination answers
differently. The path drew itself, out of dropped packets.
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ARP: finding the next hop’s hardware address

ARP is a datalink layer protocol:
its own frame type, not carried in a packet

A

10.1.1.5

C

10.1.1.7

D

10.1.1.8

R1

10.1.1.1

One network, four interfaces. A has a
packet for a router it has never spoken to.
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ARP: finding the next hop’s hardware address

ARP is a datalink layer protocol:
its own frame type, not carried in a packet

A

10.1.1.5

C

10.1.1.7

D

10.1.1.8

R1

10.1.1.1

A’s table: 10.1.1.1 → ?

It knows the gateway’s IP address. The frame needs a
MAC address, and nothing on the packet says what it is.
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ARP: finding the next hop’s hardware address

ARP is a datalink layer protocol:
its own frame type, not carried in a packet

A

10.1.1.5

C

10.1.1.7

D

10.1.1.8

R1

10.1.1.1

A’s table: 10.1.1.1 → ?

to ff:ff:ff:ff:ff:ff: who has 10.1.1.1?

So ask everybody: an ARP request, broadcast on
the segment. ARP: the address resolution protocol.
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ARP: finding the next hop’s hardware address

ARP is a datalink layer protocol:
its own frame type, not carried in a packet

A

10.1.1.5

C

10.1.1.7

D

10.1.1.8

R1

10.1.1.1

A’s table: 10.1.1.1 → ?

heard heard heard

Every station on the segment receives it. Two
of them are not being asked about, and drop it.

Hop by hop 23 / 39



ARP: finding the next hop’s hardware address

ARP is a datalink layer protocol:
its own frame type, not carried in a packet

A

10.1.1.5

C

10.1.1.7

D

10.1.1.8

R1

10.1.1.1

A’s table: 10.1.1.1 → R1

to A: 10.1.1.1 is R1

The one that owns the address answers, to A alone.
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ARP: finding the next hop’s hardware address

ARP is a datalink layer protocol:
its own frame type, not carried in a packet

A

10.1.1.5

C

10.1.1.7

D

10.1.1.8

R1

10.1.1.1

A’s table: 10.1.1.1 → R1

A caches the pair and stops asking. The cache is
a guess nobody authenticates: claim an address
and the traffic follows. That is ARP poisoning.
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The same crossing, with the frames

A R1 R2 B

10.1.1.0/24

network 1

10.2.1.0/24

network 2

10.3.1.0/24

network 3

aa:a5

10.1.1.5

b1:11

10.1.1.1

b1:22

10.2.1.1

b2:11

10.2.1.2

b2:22

10.3.1.1

cc:c9

10.3.1.9

on the wire:

The same three networks, with the hardware addresses on them.
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The same crossing, with the frames

A R1 R2 B

10.1.1.0/24

network 1

10.2.1.0/24

network 2

10.3.1.0/24

network 3

aa:a5

10.1.1.5

b1:11

10.1.1.1

b1:22

10.2.1.1

b2:11

10.2.1.2

b2:22

10.3.1.1

cc:c9

10.3.1.9

on the wire: src 10.1.1.5, dst 10.3.1.9, TTL 64 data

packet header

A writes the packet: its own address, and B’s. No frame yet.
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The same crossing, with the frames

A R1 R2 B

10.1.1.0/24

network 1

10.2.1.0/24

network 2

10.3.1.0/24

network 3

aa:a5

10.1.1.5

b1:11

10.1.1.1

b1:22

10.2.1.1

b2:11

10.2.1.2

b2:22

10.3.1.1

cc:c9

10.3.1.9

on the wire: src 10.1.1.5, dst 10.3.1.9, TTL 64 data

packet header

dst b1:11, src aa:a5

frame header

A asked ARP for 10.1.1.1 and got b1:11, and builds a frame
around the packet. That is the frame’s destination; B is the packet’s.
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The same crossing, with the frames

A R1 R2 B

10.1.1.0/24

network 1

10.2.1.0/24

network 2

10.3.1.0/24

network 3

aa:a5

10.1.1.5

b1:11

10.1.1.1

b1:22

10.2.1.1

b2:11

10.2.1.2

b2:22

10.3.1.1

cc:c9

10.3.1.9

on the wire: src 10.1.1.5, dst 10.3.1.9, TTL 64 data

packet header

R1 throws the frame away and keeps the
packet. For this moment there is no frame at all.
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The same crossing, with the frames

A R1 R2 B

10.1.1.0/24

network 1

10.2.1.0/24

network 2

10.3.1.0/24

network 3

aa:a5

10.1.1.5

b1:11

10.1.1.1

b1:22

10.2.1.1

b2:11

10.2.1.2

b2:22

10.3.1.1

cc:c9

10.3.1.9

on the wire: src 10.1.1.5, dst 10.3.1.9, TTL 63 data

packet header

dst b2:11, src b1:22

frame header

A new frame, on the next network. R1 asked via
ARP what the MAC address of R2 is, and got b2:11.
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The same crossing, with the frames

A R1 R2 B

10.1.1.0/24

network 1

10.2.1.0/24

network 2

10.3.1.0/24

network 3

aa:a5

10.1.1.5

b1:11

10.1.1.1

b1:22

10.2.1.1

b2:11

10.2.1.2

b2:22

10.3.1.1

cc:c9

10.3.1.9

on the wire: src 10.1.1.5, dst 10.3.1.9, TTL 63 data

packet header

R2 does the same again.
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The same crossing, with the frames

A R1 R2 B

10.1.1.0/24

network 1

10.2.1.0/24

network 2

10.3.1.0/24

network 3

aa:a5

10.1.1.5

b1:11

10.1.1.1

b1:22

10.2.1.1

b2:11

10.2.1.2

b2:22

10.3.1.1

cc:c9

10.3.1.9

on the wire: src 10.1.1.5, dst 10.3.1.9, TTL 62 data

packet header

dst cc:c9, src b2:22

frame header

The last frame is addressed to B’s own hardware.
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The same crossing, with the frames

A R1 R2 B

10.1.1.0/24

network 1

10.2.1.0/24

network 2

10.3.1.0/24

network 3

aa:a5

10.1.1.5

b1:11

10.1.1.1

b1:22

10.2.1.1

b2:11

10.2.1.2

b2:22

10.3.1.1

cc:c9

10.3.1.9

on the wire: src 10.1.1.5, dst 10.3.1.9, TTL 62 data

packet header

Delivered.
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The same crossing, with the frames

A R1 R2 B

10.1.1.0/24

network 1

10.2.1.0/24

network 2

10.3.1.0/24

network 3

aa:a5

10.1.1.5

b1:11

10.1.1.1

b1:22

10.2.1.1

b2:11

10.2.1.2

b2:22

10.3.1.1

cc:c9

10.3.1.9

on the wire: data

packet headerframe header

different every hop carried end to end
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Overview

1. Circuits versus packets
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3. Organisation

4. The packet

5. Hop by hop

6. Forwarding and routing

7. Coordination

8. Towards the transport layer

Forwarding and routing



Gateways, and which way is out

A

R1

R2

R3

R4

B

Six machines, eight networks between them,
and A has been told nothing about where B is.
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Gateways, and which way is out

A

R1

R2

R3

R4

B
gateway

So it has a default gateway: the router it hands all non-local traffic.
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Gateways, and which way is out

A

R1

R2

R3

R4

B
gateway

and another

It may have several. Then something has to choose between them.
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Gateways, and which way is out

A

R1

R2

R3

R4

B
gateway

and another

upstream

downstream

Upstream is from A to either gateway: the way
out. Downstream is from a gateway back to A.
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Gateways, and which way is out

A

R1

R2

R3

R4

B
gateway

and another

upstream

downstream

neither is further up

In the middle there is no such direction. R1 and R3
are each other’s neighbours and neither is the way out.
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Gateways, and which way is out

A

R1

R2

R3

R4

B
gateway

and another

upstream

downstream

neither is further up

another jurisdiction

So the choice is made by policy. Suppose R2 and R4
are in a region you would rather not carry traffic through.
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Gateways, and which way is out

A

R1

R2

R3

R4

B
gateway

and another

upstream

downstream

neither is further up

another jurisdiction

A policy that says so sends everything over the top.
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Gateways, and which way is out

A

R1

R2

R3

R4

B
gateway

and another

upstream

downstream

neither is further up

another jurisdiction

Change the policy, or change which gateway A uses, and the same
packets take the other way. Nothing about the wires changed.
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Network addressing

A

R1

R2

R3

R4

B
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Network addressing

A

R1

R2

R3

R4

B

10.1.0.0/24

10.2.0.0/24

10.3.0.0/24

10.91.0.0/24

10.92.0.0/24

10.93.0.0/24

10.100.0.0/24

10.101.0.0/24

Eight networks, eight blocks. Nothing is
nested here: these are eight separate /24s.
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Network addressing

A

R1

R2

R3

R4

B

10.1.0.0/24

10.2.0.0/24

10.3.0.0/24

10.91.0.0/24

10.92.0.0/24

10.93.0.0/24

10.100.0.0/24

10.101.0.0/24

10.1.0.1

10.1.0.2

10.2.0.1 10.2.0.2

10.3.0.1

10.3.0.2

10.91.0.1

10.91.0.2

10.92.0.1 10.92.0.2

10.93.0.1

10.93.0.2

10.100.0.1

10.100.0.210.101.0.1

10.101.0.2

Every computer on a network has an address out of that network’s block.
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Network addressing

A

R1

R2

R3

R4

B

10.1.0.0/24

10.2.0.0/24

10.3.0.0/24

10.91.0.0/24

10.92.0.0/24

10.93.0.0/24

10.100.0.0/24

10.101.0.0/24

10.1.0.1

10.1.0.2

10.2.0.1 10.2.0.2

10.3.0.1

10.3.0.2

10.91.0.1

10.91.0.2

10.92.0.1 10.92.0.2

10.93.0.1

10.93.0.2

10.100.0.1

10.100.0.210.101.0.1

10.101.0.2

So A has two addresses and B has two. Each
router has three, one per network it is on.
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Forwarding, table by table

A

R1

R2

R3

R4

B

10.1.0.0/24

10.2.0.0/24

10.3.0.0/24

10.91.0.0/24

10.92.0.0/24

10.93.0.0/24

10.100.0.0/24

10.101.0.0/24

Eight networks. A wants to
reach 10.93.0.2, which is B, on
the network at the bottom right.
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Forwarding, table by table

A

R1

R2

R3

R4

B

10.1.0.0/24

10.2.0.0/24

10.3.0.0/24

10.91.0.0/24

10.92.0.0/24

10.93.0.0/24

10.100.0.0/24

10.101.0.0/24

dst 10.93.0.2

10.1.0.2

A’s forwarding table

destination next hop

10.1.0.0/24 direct
10.91.0.0/24 direct
0.0.0.0/0 10.1.0.2

A is on 10.1.0.0/24 and 10.91.0.0/24.
The destination is on neither, so it goes

to a gateway: 10.1.0.2, which is R1.
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Forwarding, table by table

A

R1

R2

R3

R4

B

10.1.0.0/24

10.2.0.0/24

10.3.0.0/24

10.91.0.0/24

10.92.0.0/24

10.93.0.0/24

10.100.0.0/24

10.101.0.0/24

dst 10.93.0.2

On the wire.
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Forwarding, table by table

A

R1

R2

R3

R4

B

10.1.0.0/24

10.2.0.0/24

10.3.0.0/24

10.91.0.0/24

10.92.0.0/24

10.93.0.0/24

10.100.0.0/24

10.101.0.0/24

dst 10.93.0.2

10.100.0.2

R1’s forwarding table

destination next hop

10.1.0.0/24 direct
10.2.0.0/24 direct
10.100.0.0/24 direct
10.93.0.0/24 10.100.0.2
0.0.0.0/0 10.2.0.2

R1 looks the destination up. Three of
its networks are directly connected;
the fourth row says 10.93.0.0/24
is reached through 10.100.0.2.

Forwarding and routing 27 / 39



Forwarding, table by table

A

R1

R2

R3

R4

B

10.1.0.0/24

10.2.0.0/24

10.3.0.0/24

10.91.0.0/24

10.92.0.0/24

10.93.0.0/24

10.100.0.0/24

10.101.0.0/24

dst 10.93.0.2

Which is R4, across the diagonal.
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Forwarding, table by table

A

R1

R2

R3

R4

B

10.1.0.0/24

10.2.0.0/24

10.3.0.0/24

10.91.0.0/24

10.92.0.0/24

10.93.0.0/24

10.100.0.0/24

10.101.0.0/24

dst 10.93.0.2

10.93.0.2

R4’s forwarding table

destination next hop

10.92.0.0/24 direct
10.93.0.0/24 direct
10.100.0.0/24 direct
0.0.0.0/0 10.92.0.1

R4 finds 10.93.0.0/24 directly connected:
no next hop, it is on that network itself.
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Forwarding, table by table

A

R1

R2

R3

R4

B

10.1.0.0/24

10.2.0.0/24

10.3.0.0/24

10.91.0.0/24

10.92.0.0/24

10.93.0.0/24

10.100.0.0/24

10.101.0.0/24

dst 10.93.0.2

So the last hop is a delivery, not a forward.
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Forwarding, table by table

A

R1

R2

R3

R4

B

10.1.0.0/24

10.2.0.0/24

10.3.0.0/24

10.91.0.0/24

10.92.0.0/24

10.93.0.0/24

10.100.0.0/24

10.101.0.0/24

arrived

Two tables consulted, one packet delivered.
Neither router knew the whole path.
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A policy change

A

R1

R2

R3

R4

B

10.1.0.0/24

10.2.0.0/24

10.91.0.0/24

10.92.0.0/24

10.93.0.0/24

10.100.0.0/24

10.101.0.0/24

Somebody decides traffic for part of that
network should not cross the diagonal.
Nothing is deleted: one row is added.
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A policy change

A

R1

R2

R3

R4

B

10.1.0.0/24

10.2.0.0/24

10.91.0.0/24

10.92.0.0/24

10.93.0.0/24

10.100.0.0/24

10.101.0.0/24

R1’s forwarding table, one row added

destination next hop

10.1.0.0/24 direct
10.2.0.0/24 direct
10.100.0.0/24 direct
10.93.0.0/24 10.100.0.2
10.93.0.0/25 10.2.0.2
0.0.0.0/0 10.2.0.2

The new row is 10.93.0.0/25, half
the old block, through 10.2.0.2.

Both rows match 10.93.0.2.
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A policy change

A

R1

R2

R3

R4

B

10.1.0.0/24

10.2.0.0/24

10.91.0.0/24

10.92.0.0/24

10.93.0.0/24

10.100.0.0/24

10.101.0.0/24

dst 10.93.0.2

10.1.0.2

A’s forwarding table

destination next hop

10.1.0.0/24 direct
10.91.0.0/24 direct
0.0.0.0/0 10.1.0.2

The next packet for 10.93.0.2
leaves A exactly as before:

its own table did not change.
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A policy change

A

R1

R2

R3

R4

B

10.1.0.0/24

10.2.0.0/24

10.91.0.0/24

10.92.0.0/24

10.93.0.0/24

10.100.0.0/24

10.101.0.0/24

dst 10.93.0.2

On the wire.
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A policy change

A

R1

R2

R3

R4

B

10.1.0.0/24

10.2.0.0/24

10.91.0.0/24

10.92.0.0/24

10.93.0.0/24

10.100.0.0/24

10.101.0.0/24

dst 10.93.0.2

10.2.0.2

R1’s forwarding table, one row added

destination next hop

10.1.0.0/24 direct
10.2.0.0/24 direct
10.100.0.0/24 direct
10.93.0.0/24 10.100.0.2
10.93.0.0/25 10.2.0.2
0.0.0.0/0 10.2.0.2

R1 looks it up. Two rows match,
and the longer prefix wins.
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A policy change

A

R1

R2

R3

R4

B

10.1.0.0/24

10.2.0.0/24

10.91.0.0/24

10.92.0.0/24

10.93.0.0/24

10.100.0.0/24

10.101.0.0/24

dst 10.93.0.2

So it goes to R3, not across the diagonal.
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A policy change

A

R1

R2

R3

R4

B

10.1.0.0/24

10.2.0.0/24

10.91.0.0/24

10.92.0.0/24

10.93.0.0/24

10.100.0.0/24

10.101.0.0/24

dst 10.93.0.2

10.101.0.1

R3’s forwarding table

destination next hop

10.2.0.0/24 direct
10.3.0.0/24 direct
10.101.0.0/24 direct
10.93.0.0/24 10.101.0.1

R3 has a row for it too: through
10.101.0.1, which is R2.
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A policy change

A

R1

R2

R3

R4

B

10.1.0.0/24

10.2.0.0/24

10.91.0.0/24

10.92.0.0/24

10.93.0.0/24

10.100.0.0/24

10.101.0.0/24
dst 10.93.0.2

Down the other diagonal.
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A policy change

A

R1

R2

R3

R4

B

10.1.0.0/24

10.2.0.0/24

10.91.0.0/24

10.92.0.0/24

10.93.0.0/24

10.100.0.0/24

10.101.0.0/24

dst 10.93.0.2

10.92.0.2

R2’s forwarding table

destination next hop

10.91.0.0/24 direct
10.92.0.0/24 direct
10.101.0.0/24 direct
10.93.0.0/24 10.92.0.2

R2 forwards it to 10.92.0.2, which is R4.
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A policy change

A

R1

R2

R3

R4

B

10.1.0.0/24

10.2.0.0/24

10.91.0.0/24

10.92.0.0/24

10.93.0.0/24

10.100.0.0/24

10.101.0.0/24

dst 10.93.0.2

Along the bottom.
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A policy change

A

R1

R2

R3

R4

B

10.1.0.0/24

10.2.0.0/24

10.91.0.0/24

10.92.0.0/24

10.93.0.0/24

10.100.0.0/24

10.101.0.0/24

dst 10.93.0.2

10.93.0.2

R4’s forwarding table

destination next hop

10.92.0.0/24 direct
10.93.0.0/24 direct
10.100.0.0/24 direct

R4, as before, finds the
network directly connected.
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A policy change

A

R1

R2

R3

R4

B

10.1.0.0/24

10.2.0.0/24

10.91.0.0/24

10.92.0.0/24

10.93.0.0/24

10.100.0.0/24

10.101.0.0/24

dst 10.93.0.2

And delivers it.
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A policy change

A

R1

R2

R3

R4

B

10.1.0.0/24

10.2.0.0/24

10.91.0.0/24

10.92.0.0/24

10.93.0.0/24

10.100.0.0/24

10.101.0.0/24

arrived

Same source, same destination, four
routers instead of two, and nothing taken

away. One more specific row was enough.
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Longest prefix match

a packet with destination 10.4.7.9 arrives

prefix next hop matches?

0.0.0.0/0 the default route
10.0.0.0/8 Ra

10.4.0.0/16 Rb

10.4.7.0/24 Rc

A router does not look for the address. It
looks for the longest prefix that covers it.
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Longest prefix match

a packet with destination 10.4.7.9 arrives

prefix next hop matches?

0.0.0.0/0 the default route
10.0.0.0/8 Ra

10.4.0.0/16 Rb

10.4.7.0/24 Rc

yes, 0 bits

Everything matches the default route.
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Longest prefix match

a packet with destination 10.4.7.9 arrives

prefix next hop matches?

0.0.0.0/0 the default route
10.0.0.0/8 Ra

10.4.0.0/16 Rb

10.4.7.0/24 Rc

yes, 0 bits
yes, 8 bits

And this one, for eight bits.
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Longest prefix match

a packet with destination 10.4.7.9 arrives

prefix next hop matches?

0.0.0.0/0 the default route
10.0.0.0/8 Ra

10.4.0.0/16 Rb

10.4.7.0/24 Rc

yes, 0 bits
yes, 8 bits
yes, 16 bits

And this one, for sixteen.
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Longest prefix match

a packet with destination 10.4.7.9 arrives

prefix next hop matches?

0.0.0.0/0 the default route
10.0.0.0/8 Ra

10.4.0.0/16 Rb

10.4.7.0/24 Rc

yes, 0 bits
yes, 8 bits
yes, 16 bits
yes, 24 bits

And this one, for twenty-four.
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Longest prefix match

a packet with destination 10.4.7.9 arrives

prefix next hop matches?

0.0.0.0/0 the default route
10.0.0.0/8 Ra

10.4.0.0/16 Rb

10.4.7.0/24 Rc

yes, 0 bits
yes, 8 bits
yes, 16 bits
yes, 24 bits

the most specific match wins: forward to Rc

Four rows matched. The table is a hierarchy, and the deepest entry decides.
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Where the table comes from

■ Static: somebody types it in. Correct until the network changes, and then
silently wrong.

■ Dynamic: the routers tell each other what they can reach, and recompute when
it changes.

■ Link state (OSPF): every router learns the whole map and computes its own
shortest paths.

■ Which needs every router to hold every link. That is fine inside one
organisation, and hopeless across the Internet.
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Where the table comes from

■ Static: somebody types it in. Correct until the network changes, and then
silently wrong.

■ Dynamic: the routers tell each other what they can reach, and recompute when
it changes.

■ Link state (OSPF): every router learns the whole map and computes its own
shortest paths.

■ Which needs every router to hold every link. That is fine inside one
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OSPF: every router builds its own tree

A

B

C

D

E

F

2

5

1

4

2

2

3

6

Every router floods its own links to every other, so all of them hold the same
map. The costs are measured, so traffic can move off a link that is contended.
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OSPF: every router builds its own tree

A

B

C

D

E

F

2

5

1

4

2

2

3

6

A0

A computes its own shortest paths. It is here, at nothing.
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OSPF: every router builds its own tree

A

B

C

D

E

F

2

5

1

4

2

2

3

6

A0

B

2

Nearest unsettled: B, at 2.
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OSPF: every router builds its own tree

A

B

C

D

E

F

2

5

1

4

2

2

3

6

A0

B

2

C

3

C is 5 away directly, but 3 through B. The shorter one settles.
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OSPF: every router builds its own tree

A

B

C

D

E

F

2

5

1

4

2

2

3

6

A0

B

2

C

3

E

5

E, at 5, through C.
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OSPF: every router builds its own tree

A

B

C

D

E

F

2

5

1

4

2

2

3

6

A0

B

2

C

3

E

5

D

6

D, at 6 through B, not 7 through E.
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OSPF: every router builds its own tree

A

B

C

D

E

F

2

5

1

4

2

2

3

6

A0

B

2

C

3

E

5

D

6

F 9

F , at 9 through D, not 11 through E.
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OSPF: every router builds its own tree

A

B

C

D

E

F

2

5

1

4

2

2

3

6

A0

B

2

C

3

E

5

D

6

F 9

The settled paths are a tree rooted at A,
and its first hops are A’s forwarding table.
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OSPF: every router builds its own tree

A

B

C

D

E

F

2

5

1

4

2

2

3

6

A

B

C

D

F

E

5

3

2 0

2

5

E runs the same algorithm on the same map and gets a different tree:
it reaches D directly, and F through D rather than the long way round.
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OSPF: every router builds its own tree

A

B

C

D

E

F

2

5

∞

4

5

2

3

6

Now the map changes. C to E is contended,
so its cost rises to 5. B to C fails altogether.
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OSPF: every router builds its own tree

A

B

C

D

E

F

2

5

∞

4

5

2

3

6

A

B

C

D

E

F0

2

5

6

8

9

Both routers flood the change, and everyone runs
the algorithm again. A reaches C directly now, and E
through D: a different tree from the same procedure.
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Overview

1. Circuits versus packets

2. Addressing

3. Organisation

4. The packet

5. Hop by hop

6. Forwarding and routing

7. Coordination

8. Towards the transport layer

Coordination



Autonomous Systems

AS 64500 AS 64510 AS 64520

BGP BGP

■ An autonomous system is a network under one routing policy.
■ Inside it, an internal routing protocol computes shortest paths. Outside them, we need

coordination using de facto protocol: Border Gateway Protocol.
■ BGP announces reachability, not distance, and every AS decides for itself what to believe and

what to pass on.
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Autonomous Systems

AS 64500 AS 64510 AS 64520

BGP BGP

■ An autonomous system is a network under one routing policy.
■ Inside it, an internal routing protocol computes shortest paths. Outside them, we need

coordination using de facto protocol: Border Gateway Protocol.
■ BGP announces reachability, not distance, and every AS decides for itself what to believe and

what to pass on.
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BGP: announcing what you can reach

AS 64500

AS 64510

AS 64520

AS 64530owns 10.1.0.0/16

Four autonomous systems. Each own blocks of addresses.
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BGP: announcing what you can reach

AS 64500

AS 64510

AS 64520

AS 6453010.1.0.0/16
64500

It announces the block to its neighbours: traffic for this block
goes to me. The announcement carries the block and a path.
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BGP: announcing what you can reach

AS 64500

AS 64510

AS 64520

AS 6453010.1.0.0/16
64500

10.1.0.0/16
64500

The announcement travels on the BGP sessions.
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BGP: announcing what you can reach

AS 64500

AS 64510

AS 64520

AS 6453010.1.0.0/16
64500

10.1.0.0/16
64500

And on the other.
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BGP: announcing what you can reach

AS 64500

AS 64510

AS 64520

AS 6453010.1.0.0/16
64500

10.1.0.0/16
64510 64500

Passing it on, an autonomous system puts its own
number on the front of the path. So the path lists, right
to left, everyone the announcement has been through.
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BGP: announcing what you can reach

AS 64500

AS 64510

AS 64520

AS 6453010.1.0.0/16
64500

10.1.0.0/16
64520 64500

The other one does the same.
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BGP: announcing what you can reach

AS 64500

AS 64510

AS 64520

AS 6453010.1.0.0/16
64500

AS 64530
Adj-RIB-In 64510
64510 64500

Adj-RIB-In 64520
64520 64500

So 64530 hears the block twice. What each neighbour said is
kept on its own, in an Adjacent Routing Information Base,

one per adjacent autonomous system. Nothing is thrown away.
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BGP: announcing what you can reach

AS 64500

AS 64510

AS 64520

AS 6453010.1.0.0/16
64500

AS 64530
Adj-RIB-In 64510
64510 64500

Adj-RIB-In 64520
64520 64500

Loc-RIB
64510 64500

Policy picks one and puts it in the Local Routing
Information Base. This is what forwarding tables use.
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BGP: announcing what you can reach

AS 64500

AS 64510

AS 64520

AS 6453010.1.0.0/16
64500

10.1.0.0/16
64530 64520 64500

AS 64530
Adj-RIB-In 64510
64510 64500

Adj-RIB-In 64520
64520 64500

Loc-RIB
64510 64500

It may still pass on updates, with its own number in front.

Coordination 33 / 39



BGP: announcing what you can reach

AS 64500

AS 64510

AS 64520

AS 6453010.1.0.0/16
64500

10.1.0.0/16
64510 64530 64520 64500

I am in there already: drop

AS 64530
Adj-RIB-In 64510
64510 64500

Adj-RIB-In 64520
64520 64500

Loc-RIB
64510 64500

Which comes back to where it started. 64500 finds its
own number in the path, so it is dropped: loop prevention.

Coordination 33 / 39



BGP: announcing what you can reach

AS 64500

AS 64510

AS 64520

AS 6453010.1.0.0/16
64500

withdrawn

AS 64530
Adj-RIB-In 64510
64510 64500

Adj-RIB-In 64520
64520 64500

Adj-RIB-In 64510
withdrawn

Loc-RIB
64520 64500

A link goes. The announcement is withdrawn. The other neighbour’s route
was there all along, so the Local Routing Information Base is recomputed

from what is still held. That is the failover, and it takes one to three minutes.
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One controller, many border routers
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Fig. 10. Main threat vectors of SDN architectures

TABLE XIII
SDN SPECIFIC VS. NON-SPECIFIC THREATS

Threat
vectors

Specific
to SDN?

Consequences in software-defined net-
works

Vector 1 no Open door for DDoS attacks.

Vector 2 no Potential attack inflation.

Vector 3 yes Exploiting logically centralized controllers.

Vector 4 yes Compromised controller may compromise the
entire network.

Vector 5 yes Development and deployment of malicious
applications on controllers.

Vector 6 no Potential attack inflation.

Vector 7 no Negative impact on fast recovery and fault
diagnosis.

leges [507], and the assumption that all applications are
benign and will not affect SDN operation [194]. The lack
of isolation, protection, access control and stronger security
recommendations [508], [509], [201], [510], [194] are some
of the reasons for these vulnerabilities. We will explore these
next.

OpenFlow security assessment
There is already a number of identified security issues

in OpenFlow-enabled networks. Starting from a STRIDE
methodology [513], it is possible to identify different attacks
to OpenFlow-enabled networks. Table XIV summarizes these
attacks (based on [507]). For instance, information disclosure
can be achieved through side channel attacks targeting the
flow rule setup process. When reactive flow setup is in place,
obtaining information about network operation is relatively
easy. An attacker that measures the delay experienced by the
first packet of a flow and the subsequent can easily infer that
the target network is a reactive SDN, and proceed with a
specialized attack. This attack – known as fingerprinting [509]
– may be the first step to launch a DoS attack intended to
exhaust the resources of the network, for example. If the SDN
is proactive, guessing its forwarding rule policies is harder,
but still feasible [507]. Interestingly, all reported threats and
attacks affect all versions (1.0 to 1.3.1) of the OpenFlow

specification. It is also worth emphasizing that some attacks,
such as spoofing, are not specific to SDN. However, these
attacks can have a larger impact in SDNs. For instance, by
spoofing the address of the network controller, the attacker
(using a fake controller) could take over the control of the
entire network. A smart attack could persist for only a few
seconds, i.e., just the time needed to install special rules on
all forwarding devices for its malicious purposes (e.g., traffic
cloning). Such attack could be very hard to detect.

Taking counters falsification as another example, an attacker
can try to guess installed flow rules and, subsequently, forge
packets to artificially increase the counter. Such attack would
be specially critical for billing and load balancing systems, for
instance. A customer could be charged for more traffic than
she in fact used, while a load balancing algorithm may take
non-optimal decisions due to forged counters.

Other conceptual and technical security concerns in Open-
Flow networks include the lack of strong security recommen-
dations for developers, the lack of TLS and access control
support on most switch and controller implementations [508],
the belief that TCP is enough because links are “physically
secure” [510], [508], the fact that many switches have listener
mode activated by default (allowing the establishment of
malicious TCP connections, for instance) [510] or that flow
table verification capabilities are harder to implement when
TLS is not in use [508], [259]. In addition, it is worth
mentioning the high denial of service risk posed to centralized
controllers [509], [259], the vulnerabilities in the controllers
themselves [259], [357], bugs and vulnerabilities in applica-
tions [514], targeted flooding attacks [16], insecure northbound
interfaces that can lead to security breaches [16], and the
risk of resource depletion attacks [509], [510]. For instance,
it has been shown that an attacker can easily compromise
control plane communications through DoS attacks and launch
a resource depletion attack on control platforms by exploiting
a single application such as a learning switch [510], [509].

Another point of concern is the fact that current controllers,
such as Floodlight, OpenDaylight, POX, and Beacon, have
several security and resiliency issues [194]. Common applica-
tion development problems (bugs), such as the sudden exit
of an application or the continuous allocation of memory
space, are enough to crash existing controllers. On the security
perspective, a simple malicious action such as changing the
value of a data structure in memory can also directly affect
the operation and reliability of current controllers. These
examples are illustrative that from a security and dependability
perspective, there is still a long way to go.

Countermeasures for OpenFlow based SDNs
Several countermeasures can be put in place to mitigate the

security threats in SDNs. Table XV summarizes a number of
countermeasures that can be applied to different elements of
an SDN/OpenFlow-enabled network. Some of these measures,
namely rate limiting, event filtering, packet dropping, shorter
timeouts, and flow aggregation, are already recommended
in the most recent versions of the OpenFlow specification
(version 1.3.1 and later). However, most of them are not yet
supported or implemented in SDN deployments.

Software-defined networking: a
comprehensive survey Kreutz et al. (2015)

■ A border router decides what to announce
and what to accept. That decision is policy,
not arithmetic.

■ An AS has many border routers, and the
policy has to be the same at each.

■ So the control plane is lifted out of the boxes:
one controller computes, the routers forward.

■ One distributed failure becomes one central
one. The control plane is a high-value target.

Coordination 34 / 39
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Fig. 10. Main threat vectors of SDN architectures

TABLE XIII
SDN SPECIFIC VS. NON-SPECIFIC THREATS

Threat
vectors

Specific
to SDN?

Consequences in software-defined net-
works

Vector 1 no Open door for DDoS attacks.

Vector 2 no Potential attack inflation.

Vector 3 yes Exploiting logically centralized controllers.

Vector 4 yes Compromised controller may compromise the
entire network.

Vector 5 yes Development and deployment of malicious
applications on controllers.

Vector 6 no Potential attack inflation.

Vector 7 no Negative impact on fast recovery and fault
diagnosis.

leges [507], and the assumption that all applications are
benign and will not affect SDN operation [194]. The lack
of isolation, protection, access control and stronger security
recommendations [508], [509], [201], [510], [194] are some
of the reasons for these vulnerabilities. We will explore these
next.

OpenFlow security assessment
There is already a number of identified security issues

in OpenFlow-enabled networks. Starting from a STRIDE
methodology [513], it is possible to identify different attacks
to OpenFlow-enabled networks. Table XIV summarizes these
attacks (based on [507]). For instance, information disclosure
can be achieved through side channel attacks targeting the
flow rule setup process. When reactive flow setup is in place,
obtaining information about network operation is relatively
easy. An attacker that measures the delay experienced by the
first packet of a flow and the subsequent can easily infer that
the target network is a reactive SDN, and proceed with a
specialized attack. This attack – known as fingerprinting [509]
– may be the first step to launch a DoS attack intended to
exhaust the resources of the network, for example. If the SDN
is proactive, guessing its forwarding rule policies is harder,
but still feasible [507]. Interestingly, all reported threats and
attacks affect all versions (1.0 to 1.3.1) of the OpenFlow

specification. It is also worth emphasizing that some attacks,
such as spoofing, are not specific to SDN. However, these
attacks can have a larger impact in SDNs. For instance, by
spoofing the address of the network controller, the attacker
(using a fake controller) could take over the control of the
entire network. A smart attack could persist for only a few
seconds, i.e., just the time needed to install special rules on
all forwarding devices for its malicious purposes (e.g., traffic
cloning). Such attack could be very hard to detect.

Taking counters falsification as another example, an attacker
can try to guess installed flow rules and, subsequently, forge
packets to artificially increase the counter. Such attack would
be specially critical for billing and load balancing systems, for
instance. A customer could be charged for more traffic than
she in fact used, while a load balancing algorithm may take
non-optimal decisions due to forged counters.

Other conceptual and technical security concerns in Open-
Flow networks include the lack of strong security recommen-
dations for developers, the lack of TLS and access control
support on most switch and controller implementations [508],
the belief that TCP is enough because links are “physically
secure” [510], [508], the fact that many switches have listener
mode activated by default (allowing the establishment of
malicious TCP connections, for instance) [510] or that flow
table verification capabilities are harder to implement when
TLS is not in use [508], [259]. In addition, it is worth
mentioning the high denial of service risk posed to centralized
controllers [509], [259], the vulnerabilities in the controllers
themselves [259], [357], bugs and vulnerabilities in applica-
tions [514], targeted flooding attacks [16], insecure northbound
interfaces that can lead to security breaches [16], and the
risk of resource depletion attacks [509], [510]. For instance,
it has been shown that an attacker can easily compromise
control plane communications through DoS attacks and launch
a resource depletion attack on control platforms by exploiting
a single application such as a learning switch [510], [509].

Another point of concern is the fact that current controllers,
such as Floodlight, OpenDaylight, POX, and Beacon, have
several security and resiliency issues [194]. Common applica-
tion development problems (bugs), such as the sudden exit
of an application or the continuous allocation of memory
space, are enough to crash existing controllers. On the security
perspective, a simple malicious action such as changing the
value of a data structure in memory can also directly affect
the operation and reliability of current controllers. These
examples are illustrative that from a security and dependability
perspective, there is still a long way to go.

Countermeasures for OpenFlow based SDNs
Several countermeasures can be put in place to mitigate the

security threats in SDNs. Table XV summarizes a number of
countermeasures that can be applied to different elements of
an SDN/OpenFlow-enabled network. Some of these measures,
namely rate limiting, event filtering, packet dropping, shorter
timeouts, and flow aggregation, are already recommended
in the most recent versions of the OpenFlow specification
(version 1.3.1 and later). However, most of them are not yet
supported or implemented in SDN deployments.

Software-defined networking: a
comprehensive survey Kreutz et al. (2015)

■ A border router decides what to announce
and what to accept. That decision is policy,
not arithmetic.

■ An AS has many border routers, and the
policy has to be the same at each.

■ So the control plane is lifted out of the boxes:
one controller computes, the routers forward.

■ One distributed failure becomes one central
one. The control plane is a high-value target.
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TABLE XIII
SDN SPECIFIC VS. NON-SPECIFIC THREATS

Threat
vectors

Specific
to SDN?

Consequences in software-defined net-
works

Vector 1 no Open door for DDoS attacks.

Vector 2 no Potential attack inflation.

Vector 3 yes Exploiting logically centralized controllers.

Vector 4 yes Compromised controller may compromise the
entire network.

Vector 5 yes Development and deployment of malicious
applications on controllers.

Vector 6 no Potential attack inflation.

Vector 7 no Negative impact on fast recovery and fault
diagnosis.

leges [507], and the assumption that all applications are
benign and will not affect SDN operation [194]. The lack
of isolation, protection, access control and stronger security
recommendations [508], [509], [201], [510], [194] are some
of the reasons for these vulnerabilities. We will explore these
next.

OpenFlow security assessment
There is already a number of identified security issues

in OpenFlow-enabled networks. Starting from a STRIDE
methodology [513], it is possible to identify different attacks
to OpenFlow-enabled networks. Table XIV summarizes these
attacks (based on [507]). For instance, information disclosure
can be achieved through side channel attacks targeting the
flow rule setup process. When reactive flow setup is in place,
obtaining information about network operation is relatively
easy. An attacker that measures the delay experienced by the
first packet of a flow and the subsequent can easily infer that
the target network is a reactive SDN, and proceed with a
specialized attack. This attack – known as fingerprinting [509]
– may be the first step to launch a DoS attack intended to
exhaust the resources of the network, for example. If the SDN
is proactive, guessing its forwarding rule policies is harder,
but still feasible [507]. Interestingly, all reported threats and
attacks affect all versions (1.0 to 1.3.1) of the OpenFlow

specification. It is also worth emphasizing that some attacks,
such as spoofing, are not specific to SDN. However, these
attacks can have a larger impact in SDNs. For instance, by
spoofing the address of the network controller, the attacker
(using a fake controller) could take over the control of the
entire network. A smart attack could persist for only a few
seconds, i.e., just the time needed to install special rules on
all forwarding devices for its malicious purposes (e.g., traffic
cloning). Such attack could be very hard to detect.

Taking counters falsification as another example, an attacker
can try to guess installed flow rules and, subsequently, forge
packets to artificially increase the counter. Such attack would
be specially critical for billing and load balancing systems, for
instance. A customer could be charged for more traffic than
she in fact used, while a load balancing algorithm may take
non-optimal decisions due to forged counters.

Other conceptual and technical security concerns in Open-
Flow networks include the lack of strong security recommen-
dations for developers, the lack of TLS and access control
support on most switch and controller implementations [508],
the belief that TCP is enough because links are “physically
secure” [510], [508], the fact that many switches have listener
mode activated by default (allowing the establishment of
malicious TCP connections, for instance) [510] or that flow
table verification capabilities are harder to implement when
TLS is not in use [508], [259]. In addition, it is worth
mentioning the high denial of service risk posed to centralized
controllers [509], [259], the vulnerabilities in the controllers
themselves [259], [357], bugs and vulnerabilities in applica-
tions [514], targeted flooding attacks [16], insecure northbound
interfaces that can lead to security breaches [16], and the
risk of resource depletion attacks [509], [510]. For instance,
it has been shown that an attacker can easily compromise
control plane communications through DoS attacks and launch
a resource depletion attack on control platforms by exploiting
a single application such as a learning switch [510], [509].

Another point of concern is the fact that current controllers,
such as Floodlight, OpenDaylight, POX, and Beacon, have
several security and resiliency issues [194]. Common applica-
tion development problems (bugs), such as the sudden exit
of an application or the continuous allocation of memory
space, are enough to crash existing controllers. On the security
perspective, a simple malicious action such as changing the
value of a data structure in memory can also directly affect
the operation and reliability of current controllers. These
examples are illustrative that from a security and dependability
perspective, there is still a long way to go.

Countermeasures for OpenFlow based SDNs
Several countermeasures can be put in place to mitigate the

security threats in SDNs. Table XV summarizes a number of
countermeasures that can be applied to different elements of
an SDN/OpenFlow-enabled network. Some of these measures,
namely rate limiting, event filtering, packet dropping, shorter
timeouts, and flow aggregation, are already recommended
in the most recent versions of the OpenFlow specification
(version 1.3.1 and later). However, most of them are not yet
supported or implemented in SDN deployments.

Software-defined networking: a
comprehensive survey Kreutz et al. (2015)

■ A border router decides what to announce
and what to accept. That decision is policy,
not arithmetic.

■ An AS has many border routers, and the
policy has to be the same at each.

■ So the control plane is lifted out of the boxes:
one controller computes, the routers forward.

■ One distributed failure becomes one central
one. The control plane is a high-value target.
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What the routing table records: Ukraine

■ After 2014, routes from
Crimea and Donbass were
moved onto Russian
providers.

■ A digital frontline, drawn in
BGP before it was drawn on
the ground.

■ The lever was not a protocol
flaw. It was ownership:
whoever runs the AS
decides what it announces.
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Russian network; 2. the marginalization of Donbass; 3. the gradual increase in the 
distance between the two countries.

FIGURE 11. THE FRAGMENTATION OF UKRAINE’S CYBERSPACE, 2014–2018

5. concLuSIon

Our study shows that geopolitical conflicts over territories do have a clear impact on 
the shape of cyberspace, and that the same dynamics of annexation and fragmentation 
can be observed. In Crimea and Donbass, Russian authorities and separatist forces 
were able to attract digital traffic into their respective networks and modify BGP routes 
in order to divert the local Internet traffic from continental Ukraine, drawing a kind of 
“digital frontline” consistent with the military one. This resulted in the fragmentation 
of Ukraine’s cyberspace, leading to the emergence of separate sub-spaces. The study of 
the Crimean Peninsula and of Donbass leads to important methodological findings that 
can allow us to: (1) define and map digital borders at the routing level; (2) analyze the 
strategies of actors conducting actions via BGP; (3) categorize these strategies, from 

Measuring the fragmentation of the Internet: BGP
during the Ukrainian crisis Douzet et al. (2020)
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And the Middle East

■ The same method on the
Gulf: who connects to
whom, and through which
third country.

■ Before the 2017 blockade
of Qatar.

■ And after it. The Saudi
networks are gone from
the picture.

■ Political announcements
did not move the cables.
The topology is the slower
record.
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Who the Gulf connects through

Third, indeed, our 2015 graph reveals that there was no major central node for the whole
region in 2015. Bahrain’s AS 59605 (Zain) did not play a role in the region’s connectivity,
whereas in 2021 it has become central in the graph. However, in 2015 as in 2021, almost
every national network has generally one or two gateway AS, that serve as access points for
the country, and is connected to numerous ASes in the rest of the world, most notably to
the United States and European countries. For Iraq, it is AS 44217 (IQnetworks), for
Qatar AS 8781 (QA-ISP), for Saudi Arabia AS 39386 (STC-IGW), for Oman AS 8529
(OmanTel), etc.

Finally, we observe that Iran had a different single major AS (AS 12880, DCI) that was
then the major gateway for most of the Iranian ASes towards the rest of the world. We
also note that Iran’s network was closer to the global network in 2021 compared to 2015.
This is the consequence of the evolution of the Iranian network. In 2021, the major gateway
for the country had become AS 49666, a government controlled AS highly connected to

Figure 9. Connectivity of the Gulf Region, Israel and their neighbours, 2021.

Figure 10. Connectivity of the Gulf Region and their neighbours, 2015.

Digital routes and borders in the Middle East: the geopolitical underpinnings of Internet connectivity 1075
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■ 2015: a few providers in the middle, none of them in the region.
■ In 2021 there are more of them, with more of the region behind them.
■ The Netherlands is among them. Two Gulf countries may meet each other in Amsterdam.
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Who the Gulf connects through

such as Level 3, Telia, Cogent, or others, which are among the largest9 providers in the world.
This means that these countries mostly interconnect through third party actors, and specifically
Western ASes.

We also notice in Figure 8 that Israel is nearly invisible, which can be explained by the only
three links between Israel and Gulf countries shown in Figure 6. We therefore tried to assess
more precisely how Israel is indirectly connected to Gulf countries. We therefore produced
the same graph with Israel included. Figure 9 shows the graph with ASes from the Gulf Region
and Israel, and their direct neighbours.

The position of Israel is revealing in the way it does not change at all the structure of the
graph. In terms of global connectivity, Israel is highly connected to Western and other
foreign ASes that create pathways between Israel and the countries of the Gulf. In other
words, Israel is mostly connected to Gulf countries through Western ASes intermediaries.
As demonstrated in the previous section, Israel is directly connected to the region only
through Bahrain’s AS 59605 (Zain). We have highlighted in black the only two connections
that tie Israel to the Gulf countries, that is, between Israel’s AS 1680 (NV) and AS 8551
(Bazeq), and Zain.

In order to observe the evolution of the global connectivity of the Gulf Region, we created the
2015 version of the Figure 8 graph, showing the global connectivity of the Gulf countries. The
situation in 2015 illustrated by Figure 10 is quite comparable to 2021, albeit several noticeable
differences. First, the number of ASes is lower, which is consistent with the global trend of
increase in the overall number of ASes since the 1990s.

Second, contrary to 2021, we can see a number of external– that is, outside the Gulf–
ASes that have a significant importance in terms of betweenness centrality, mainly from
Europe (in warm colours or in grey), such as 1299 (Telianet, registered in the European
Union), AS 6762 (Seabone, in Italy). At the time, these nodes were central in interconnecting
Gulf countries. In other words, the role of these few Western ASes was more important in
2015 than in 2021 in the interconnection of Gulf countries. The evolution between 2015 and
2021 thus shows two noteworthy dynamics. First, there is more diversity in terms Western
ASes that provide external connectivity to the region. Western nodes are both smaller and
more numerous in 2021 than in 2015. Second, we observe the restructuring of the intraregio-
nal architecture of connectivity towards the concentration of the shortest routes into a single
central node.

Figure 8. Connectivity of the Gulf Region and their neighbours, 2021.
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What the network layer does not do

packets arrive out of order → sequence numbers

The network layer delivers some packets, in some order, to
one computer. The transport layer is what you build on that.
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Where we are

Application end-to-end functionality

Transport streams or datagrams

NetworkNetwork packets, end to end

DatalinkDatalink frames, one link

PhysicalPhysical bits on a medium
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