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Where we are

Application

Transport

Network

Datalink

Physical

The Application Layer

end-to-end functionality

streams or datagrams

packets, end to end

frames, one link

bits on a medium
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Recall: what the transport layer does not do

an address is not a name

bytes with no agreed meaning

no idea who is at the other end

anyone on the path can read it

— the domain name system

— formats and protocols

— authentication, certificates

— encryption

The transport layer delivers all the bytes, in order, to one
process. What they say, and who said them, is still open.

The Application Layer
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The other end of the wire

A data centre in Mt Pleasant, Wisconsin. A high density cluster of servers inside it.

Photographs: Microsoft, 2025.
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Layers of abstraction

Layered Computer Architecture

Software layers

Instruction Set Architectue

’7 Micro-architecture (D‘Délmes; —‘
‘ Functional RTL (AL%M ‘

‘ Digital & anal% 1/0, synchronization

Transistors, floor planning, routing

hardware layers

B Dealing with complexity:
no. of transistors ~ stars in a galaxy
B Layers of abstraction:
assumptions |, guarantees 1
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Layers of abstraction

Layered Computer Architecture

Software layers

Instruction Set Architectue

’7 Micro-architecture (D‘Délmes; —‘
‘ Functional RTL (AL%M ‘

‘ Digital & anal% 1/0, synchronization

Transistors, floor planning, routing

Ml 1iARDWARE
i DESCRIPTION LANGUAGES:
{illl Voices from the Tower of Babel*

6.3 Lipovaki
T Unbversty of Texas

hardware layers

@ Voices from the Tower of Babel

B Dealing with complexity: Lipovski (1977)

no. of transistors ~ stars in a galaxy

B Layers of abstraction:
assumptions |, guarantees 1
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Hardware design process
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B Transistors, gates, a processor, a card/circuit board.
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Hardware design process

Physical Verification °,

[ Timing Optimization H

)

t{__Electromigration

System Design Step
Specification =
’ v EDA Tool Name | Physical Design
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Chip [Tivs e[ Layout vs. Shematic GDs I

B Transistors, gates, a processor, a card/circuit board.
B Each design step turns one description into the next, down to a mask set.

Figure 4 of [§ From RTL to Fabrication: Survey of Open-Source EDA Tools and PDKs
Baungarten-Leon (2026)
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What comes out of it

A standard cell, in three dimensions. A RISC-V core laid out by an agent, from a 219-word
(David Carron, public domain) specification. (IEEE Spectrum, 2026)

B The flow ends in geometry (GDS ll): devices, layers, and where the metal goes.
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What comes out of it

A standard cell, in three dimensions. A RISC-V core laid out by an agent, from a 219-word
(David Carron, public domain) specification. (IEEE Spectrum, 2026)

B The flow ends in geometry (GDS ll): devices, layers, and where the metal goes.
B More detail: Computer Chips (TCCP).
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Software: the operating system

application

application

application
service
service

B Virtualisation: a process is given an
isolated share of the machine.
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isolated share of the machine.
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Software: the operating system

application

application

application
service
service

Virtualisation: a process is given an
isolated share of the machine.

user mode
]

| shared libraries |

z B A socket belongs to the operating

|
q: system calls Syslem .
[/

¥ I B The process holds a handle,
rocess
file system |+>| management the kernel holds the state internally.

N
. memory

B More detail:
Computer Systems (TCS).

kernel mode

device drivers |<—>| management

! !

| hardware: processor, memory, peripheral components, ... |
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The Network Interface Card (NIC)

= = =
Packet buffer Packet buffer Basic Packet buffer Execution
accelerators engines
CPU cores
Ethernet , Ethernet Traffic
© RX ernet o RX L erne o RX
3(:3 and serial :FE and Checksum :FE Mar;::ger Prog. pipeline
Ll X 10 = X serial 10 = X ey
Others
o eneme ) ||| (EEE [ovinerene |
[
DMA engine DMA engine
(RANARRARIE) (ARRAHARRARE)
PCle PCle PCle
(b) Offload NIC (c) SmartNIC

(a) Traditional NIC

B Traditional: receive, transmit, interrupt. The rest is the host’s work.
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B Traditional: receive, transmit, interrupt. The rest is the host’s work.
B Offload: checksums and segmentation, moved onto the card (TCP Offload Engine).
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The Network Interface Card (NIC)

= =
Packet buffer Packet buffer Basic Packet buffer Execution
accelerators I[:D:D engines
TOE CPU cores
Ethernet Ethernet Traffic
& RX erne £ —»f RX elne & RX Manager —
% and serial ® and Checksum s org Prog. pipeline
S 10 [l L serial 10 18 S G 2 B0 B0 &
0D BD ™
Others
E=3 [ovarne |
[
DMA engine DMA engine DMA engine
T T
PCle PCle PCle
(a) Traditional NIC (b) Offload NIC (c) SmartNIC

B Traditional: receive, transmit, interrupt. The rest is the host’s work.
B Offload: checksums and segmentation, moved onto the card (TCP Offload Engine).
B Smart: cores and a pipeline. A computer system embedded into another computer system.

Figure 4 of A Comprehensive Survey on SmartNICs Kfoury et al. (2024)
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On the path, or beside it

Host cores

A | et cores | B On-path: every packet goes through the
p— card’s cores that decide to forward to

¥ host.

‘ Traffic manager ‘ ‘ NIC switch ‘
y 3 v
‘ TX/RX ports ‘ ‘ TX/RX ports ‘ ‘ NIC cores ‘
aid] aid]
v (B
Traffic Traffic
(a) On-path (a) Off-path
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On the path, or beside it

Host cores
A | et cores | B On-path: every pack_et goes through the
p— card’s cores that decide to forward to
¥ host.

‘ Traffic manager ‘ ‘ NIC switch ‘

| Tx/ﬁx:m 1] ] W/Rx:mj' || lemis ‘ B Off-path: a switch on the NIC selects

? 7 T l what packets go to the host.

Traffic Traffic
(a) On-path (a) Off-path

Figure 8 of A Comprehensive Survey on SmartNICs Kfoury et al. (2024)

The computer at the end of the wire 9/41


https://arxiv.org/abs/2405.09499

Going around the kernel

Application User Application User
space space
DPDK PMD

Kernel . . .
space | o B Ordinary path: interrupt, driver,
network stack, copy into the process.
Kernel Kernel
Network Network
driver driver
} /
Hardware Hardware
NIC NIC
(a) Standard packet processing (b) Kernel-bypass using DPDK
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Going around the kernel

Application User Application User
space space
DPDK PMD

Kernel . . .
space | o B Ordinary path: interrupt, driver,
network stack, copy into the process.
Kernel Kernel
B Kernel bypass: the process polls the
dri dri .
el , L NIC itself. Faster, but unprotected.
‘ |
|
Hardware Hardware
NIC NIC
(a) Standard packet processing (b) Kernel-bypass using DPDK

Figure 13 of [ A Comprehensive Survey on SmartNICs Kfoury et al. (2024)
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Earlier still, or not on the host at all

Application User Application User
space space
Kernel Kernel
space space
Kernel Kernel
Network Network
driver driver
XDP

Hardware Hardware

(a) Native XDP

The computer at the end of the wire

(b) Offloaded XDP

B XDP: a program in the driver, before the
network stack. Drop, return, or pass.
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Earlier still, or not on the host at all

Application User Application User
Space space

‘ B XDP: a program in the driver, before the
ernel .~ Kernel
space . space network stack. Drop, return, or pass.

B Offloaded: the same program on the

Kernel Kernel

Network NIC. The host never sees the packet.
driver driver
XDP . . P
T I I B The lower the decision, the cheaper it is

Hardware NiE Hardware to process.
----- NIC *-p- LI S
(a) Native XDP (b) Offloaded XDP

Figure 14 of A Comprehensive Survey on SmartNICs Kfoury et al. (2024)
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A socket is a triple

B An address: indicates the host and its interface.
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A socket is a triple

B An address: indicates the host and its interface.
B A transport protocol: TCP for a stream, UDP for datagrams, etc.
B A port: which process, out of all of them.

B Transport protocol with connections:

Server

B Binds source: a known local address and port.
B Listens, waiting for a client.
B Forks to process multiple clients in parallel.
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A socket is a triple

B An address: indicates the host and its interface.
B A transport protocol: TCP for a stream, UDP for datagrams, etc.
B A port: which process, out of all of them.

B Transport protocol with connections:

Server Client
B Binds source: a known local address and port. B Connects with a single destination.
B Listens, waiting for a client. B Takes any free local port.

B Forks to process multiple clients in parallel.

Sockets

12/41



A socket is a triple

B An address: indicates the host and its interface.
B A transport protocol: TCP for a stream, UDP for datagrams, etc.
B A port: which process, out of all of them.

B Transport protocol with connections:

Server Client
B Binds source: a known local address and port. B Connects with a single destination.
B Listens, waiting for a client. B Takes any free local port.

B Forks to process multiple clients in parallel.

B When connectionless: who asks questions (client) and who provides answers (server).
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The UDP socket

server

Sockets

client

Timelines of system calls.
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The UDP socket

server client

socket

bind

Make a socket, bind a port.
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The UDP socket

server client
socket
bind
recvfrom blocks

Wait for a datagram, from anyone.

Sockets 13/41



The UDP socket

server client
socket
bind socket
recvfrom blocks

P

sendto

the destination, every datagram

The client sends one. No handshake, the destination supplied every call.

Sockets
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The UDP socket

server client
socket
bind socket
recvfrom blocks

the source, every datagram

e

sendto

the destination, every datagram

The server is told where it came from, which is the only way to answer.

Sockets
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The UDP socket

server client
socket
bind socket
recvfrom blocks

the source, every datagram

sendto

e

-

sendto

the destination, every datagram

recvfrom

It answers, to that address. One socket reused for many correspondents.

Sockets
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The UDP socket

server client
socket
bind socket
recvfrom blocks

/ sendto
the destination, every datagram

the source, every datagram

sendto \
recvfrom

close close

Closing costs almost nothing: cleaning some buffers.
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The TCP socket

Sockets

server

client

Timelines of system calls.
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The TCP socket

server client

socket
bind

listen

Make a socket, bind a port, listen for client.
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The TCP socket

client

server
socket
bind
listen
accept waiting/blocking

Sockets

Wait until a client appears.
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The TCP socket

server client

socket

bind
socket
listen

. . connect
accept waiting/blockin

The client connects. The three-way handshake happens underneath.
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The TCP socket

server client

socket

bind
socket
listen

. . connect
accept waiting/blockin

returns a second socket

A new socket, one per client. The first keeps listening (server socket).
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The TCP socket

server client

socket

bind
socket
listen

. . connect
accept waiting/blockin

returns a second socket
send

recv e

The client writes, the server reads.
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The TCP socket

server client

socket

bind
socket
listen

. . connect
accept waiting/blockin

returns a second socket
send

recv e

send

—> recv

And back: the server writes, the client
reads. The stream runs both ways.
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The TCP socket

server

socket
bind

listen

accept waiting/blockin

returns a second socket

recv e

send

close

client
socket
connect
send
—> recv
close

Closed at both ends to terminate stream.

Sockets
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The TCP socket

server client

socket
bind
listen

_______________ >»accept

returns a second socket

i
1
1
1
1
: recv
1
| send
1
1

Sockets

waiting/blockin

Then accept again: clients are served
one at a time, each waiting its turn.

socket

connect

send

recv

close
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A TCP server, in Python

B AF_INET, SOCK_STREAM: an
import socket address, and a transport

protocol.
s = socket.socket(socket.AF_INET,

socket.SOCK_STREAM)
s.bind((”0.0.0.0", 8080))
s.listen()

while True:
conn, addr = s.accept()
data = conn.recv (4096)
conn.sendall (data)
conn.close ()
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B AF_INET, SOCK_STREAM: an
import socket address, and a transport

protocol.
s = socket.socket(socket.AF_INET,

socket.SOCK_STREAM) B bind claims the port; listen
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A TCP server, in Python

B AF_INET, SOCK_STREAM: an

import socket address, and a transport
protocol.

s = socket.socket(socket.AF_INET,

socket.SOCK_STREAM) B bind claims the port; listen
s.bind(("0.0.0.0", 8080)) says the socket is a server’s.
s.listen()
B accept returns another socket:

R the conversation with one client.

conn, addr = s.accept()
data = conn.recv (4096)
conn.sendall (data)
conn.close ()
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A TCP server, in Python

import socket

s = socket.socket(socket.AF_INET,
socket.SOCK_STREAM)

s.bind(("0.0.0.0", 8080))

s.listen()

while True:
conn, addr = s.accept()
data = conn.recv (4096)
conn.sendall (data)
conn.close ()

Sockets

AF_INET, SOCK_STREAM: an
address, and a transport
protocol.

bind claims the port; listen
says the socket is a server’s.

accept returns another socket:
the conversation with one client.

One client at a time.
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One server, many clients

server

socket, bind, listen

accept

One listening socket, and one process.
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One server, many clients

server client A

socket, bind, listen

accept
connect

A client connects, and accept returns a second socket.
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One server, many clients

server client A

socket, bind, listen

accept
connect

<

—_— child for A
fork

accept

fork: the child process keeps the client
socket, the server goes back to accept.
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One server, many clients

server client A

socket, bind, listen

accept
connect
<
—>| childforA
fork
accept the conversation
>
—>
<
<

Child process talks to A until conversation ends.
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One server, many clients

server l client A l client B
socket, bind, listen
accept
connect
<
—_— child for A
fork
accept the conversation
3>
—>
<
<
connect
<
—— child for B
fork
accept

Meanwhile B connects, and is handled by a process of its own.
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One server, many clients

server l client A l client B
socket, bind, listen
accept
connect
<
—_— child for A
fork
accept the conversation
3>
—>
<
<
connect
<
—— child for B
fork and the next conyersation
accept atiol
—>

Two conversations in parallel, the server socket never stopped listening.
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What the TCP socket does not do

B The number of send calls do not necessarily correspond to number of recv calls.
A TCP stream has no message/datagram boundaries.
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What the TCP socket does not do

B The number of send calls do not necessarily correspond to number of recv calls.
A TCP stream has no message/datagram boundaries.

B send returning means data arrived within a user process:
TCP considers this as arrived, but the process may still crash.
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The file that ran out

B Every host once kept a file naming every other host.

Domain Name System (DNS) 18/41



The file that ran out

B Every host once kept a file naming every other host.

B Many operating systems still have one, and looks there first:

UNIX: /etc/hosts
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Windows: C:\Windows\System32\Drivers\etc\hosts
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The file that ran out

B Every host once kept a file naming every other host.

B Many operating systems still have one, and looks there first:

UNIX: /etc/hosts
Mac OS: /private/etc/hosts
Windows: C:\Windows\System32\Drivers\etc\hosts

B Too much effort to keep it accurate for world-wide naming.
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Hostnames and domains

B | abels, separated by dots, read right to left: flits.cs.vu.nl.
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B Ends with a dot, the root: .
B Top-level domains are registered, run by somebody:
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Hostnames and domains

B | abels, separated by dots, read right to left: flits.cs.vu.nl.
B Ends with a dot, the root: .

B Top-level domains are registered, run by somebody:
.n1 by SIDN (Stichting Internet Domeinregistratie Nederland)
the root by ICANN.

B .local, .lan: reserved.
B 253 characters total, 63 per section label. Case does not matter.

B Punycode for international names:
bicher.de — xn--bcher-kva.de
HAGE. jp — xn--wgv71al19e. jp

B Homographs for fake names:
xn--pple-43d.com < apple.com
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One tree, cut into zones

(the root)

com /////////////// // \\\:::\\\\\\\\\\\\\\\\\\\\‘
/ \nlda
/ \

law

flits
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One tree, cut into zones

read from the root to the leaf (RTL): the I’OOT

flits.cs.vu.nl. N / / \\
/ T

/ \ nlda

law

flits
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One tree, cut into zones

(the root)

)
flits.cs.vu.nl. / / \\
- : \

vu nlda

read from the root to the leaf (RTL):

‘ one zone: what one
administrator answers for
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One tree, cut into zones

read from the root to the leaf (RTL): the I’OOt

)
com org

STa—— / / \\

Ccs

and a zone below it: cs runs its own flits
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One tree, cut into zones

read from the root to the leaf (RTL): the I’OOt

flits.cs.vu.nl. / \\

com \
vu nlda
7\
cs law
‘ one zone: what one
administrator answers for
and a zone below it: cs runs its own flits
[ A zone boundary is a delegation of authority. ]
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Resolving a name

H

asks once

local resolver

walks the tree, and remembers

a root server

a .nl server

nlda.nl’s server

Nobody holds the whole tree. The question is passed down it.

Domain Name System (DNS)

Each arrow is a single UDP packet.
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Resolving a name

a root server

H local resolver a .nl server

asks once
walks the tree, and remembers

nlda.nl’s server

The host asks its resolver, and waits
for a real answer: a recursive query.

Each arrow is a single UDP packet.

Domain Name System (DNS)
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answers with a referral, not an address.
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a root server try .nl

H local resolver a .nl server

asks once
walks the tree, and remembers

nlda.nl’s server

The resolver asks a root server, which
answers with a referral, not an address.

Each arrow is a single UDP packet.
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Resolving a name

H

a root server

local resolver

asks once

walks the tree, and remembers

a .nl server

nlda.nl’s server

So the resolver asks again, one level down. These are iterative

Domain Name System (DNS)

Each arrow is a single UDP packet.

queries: partial answers, and the work stays with the asker.

try .nl
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asks once
walks the tree, and remembers

nlda.nl’s server

So the resolver asks again, one level down. These are iterative
queries: partial answers, and the work stays with the asker.

Each arrow is a single UDP packet.
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Resolving a name

H

asks once

Domain Name System (DNS)

a root server

local resolver _

walks the tree, and remembers

Each arrow is a single UDP packet.

a .nl server

nlda.nl’s server

The authoritative server is the one that holds the record.

try .nl

try ns1.nlda.nl
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Resolving a name

a root server try .nl

H local resolver [ > a.nlserver try ns1.nlda.nl

asks once
walks the tree, and remembers

nlda.nl’s server | 145.24.0.10

The authoritative server is the one that holds the record.

Each arrow is a single UDP packet.
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Resolving a name

a root server try .nl

H local resolver [ > a.nlserver try ns1.nlda.nl

asks once
walks the tree, and remembers

nlda.nl’s server | 145.24.0.10

The resolver answers the host, and may cache the answer.

Each arrow is a single UDP packet.
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Resolving a name

a root server
2
3
1 = 4
H local resolver [ a .nl server
8 5
asks once 6

Domain Name System (DNS)

walks the tree, and remembers

nlda.nl’s server

Each name can be served by many machines,
geographically distributed: redundancy, so a
failure or an outage does not take the zone down.

Each arrow is a single UDP packet.

try .nl

try ns1.nlda.nl

145.24.0.10
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What is kept, and for how long

B Every answer may be cached, referrals included.
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What is kept, and for how long

B Every answer may be cached, referrals included.

B Each record carries a time to live (ranging from a day to a couple of minutes).
B A cached answer is not authoritative: the old address is still handed out.

B Time to live is a choice: how fast you can change records versus request load.
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What a domain name record holds

type holds

A an IPv4 address

AAAA an IPv6 address

NS the name of a server for this zone

MX where to deliver mail for this domain

CNAME the name alias

PTR the name for an address, backwards

TXT text record: e.g. proof of ownership, mail policy

A record is a domain name, a time to live, a type, and a value.
One domain name can hold multiple records, and thus several addresses.

Domain Name System (DNS) 23/41



One question, one packet

B One UDP datagram to port 53, and one back. No handshake.
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One question, one packet

B One UDP datagram to port 53, and one back. No handshake.
B |ost? Ask again.

B |ost again? Try another name server.

B A 16-bit identifier matches the answer to the question.
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One question, one packet

One UDP datagram to port 53, and one back. No handshake.
Lost? Ask again.

Lost again? Try another name server.

A 16-bit identifier matches the answer to the question.

DNS hijacking: snoop traffic, retrieve ID, and answer first with fake result.
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DORA: four messages, and a host has an address

a new host

the DHCP server

A host that has just been plugged in has
no address. Using DHCP it asks for one.

Dynamic Host Configuration Protocol (DHCP)
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DORA: four messages, and a host has an address

a new host

DISCOVER

the DHCP server

from ©.0.0.0 to 255.255.255.255

Discover. |t broadcasts over UDP, and the server
knows the client by the MAC address in the packet.

Dynamic Host Configuration Protocol (DHCP)
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DORA: four messages, and a host has an address

a new host

DISCOVER

the DHCP server

OFFER

to one MAC address

Offer: a server proposes an address it is holding.

Dynamic Host Configuration Protocol (DHCP)

from ©.0.0.0 to 255.255.255.255
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DORA: four messages, and a host has an address

a new host

DISCOVER

the DHCP server

OFFER

REQUEST

to one MAC address
broadcast again

Request the offered address — broadcast again,
so the DHCP servers not chosen hear it too.

Dynamic Host Configuration Protocol (DHCP)

from ©.0.0.0 to 255.255.255.255
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DORA: four messages, and a host has an address

the DHCP server

from ©.0.0.0 to 255.255.255.255

broadcast again

a new host
DISCOVER
OFFER
< REQuesT  [© One MAG address
ACK >
Acknowledge. Now the host may use the IP address.

Dynamic Host Configuration Protocol (DHCP)
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DORA: four messages, and a host has an address

a new host

DISCOVER

the DHCP server

OFFER

from ©.0.0.0 to 255.255.255.255

REQUEST

to one MAC address
broadcast again

ACK

address, mask, gateway, DNS|servers, and a lease

Not just an address: everything needed to be on the network at all.

Dynamic Host Configuration Protocol (DHCP)
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Borrowed, not owned

B An address is a lease, for a fixed time. Renew it, or lose it.
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Borrowed, not owned

B An address is a lease, for a fixed time. Renew it, or lose it.

B The lease ensures the address can be reused.

B The DHCP server need not be on the same segment: a router can relay the broadcast.

B Hands out more: IP address, subnet mask, default gateway, DNS servers, time servers, etc.
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Borrowed, not owned

An address is a lease, for a fixed time. Renew it, or lose it.

The lease ensures the address can be reused.

The DHCP server need not be on the same segment: a router can relay the broadcast.
Hands out more: IP address, subnet mask, default gateway, DNS servers, time servers, etc.

Rogue DHCP server: a false server that answers first and thus controls the configuration.

Dynamic Host Configuration Protocol (DHCP) 26/41
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Protocols you can type

$ telnet elo-nlda.nl 80

GET /login HTTP/1.1 sent
Host: elo-nlda.nl
(an empty line: that is the end of the request)

HTTP/1.1 200 OK received
Content-Type: text/html; charset=utf-8

B Lines of text over a TCP stream, ending in an empty line.
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Protocols you can type

$ telnet elo-nlda.nl 80

GET /login HTTP/1.1
Host: elo-nlda.nl

HTTP/1.1 200 OK
Content-Type: text/html; charset=utf-8

sent

(an empty line: that is the end of the request)

received

B Lines of text over a TCP stream, ending in an empty line.
B Easy to implement, easy to extend, easy to read off the wire.

HyperText Transfer Protocol (HTTP)
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HTTP: a request, and a response

browser server

a TCP connection

One page is not one transfer.

HyperText Transfer Protocol (HTTP) 28/41



HTTP: a request, and a response

browser server

a TCP connection

GET /login HTTP/1.1, Host: elo-nlda.nl

A method, a path, a version, and headers. Host
is what lets one machine serve many Web sites.
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HTTP: a request, and a response

browser server

a TCP connection

GET /login HTTP/1.1, Host: elo-nlda.nl

200 0K, and the page

A status line, headers, and the body.
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HTTP: a request, and a response

browser server

a TCP connection

GET /login HTTP/1.1, Host: elo-nlda.nl

200 0K, and the page

GET /style.css

The page says what else it needs, so the
browser asks again using the same connection.
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HTTP: a request, and a response

browser server

a TCP connection

GET /login HTTP/1.1, Host: elo-nlda.nl

200 0K, and the page

GET /style.css

404 Not Found

Opening a new connection would cost
the handshake RTT and TCP slow start.
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HTTP requests and responses

method

GET read resource

POST update resource
PUT create resource
DELETE  delete resource
HEAD return headers only

status

2XX here it is

3xx look elsewhere (or not changed)
4xx your fault: 404, 403

5xX our fault: 500, 503

Nothing in any of this is secret: the request, the headers and the page cross the network in plain text.
HTTPS is the same protocol inside TLS (next lecture).

HyperText Transfer Protocol (HTTP)
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The URL: Uniform Resource Locator

https| |[:// elo-nlda.nl 443 /login
scheme host resource identifier
(a domain name or an IP address)
port

HyperText Transfer Protocol (HTTP)

scheme://host:port/path.
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The URL: Uniform Resource Locator

https| |[:// elo-nlda.nl 1443 /login

scheme host resource identifier
(a domain name or an IP address)

port left out, nearly always: http means 80, https means 443

www is @ habit: a host that used to be the one machine serving the public.
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One click, four addresses

[ application ] https://elo-nlda.nl/login
v
l transport l port 443
v
[ network ] 213.136.31.208
v
[ datalink ] 00:1b:21:3c:4d:5e
v
[ physical l raw bits

One link clicked on in a Web browser,
and the four addresses that sit below.
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¢ the scheme says 443
l transport l port 443
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Each layer turns the address it was handed
into the one the layer below can use.
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One click, four addresses

[ application ] https://elo-nlda.nl/login

¢ the scheme says 443
l transport l port 443

¢ DNS says the address
[ network ] 213.136.31.208
[ datalink ] 00:1b:21:3c:4d:5e
[ physical l raw bits

Each layer turns the address it was handed
into the one the layer below can use.
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One click, four addresses

[ application ] https://elo-nlda.nl/login
¢ the scheme says 443
l transport l port 443
¢ DNS says the address
[ network ] 213.136.31.208
¢ DHCP gives the gateway,
and ARP says its MAC
[ datalink ] 00:1b:21:3c:4d:5e
[ physical raw bits

The application layer is where the chain starts.
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One click, four addresses

[ application ] https://elo-nlda.nl/login
¢ the scheme says 443
l transport l port 443
¢ DNS says the address
[ network ] 213.136.31.208
¢ DHCP gives the gateway,
and ARP says its MAC
[ datalink ] 00:1b:21:3c:4d:5e
¢ which interface (NIC)
[ physical raw bits

The application layer is where the chain starts.

HyperText Transfer Protocol (HTTP) 31/41
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Four kinds of service

naming

information

timing

administrative

Other applications

DNS

HTTP, FTP, SMTP

NTP, PTP

DHCP, WHOIS

a domain name into an IP address

a document, a file, an e-mail

clock synchronisation

who may use this address, and who holds it

32/41



FTP: two connections

control: port 21, and it stays open

client server

Commands on one connection, bytes on another.
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FTP: two connections

control: port 21, and it stays open

client server
A

-
data: a second connection, one per transfer

Works when the network satisfies the end-to-end principle.

B Active: the client says which port it is listening on, and the server connects back to it.
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Works when the network satisfies the end-to-end principle.

B Active: the client says which port it is listening on, and the server connects back to it.

B Which fails behind a NAT or a firewall: nothing outside can open a connection inwards.
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FTP: two connections

control: port 21, and it stays open

client server
A

-
data: a second connection, one per transfer

The protocol was changed to suit the network it found itself in.

B Active: the client says which port it is listening on, and the server connects back to it.
B Which fails behind a NAT or a firewall: nothing outside can open a connection inwards.

B Passive: the server names a port and the client connects to that as well. Both connections then
go outwards, and it works.
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FTP: the control dialogue

USER alice — 331 password needed

PASS x%x%* — 230 logged in

CWD notes — 250 directory changed

PASV — 227 passive (ip,port)

RETR lecture.pdf — 150 / 226 sent on the data connection
QUIT — 221 goodbye

B Commands are text: USER/PASS log in, CWD/LIST navigate, RETR/STOR move files, PASV/PORT open
the data connection.
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QUIT — 221 goodbye

B Commands are text: USER/PASS log in, CWD/LIST navigate, RETR/STOR move files, PASV/PORT open
the data connection.
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FTP: the control dialogue

USER alice — 331 password needed

PASS x%x%* — 230 logged in

CWD notes — 250 directory changed

PASV — 227 passive (ip,port)

RETR lecture.pdf — 150 / 226 sent on the data connection
QUIT — 221 goodbye

B Commands are text: USER/PASS log in, CWD/LIST navigate, RETR/STOR move files, PASV/PORT open
the data connection.

B Replies are three-digit codes, like HTTP’s: 2xx done, 3xx more needed, 4xx/5xx failed.
B AURL wrapsiitall: ftp://alice@ftp.example.org/notes/lecture.pdf

Other applications 34/41



The e-mail message

From: alice@elo-nlda.nl

To: bob@example.org

Subject: Lecture notes

Content-Type: text/plain; charset=utf-8
Hi Bob,

Here are the notes from today.

-- Alice

B Headers, a blank line, a body. Every server adds a Received line.
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-- Alice
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The e-mail message

From: alice@elo-nlda.nl

To: bob@example.org

Subject: Lecture notes

Content-Type: text/plain; charset=utf-8
Hi Bob,

Here are the notes from today.

-- Alice

B Headers, a blank line, a body. Every server adds a Received line.
B The body was seven-bit ASCII: no accents, no attachments.

B MIME (Multipurpose Internet Mail Extension): a content type, and base64 encoding to write
bytes as letters.

B Those content types now label the whole Web too.
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E-mail: submitted, transferred, delivered

Other applications

mail client

user agent

their mail server

transfer agent

the recipient’s
transfer agent

Two kinds of program: the one a person

uses, and the one that runs day and night.

mail client
user agent
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E-mail: submitted, transferred, delivered

Other applications

mail client

user agent

SMTP

| their mail server

transfer agent

the recipient’s
transfer agent

mail client
user agent

Submission: the message is handed to a server that will keep trying.
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E-mail: submitted, transferred, delivered

Other applications

mail client

user agent

SMTP

| their mail server

transfer agent

SMTP

the recipient’s
transfer agent

which server? the MX record says

mail client

user agent

Transfer: server to server, and the destination is found in DNS.
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E-mail: submitted, transferred, delivered

SMTP SMTP IMAP/POP

mail client | their mail server the recipient’s mail client
user agent transfer agent transfer agent user agent

which server? the MX record says

Final delivery is a different protocol: the mailbox sits on
the server and is read from it, over IMAP (or the older POP).
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E-mail: submitted, transferred, delivered

mail client

user agent

SMTP

| their mail server

transfer agent

SMTP

the recipient’s
transfer agent

Final delivery is a different protocol: the mailbox sits on
the server and is read from it, over IMAP (or the older POP).

which server? the MX record says

IMAP/POP

mail client

user agent

B Servers act on the envelope; the headers are meta-data. May contain bogus.

Other applications
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E-mail: submitted, transferred, delivered

mail client

user agent

SMTP

| their mail server

transfer agent

SMTP

the recipient’s
transfer agent

Final delivery is a different protocol: the mailbox sits on
the server and is read from it, over IMAP (or the older POP).

which server? the MX record says

IMAP/POP

mail client

user agent

B Servers act on the envelope; the headers are meta-data. May contain bogus.

B SMTP Simple Mail Transfer Protocol, IMAP Internet Message Access Protocol.

Other applications
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SMTP and IMAP, on the socket

SMTP port 587

220 ESMTP ready
EHLO relay
250 OK
MAIL FROM:<alicee@..>
RCPT TO:<bobe@. .>
DATA
354 go ahead

message . . .
250 queued
QUIT

OunmoOmooonoon

IMAP port 143

O L ;o nmmonmo

al LOGIN bob #x*x
al OK

a2 SELECT INBOX

* 3 EXISTS

a2 0K

a3 FETCH 3 BODY[]

message . . .

a3 OK
a4 LOGOUT

B SMTP pushes a message to a server — commands and three-digit replies; IMAP pulls from a
mailbox that stays on the server — tagged commands, tagged replies.

Other applications
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What time is it, and who says so

B NTP (Network Time Protocol): ask, and subtract the round trip time (RTT). Milliseconds.
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What time is it, and who says so

NTP (Network Time Protocol): ask, and subtract the round trip time (RTT). Milliseconds.
PTP (Precision Time Protocol): the network switch stamps the packet itself. Sub-microsecond.

A log of actions without a clock cannot be compared against other machine’s logs.
Many hidden dependencies on time: e.g. validity of information of certain duration.

Which makes the clock an attractive target for attack (clock skewing).
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Clock skew, measured

[d Real Time Clock Skew Estimation over Network Delays Fober et al. (2005)

Other applications

180

frames
8

Latency jitters, but its floor climbs steadily: that slope is the clock skew.

T
latency variation

clock skew
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What the application layer does not do either

What is still open

no confidentiality

— TLS, IPsec
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What the application layer does not do either

no confidentiality

no authenticity

traffic you do not want

connecting with untrusted networks

— TLS, IPsec

— certificates

— firewalls, isolation

— VPNs, diodes

Every protocol in this layer is designed for trusted networks

(functionality): security is another concern (non-functional).

What is still open
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Where we are

/L\pplicatior\

Transport

Network

Datalink

\\ Physical /

end-to-end functionality

streams or datagrams

packets, end to end

frames, one link

bits on a medium

Every layer, covered: the whole stack, end to end.

What is still open
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Problems: sockets

B 1. listen is a blocking call. Is this strictly necessary? If not, explain how a non-blocking primitive
could be used, and what advantage that would have.
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Problems: sockets

B 1. listen is a blocking call. Is this strictly necessary? If not, explain how a non-blocking primitive
could be used, and what advantage that would have.

B 2. The transport primitives assume an asymmetry: one end listens, the other connects. In
peer-to-peer applications such as BitTorrent every end point is a peer, with no server and no
client. How can the same primitives be used to build one?

Tanenbaum & Wetherall, Computer Networks, 5th edition, §6.1.2 and §6.1.3, chapter 6 problems 1 and
2.

Problems



Problems: DNS

B 3. Suppose every DNS server in the world crashed at the same moment. How much of the
Internet could you still use, and for how long?
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Problems: DNS

B 3. Suppose every DNS server in the world crashed at the same moment. How much of the
Internet could you still use, and for how long?

B 4. DNS uses UDP rather than TCP, so a lost query is not recovered automatically. Is that a
problem? If so, how is it solved?

Tanenbaum & Wetherall, Computer Networks, 5th edition, §7.1, chapter 7 problems 3 and 4.
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Problems: DNS and URLs

B 6. Can a machine with a single DNS name have several IP addresses? How would that come
about?
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Problems: DNS and URLs

B 6. Can a machine with a single DNS name have several IP addresses? How would that come
about?

B 23. A URL may carry an IP address instead of a name. Use that to explain why a DNS name

may not end in a digit.

Tanenbaum & Wetherall, Computer Networks, 5th edition, §7.1 and §7.3, chapter 7 problems 6 and 23.
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Problems: the web

B 33. A page holds one link, www. info-source.com/welcome.html. The user clicks it, a TCP
connection is opened, and a series of lines is sent to the server. List them.
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Problems: the web

B 33. A page holds one link, www. info-source.com/welcome.html. The user clicks it, a TCP
connection is opened, and a series of lines is sent to the server. List them.

B 34. If-Modified-Since asks whether a cached copy is still good. Is that more effective for JPEG
images or for HTML pages? Say first what you mean by effective.

Tanenbaum & Wetherall, Computer Networks, 5th edition, §7.3, chapter 7 problems 33 and 34.
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Problems: mail and files

B 16. An out-of-office reply is set up in the user agent. Is it the user agent or the transfer agent that
actually sends the replies? Explain.

Problems



Problems: mail and files

B 16. An out-of-office reply is set up in the user agent. Is it the user agent or the transfer agent that
actually sends the replies? Explain.

B 24. Someone puts a document for review in the FTP directory
ftp/pub/forReview/newProof.pdf. What is the URL likely to be?

Tanenbaum & Wetherall, Computer Networks, 5th edition, §7.2 and §7.3, chapter 7 problems 16 and
24.
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