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Confidentiality, integrity, availability

confidentiality
\ T / B Confidentiality: nobody else can read it.
\ / B Integrity: no (undetected) change.
\

//
\

® Authenticity: who really sent it.

/ ® Non-repudiation: cannot be denied.

mtegnty / availability

What security means

1/53


https://refs.drheap.org/samonas2014strikes/
https://refs.drheap.org/samonas2014strikes/

Confidentiality, integrity, availability

confidentiality
/ B Confidentiality: nobody else can read it.
/ B Integrity: no (undetected) change.

® Authenticity: who really sent it.

® Non-repudiation: cannot be denied.

integrity availability . .
//' / B Availability: usable when needed.

[ The CIA Strikes Back: Redefining Confidentiality, Integrity and Availability in Security
Samonas and Coss (2014)
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Security is not a feature

® The protocols so far are functional but unprotected.
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Security is not a feature

® The protocols so far are functional but unprotected.
®m They assume a network of known, trusted participants.

m Security is a non-functional concern, added per layer.
m Security mechanisms this lecture; attacks on them next lecture.

More detail: Cyber technology and protection (TCYB)
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Hackers

irregularly since 1985; issue 71 ir
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Hackers

B Phrack: a hacker magazine, published

irregularly since 1985; issue 71 in 2024.

B Highly technical, written by hackers.
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Hackers

B Phrack: a hacker magazine, published

irregularly since 1985; issue 71 in 2024.

B Highly technical, written by hackers.

B Primary source for address spoofing,
sequence number attacks, tunnelling.
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Hackers

B Phrack: a hacker magazine, published Classics:
irregularly since 1985; issue 71 in 2024. B Smashing The Stack For Fun And Profit —
Aleph1, Issue 49

B The Art of Scanning — Fyodor, Issue 51

B Vudo malloc tricks — MaXX, Issue 57

B Highly technical, written by hackers.

B Primary source for address spoofing,
sequence number attacks, tunnelling.
B Once upon a free() — anonymous, Issue 57
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What each layer gives away

Application

Transport

Network

Datalink

Physical
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What each layer gives away

Application

Transport

Network

Datalink

Physical

The networking stack: attack vectors

manipulating the information system itself

session hijacking

address spoofing, rerouting

frame sniffing, spoofing

wire tapping

5/53



Physical: one wire, one tap

Bl ]

& Optical fiber tapping: methods and precautions Igbal et al. (2011)
[ The Threat of Optical Transmission Jamming Kowalczyk et al. (2023)

The networking stack: attack vectors 6/53


https://refs.drheap.org/iqbal2011optical/
https://refs.drheap.org/kowalczyk2023threat/

Physical: one wire, one tap

Bl ]

I the signal in the clear I

& Optical fiber tapping: methods and precautions Igbal et al. (2011)
[ The Threat of Optical Transmission Jamming Kowalczyk et al. (2023)

The networking stack: attack vectors 6/53


https://refs.drheap.org/iqbal2011optical/
https://refs.drheap.org/kowalczyk2023threat/

Physical: one wire, one tap

Bl ]

I the signal in the clear I

the same signal

B |ntercept: The signal is copied: frames are not malformed, no detection.

& Optical fiber tapping: methods and precautions Igbal et al. (2011)
[ The Threat of Optical Transmission Jamming Kowalczyk et al. (2023)
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Physical: one wire, one tap

4]

the signal in the clear

2]

[inject signal] E  [the same signal|

B |ntercept: The signal is copied: frames are not malformed, no detection.

B Interfere: The signal is degraded or denied.

& Optical fiber tapping: methods and precautions Igbal et al. (2011)

[ The Threat of Optical Transmission Jamming Kowalczyk et al. (2023)

The networking stack: attack vectors
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The clip-on coupler

= T e
Laser 1550
optical attenuator BER tester

a!u [u
; ,

DY, 6.

Clip-on coupler

Clip-on coupler FOD 5503
Coupling efficiency:
® 12-17 dB at 1550 nm
® 17-22dBat 1310 nm
Insertion loss:
® below 7 dB at 1310 & 1550 nm
o typical 4 dB at 1550 nm
. typical 2dB at 1310 nm

Back reflection on tapped
fiber below ~60 dB

Fig. 3. Image of the test stand and specification of the clip-on coupler
used

[d The Threat of Optical Transmission Jamming
Kowalczyk et al. (2023), Fig. 3

The networking stack: attack vectors

B A clamp, a bend, and a detector: it is

cheap equipment, sold for testing.
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The clip-on coupler
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Laser 1550
optical attenuator BER tester
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B A clamp, a bend, and a detector: it is
cheap equipment, sold for testing.

Clip-on coupler

B [t receives some of the photons (light)
Clip-on coupler FOD 5503 without cutting the fibre.

Coupling efficiency:
® 12-17 dB at 1550 nm
® 17-22dBat 1310 nm
Insertion loss:
® below 7 dB at 1310 & 1550 nm
o typical 4 dB at 1550 nm

. typical 2dB at 1310 nm
Back reflection on tapped

fiber below ~60 dB

Fig. 3. Image of the test stand and specification of the clip-on coupler
used

[d The Threat of Optical Transmission Jamming
Kowalczyk et al. (2023), Fig. 3
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The clip-on coupler
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optical attenuator BER tester

B A clamp, a bend, and a detector: it is
cheap equipment, sold for testing.
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The clip-on coupler

L
Laser 1550 and

optical attenuator BER tester

Clip-on coupler FOD 5503
Coupling efficiency:

® 12-17 dB at 1550 nm

® 17-22dBat 1310 nm
Insertion loss:

® below 7 dB at 1310 & 1550 nm
o typical 4 dB at 1550 nm

. typical 2dB at 1310 nm

B, ™ Back reflection on tapped
W e ocion 0 b

Fig. 3. Image of the test stand and specification of the clip-on coupler
used

[d The Threat of Optical Transmission Jamming
Kowalczyk et al. (2023), Fig. 3

The networking stack: attack vectors

A clamp, a bend, and a detector: it is
cheap equipment, sold for testing.

It receives some of the photons (light)
without cutting the fibre.

The same coupler works the other way:
interference by pumping photons into
the wire.

One device: intercept and interfere.

7153
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Datalink: everybody hears it on a shared medium

One segment, four stations.
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Datalink: everybody hears it on a shared medium

A B C E
SIc A SIC A SIC A SIC A
dstB dstB dst B dst B
B {1

A sends to B; the frame reaches every NIC.
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Datalink: everybody hears it on a shared medium

A B C E
Src A src A Src A Src A
dstB dstB dstB dstB
l LI LI LI
keep drop drop

The networking stack: attack vectors

Filtering happens in the receiver, after reception.
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Datalink: everybody hears it on a shared medium

A B C E
SIc A SIC A SIC A SIC A
dstB dstB dst B dst B
l LI LI LI
keep drop keep

E does not drop what is not addressed to it.

B Promiscuous mode: one flag; every frame on the segment is read.

The networking stack: attack vectors
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Datalink: everybody hears it on a shared medium

A B C E
SIc A SIC A SIC A SIC A
dstB dstB dst B dst B
l LI LI LI
keep drop keep

Now steal the MAC address of the victim.

claims B's address

B Promiscuous mode: one flag; every frame on the segment is read.
B MAC spoofing: claim another station’s address as source address.

The networking stack: attack vectors
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Datalink: everybody hears it on a shared medium

CRC fails, dropped transmits over it

B sends; E sends at the same time to jam.

B Promiscuous mode: one flag; every frame on the segment is read.
B MAC spoofing: claim another station’s address as source address.

B Jamming: transmit over somebody else’s frame; the checksum fails and the receiver discards it.

The networking stack: attack vectors 8/53



Datalink: a bridge believes what it hears

The networking stack: attack vectors

02:1a:4f:00:0a:11

A

port 1

02:1a:4f:00:0b:22

B

port 2

the attacker

c

port 3

a bridge

The table is learned from the source address of
each arriving frame, and nothing authenticates it.

MAC
02:1a:4f:00:0a:11
02:1a:4f:00:0b: 22

port
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Datalink: a bridge believes what it hears

The networking stack: attack vectors

02:1a:4f:00:0a:11

02:1a:4f:00:0b:22

the attacker

A B C
src A A
dstB
port 1 port 2 port 3
a bridge

A frame for B goes out of port 2 alone.

MAC
02:1a:4f:00:0a:11
02:1a:4f:00:0b:22

port
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Datalink: a bridge believes what it hears

02:1a:4f:00:0a:11 02:1a:4f:00:0b:22 the attacker
A B C
invented
source addresses
port 1 port 2 port 3 v
a bridge
MAC port

02:1a:4f:00:0a:11 1
02:1a:4f:00:0b:22 2
3c:9a:07:e1:55:d0 3
7f:01:c3:88:2b:6e 3
b2:44:de:19:70:0c 3

C sends frames from addresses that do not exist.
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Datalink: a bridge believes what it hears

02:1a:4f:00:0a:11 02:1a:4f:00:0b:22 the attacker
A B C
port 1 port 2 port 3
a bridge
MAC port
d0:55:e1:07:9a:3c 3

6e:2b:88:¢3:01:7f
3c:9a:07:e1:55:d0
7f:01:c3:88:2b:6e
b2:44:de:19:70:0c

@ oW W w

The table is finite: the entries for A and B are evicted to make room.
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Datalink: a bridge believes what it hears

02:1a:4f:00:0a:11 02:1a:4f:00:0b:22 the attacker
A B C
o 1 /N e same frame]
dstB the same frame
port 1 port 2 port 3
a bridge
MAC port
d@:55:e1:07:9a:3c 3

6e:2b:88:¢3:01:7f
3c:9a:07:e1:55:d0
7f:01:c3:88:2b:6e
b2:44:de:19:70:0c

@ oW W w

With no entry for B, the frame is flooded — out of
port 3 as well. C now receives traffic addressed to B.
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Network: ARP poisoning

A E R
o o o
10.1.1.5 10.1.1.9 10.1.1.1

A frame needs the gateway’s hardware address.
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Network: ARP poisoning

A E R
[broadcast: who has 10.1.1.12] l
|} |} |}
10.1.1.5 10.1.1.9 10.1.1.1

The networking stack: attack vectors

A broadcasts an ARP request.
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Network: ARP poisoning

A E R
[broadcast: who has 10.1.1.1?] l
o o o
10.1.1.5 10.1.1.9 10.1.1.1

Any station may reply. E replies first.

The networking stack: attack vectors 10/53



Network: ARP poisoning

A E R
[broadcast: who has 10.1.1.1?] l
o o o
10.1.1.5 10.1.1.9 10.1.1.1

Astable: 10.1.1.1 - E

A caches the pair. ARP poisoning: E is on the
path, and forwards on, so the traffic still arrives.
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Network: source address spoofing

10.1.1.9 10.3.1.9

A router forwards on the destination address.
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Network: source address spoofing

10.1.1.9 10.3.1.9

The source address is written by the sender. E writes another host’s.
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Network: source address spoofing

src 198.51.100.4 .
dst 10.3.1.9 m delivered, unchanged
- & N '

10.1.1.9 10.3.1.9

Neither router verifies it.
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Network: source address spoofing

src 198.51.100.4 )
dst 10.3.1.9 m m delivered, unchanged
- N\ N, Y

10.1.1.9 10.3.1.9

|and the reply goes to 198.51. 100.4'

The reply goes to a host that never asked: a reflection.
The sender is not identifiable from the packet.
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Network: route hijacking

AS 64510

holds 10.1.0.0/16 AS 64500 AS 64530

AS 64520

An announcement is unverified, and neighbours accept it.

A Survey of BGP Security Issues and Solutions Butler et al. (2010)
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A Survey of BGP Security Issues and Solutions Butler et al. (2010)

The networking stack: attack vectors 12/53


https://refs.drheap.org/butler2010survey/

Network: route hijacking

AS 64510

10.1.0.0/16
AS 64500 AS 64530

AS 64520

10.1.42.0/24 via 64520

AS 64520 announces a more specific prefix it does not hold.

A Survey of BGP Security Issues and Solutions Butler et al. (2010)
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Network: route hijacking

AS 64510

10.1.0.0/16
AS 64500 AS 64530

‘/
AS 64520

10.1.42.0/24 via 64520

Longest prefix match sends the traffic to 64520: a route hijack.

A Survey of BGP Security Issues and Solutions Butler et al. (2010)
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https://refs.drheap.org/butler2010survey/

Transport: TCP session hijacking

A E B

SYN, seq = x

SYN ACK, seq = y

ACK

established

Three-way handshake, and the connection exists.
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Transport: TCP session hijacking

A E B

SYN, seq = x

SYN ACK, seq = y

ACK

established

E is on the path and has read the sequence numbers.
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Transport: TCP session hijacking

A E B

SYN, seq = x

SYN ACK, seq = y

ACK

established
seq = x+n, and inject own data

A segment is accepted when its numbers fit: E writes into the stream.
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Transport: TCP session hijacking

A E B

SYN, seq = x

SYN ACK, seq = y

ACK

established
seq = x+n, and inject own data

e

or one RST

Or ends it with one RST, so B re-establishes
connection: session hijacking.
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Transport: port scanning

® A port scan sends the first handshake packet (SYN) to each port in turn:
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Transport: port scanning

® A port scan sends the first handshake packet (SYN) to each port in turn:
detects which services a host runs, without completing a single connection.

B SYN ACK: open. RST: closed. No answer: filtered — that silence indicates a
firewall.
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Transport: port scanning

® A port scan sends the first handshake packet (SYN) to each port in turn:
detects which services a host runs, without completing a single connection.

B SYN ACK: open. RST: closed. No answer: filtered — that silence indicates a
firewall.

B Port knocking: ports stay closed until a secret sequence of connection attempts arrives.

B Security through obscurity and steganography.

The networking stack: attack vectors 14/53



Application: DNS cache poisoning

local resolver

a .nl server

The resolver walks the tree and caches the answers.

The networking stack: attack vectors
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Application: DNS cache poisoning

which server holds it2 a .nl server

local resolver

One question, one UDP datagram, one 16-bit question identifier.

The networking stack: attack vectors
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Application: DNS cache poisoning

which server holds it2 a .nl server

H local resolver

right identifier, wrong address

E snoops the identifier and answers first.
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Application: DNS cache poisoning

which server holds it2 a .nl server

he real answer, too late

H local resolver

right identifier, wrong address

The real answer arrives second and is discarded.
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Application: DNS cache poisoning

which server holds it2 a .nl server

H local resolver

he real answer, too late

cached, for as long as its
time to live says

right identifier, wrong address

Cache poisoning: every host behind the resolver
is sent to E’s address, until the record expires.

The networking stack: attack vectors



Application: rogue DHCP servers

a new host the DHCP server E

A host with no address asks whoever is listening.

The networking stack: attack vectors 16/53



Application: rogue DHCP servers

a new host the DHCP server E

DISCOVER, broadcast — heard by both

The request is broadcast; any station may answer.
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Application: rogue DHCP servers

a new host the DHCP server E

DISCOVER, broadcast — heard by both

OFFER: address, gatewdy, resolver

E answers first, with its own gateway and resolver.
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Application: rogue DHCP servers

a new host the DHCP server E

DISCOVER, broadcast — heard by both

OFFER: address, gatewdy, resolver

<

OFFER, second

The real offer arrives second and is not taken. A
rogue DHCP server sets the host’s default route.

The networking stack: attack vectors 16/53



Remote control

m A shell: give the system commands to execute.
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Remote control

m A shell: give the system commands to execute.
® A remote shell gives access to another machine:

commands over the network, and output sent back.
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B rlogin, rsh, rcp: log in, run command, copy file, on another machine.
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Remote control

m A shell: give the system commands to execute.

® A remote shell gives access to another machine:
commands over the network, and output sent back.

B rlogin, rsh, rcp: log in, run command, copy file, on another machine.
m Pseudo-authentication based on source address: which clients are allowed.
® A source address can be spoofed, and everything travelled in the clear!

m SSH (Secure Shell): the same, but encrypted and authenticating the user.

The networking stack: attack vectors 17/583



Possible systems for authentication

m By IP address: trusted hosts.
A spoofed source address?
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Possible systems for authentication

m By IP address: trusted hosts.
A spoofed source address?

m By MAC address: trusted devices/manufacturers.

A misbehaving NIC?
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Each identifies a channel, not a party: pseudo-authentication.
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Possible systems for authentication

m By IP address: trusted hosts.
A spoofed source address?

m By MAC address: trusted devices/manufacturers.
A misbehaving NIC?

Each identifies a channel, not a party: pseudo-authentication.

m By password: telnet, http, ftp, imap, etc.
Visible to anyone on the path?
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Possible systems for authentication

m By IP address: trusted hosts.
A spoofed source address?

m By MAC address: trusted devices/manufacturers.
A misbehaving NIC?

Each identifies a channel, not a party: pseudo-authentication.

m By password: telnet, http, ftp, imap, etc.
Visible to anyone on the path?

® By domain name: put a token in zone to show ownership.
Depends on DNS security?
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Possible systems for authentication

m By IP address: trusted hosts.
A spoofed source address?

m By MAC address: trusted devices/manufacturers.
A misbehaving NIC?

Each identifies a channel, not a party: pseudo-authentication.

m By password: telnet, http, ftp, imap, etc.
Visible to anyone on the path?

® By domain name: put a token in zone to show ownership.
Depends on DNS security?

Attribution problem: whose domain name, IP address, AS number?

WHOIS database records ownership.
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Overview

1. What security means

2. The networking stack: attack vectors

3. The networking stack: defence mechanisms

4. Public Key Infrastructure and certificates

5. Cyber operations
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What the defences have to provide

confidentiality

integrity

authenticity

non-repudiation

availability

The networking stack: defence mechanisms

isolation, encryption
the bytes are unreadable

a message authentication code (MAC)
any change fails the check

a signature under the message
ensures the receiver knows who it was sent by

a certificate only the sender can create
ensures the sender cannot deny sending it

filtering, surveillance, capacity planning, redundancy

ensure the network survives coordinated attacks
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Isolation: physical layer security

high side
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of retransmission.
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Isolation: physical layer security

a data pump adds this path back

high side diode low side
classified the Internet

one transmit wire/fibre,
and no wire/fibre in return

B A data diode: nothing can return, so TCP cannot be used. Data is sent with redundancy instead
of retransmission.

B A data pump returns acknowledgements and flow control: delivery becomes reliable, but now
also a channel exists in the other direction (less secure).

B The data diode’s guarantee is physical; the data pump allows for a side-channel.
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Encryption: basic principles

plaintext @110 1001 1100 0101
@ key 1101 0100 0110 1110

ciphertext 1011 1101 1010 1011

The networking stack: defence mechanisms
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Encryption: basic principles

plaintext 0110 1001 1100 0101
© key 1101 0100 0110 1110 encrypt

ciphertext 1011 1101 1010 1011

ciphertext 1011 1101 1010 1011
@ key 1101 0100 0110 1110 decrypt

plaintext 0110 1001 1100 0101

B Ciphertext indistinguishable from random data: no pattern of the plaintext may survive.

B Perfect secrecy: a key as long as the message, random, used once, known only to the two
ends. The ciphertext then says nothing at all: the one-time pad (OTP).

B Key distribution is the problem: that key has to reach the other end in advance, in secret.

B So in practice, ciphers shorten the key: 256 to 4096 bits, expanded into a keystream or applied
block by block. Secrecy becomes computational rather than perfect.
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Symmetric and asymmetric encryption

symmetric

shared key shared key
ciphertext
A |€ T > B
'
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Symmetric and asymmetric encryption

symmetric
shared key shared key
ciphertext
A |€ T > B
'

e

B Confidential when the shared key is known only to A and B.
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Symmetric and asymmetric encryption

symmetric
shared key shared key
ciphertext
A |€ T > B
'
'
[::E:::
asymmetric
B's public key B's private key
ciphertext
A 7 > B
:
E [[B's public key

B Confidential when the shared key is known only to A and B.
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Symmetric and asymmetric encryption

symmetric
ciphertext X
A le > B E reads the ciphertext.
- ! ”~ Without the key it is noise.
E
asymmetric
ciphertext E may hold the public
A T > B key: it encrypts, it
! does not decrypt.
£ [Embie]

B Confidential when the shared key is known only to A and B.

B Confidential while B’s private key stays secret; the public key is published on purpose.
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Message Authentication Code (MAC)

message -+ tag
A |€ T > B
'
E
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Message Authentication Code (MAC)

message -+ tag

A |€

[

>
>

B

E has no key: it cannot
make a tag that checks

B A MAC is a tag added to the message, computed with the shared key:

proves integrity and authenticity to the other end.
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[
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Message Authentication Code (MAC)

shared key shared key
message + tag .
A le > B E has no key: it cannot
- ! ”~ make a tag that checks

(<

B A MAC is a tag added to the message, computed with the shared key:
proves integrity and authenticity to the other end.

B HMAC: built from a cryptographic hash function (e.g. SHA-256), the key mixed in twice.
B CMAC: built from a block cipher (e.g. AES), the tag being the last block of the chain.

B Fast, short, and symmetric. Lacks non-repudiation: either side could have made the tag.

The networking stack: defence mechanisms 23/53



Non-repudiation: signatures

A’s private key A’s public key

message + signature
A 7 > B
'

E  [[A's public key
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Non-repudiation: signatures

A’s private key A’s public key
message + signature .
A > B everybody can check it;
! ”~ nobody else can make it
|
E  [[A's public key

B A signs the MAC tag of the message.
B B verifies signature against A’s public key.
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Non-repudiation: signatures

A’s private key A’s public key

message + signature
A 7 > B
'

E  [[A's public key

B A signs the MAC tag of the message.
B B verifies signature against A’s public key.

everybody can check it;
nobody else can make it

B Only A can produce the signature, so A is not able to deny sending the message

(non-repudiation).
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MACsec

B IEEE 802.1AE: encryption and integrity on one link.
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MACsec

B IEEE 802.1AE: encryption and integrity on one link.
B Each frame carries a SecTAG and an integrity check covering the addresses as well.
B Keys come from 802.1X authentication and the key agreement protocol.

B Sniffing yields ciphertext; a spoofed frame fails the integrity check.

B Hop by hop: each switch decrypts, and is trusted.

[3 IEEE Standard for Local and Metropolitan Area Networks—Media Access Control (MAC)
Security IEEE (2018)
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Availability: the firewall

our network H the Internet
H

DENY

firewall

B A policy at the boundary: which packets may cross, chosen by address and port.
B Default deny: unsolicited packets from the outside are dropped.
B Stateful: it remembers the connections that went out, and lets their replies back in.

B The end-to-end principle gives way to a guard in the middle.
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Firewall rules, one packet at a time

10.1.0.5

|_| the Internet

firewall

10.1.0.6

rules, in order: first match wins

Two networks, a router between them, and a policy on the router.
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Firewall rules, one packet at a time

10.1.0.5

|_| the Internet

firewall

10.1.0.6

rules, in order: first match wins

ALLOW in any

DENY out any

Example 1: let traffic in, keep it from going out.
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Firewall rules, one packet at a time

dst 10.1.0.6

10.1.0.5

|_| the Internet

firewall

10.1.0.6

rules, in order: first match wins

[ ALLoW inany ]

DENY out any

A packet arrives from outside: it matches ALLOW in and is forwarded.
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Firewall rules, one packet at a time

src 10.1.0.6

10.1.0.5

|_| the Internet

firewall

10.1.0.6

rules, in order: first match wins

ALLOW in any

[ oENY out any ]

A packet from H, heading out matches DENY out, and is dropped at the firewall.
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Firewall rules, one packet at a time

10.1.0.5

|_| the Internet

firewal

10.1.0.6

rules, in order: first match wins

ALLOW out src 10.1.0.5
ALLOW in any

DENY out any

Example 2: one host may speak outwards. The new
rule goes above the deny, or it would never be reached.

The networking stack: defence mechanisms 27/53



Firewall rules, one packet at a time

src 10.1.0.5

Y

10.1.0.5

|_| the Internet

firewal

10.1.0.6

rules, in order: first match wins

ALLOW out src 10.1.0.5 ]

ALLOW in any

DENY out any

H; matches the new rule and leaves.
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Firewall rules, one packet at a time

src 10.1.0.6

10.1.0.5

|_| the Internet

firewal

10.1.0.6

rules, in order: first match wins

ALLOW out src 10.1.0.5

ALLOW in any

DENY out any’ ]

H, falls through to DENY out as before.
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Firewall rules, one packet at a time

10.1.0.5

|_| the Internet

firewall

10.1.0.6

rules, in order: first match wins
DENY in src 203.0.113.0/24
ALLOW out src 10.1.0.5
ALLOW in any

DENY out any

Example 3: block one prefix inbound — again above the rule it must override.
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Firewall rules, one packet at a time

src 203.0.113.7

10.1.0.5

|_| the Internet

firewall

10.1.0.6

rules, in order: first match wins

DENY in_src 203.0.113.0/24 ]

ALLOW out src 10.1.0.5
ALLOW in any

DENY out any

A packet from 203.0.113.7 matches the new DENY and never crosses.
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Firewall rules, one packet at a time

src 198.51.100.9

10.1.0.5

|_| the Internet

firewall

10.1.0.6

rules, in order: first match wins
DENY in src 203.0.113.0/24

ALLOW out src 10.1.0.5

ALLOW in_any ]

DENY out any

Anything else inbound still matches ALLOW in. The
list is read top to bottom, and the first match decides.
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What a firewall cannot do

m Ports identify applications only by convention.
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What a firewall cannot do

m Ports identify applications only by convention.

® An encrypted payload cannot be inspected.
Decrypt before the firewall.

m A flood of legitimate packets passes the policy.
Update firewall rules dynamically.

m One perimeter: traffic that stays inside is never filtered.
Lateral movement can bypass firewall rules.

® Hence layered defence: a firewall at the boundary and on each host.
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A firewall at every layer

port security, 802.1X: which station may speak at all

Datalink ’ )
by MAC address or by public key credentials
Network packet filter: source, destination, protocol
one packet at a time, no memory
Transport stateful filter: which connections exist
a table of connections, and their state
Application proxy, application firewall: what the request says

depends on the application protocol
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A firewall at every layer

Datalink

Network

Transport

Application

Deep Packet
Inspection (DPI)

port security, 802.1X: which station may speak at all
by MAC address or by public key credentials

packet filter: source, destination, protocol
one packet at a time, no memory

stateful filter: which connections exist
a table of connections, and their state

proxy, application firewall: what the request says
depends on the application protocol

inspect every byte at every layer
all headers and the payload can be inspected
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Network Address Translation (NAT)

192.168.0.5 A

203.0.113.7

192.168.0.1

the network layer
192.168.0.6 B

a router

Two computers, one public address. N is a
router: an address inside, an address outside.
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Network Address Translation (NAT)

| SRC 192.168.0.5:5100 |

192.168.0.5 A

203.0.113.7

192.168.0.1

the network layer
192.168.0.6 B

a router

A sends, from its own address and port.
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Network Address Translation (NAT)

192.168.0.5

192.168.0.6

SRC 192.168.0.5:5100 | SRC 203.0.113.7:40001

203.0.113.7

192.168.0.1 the network layer

a router

Both source IP and source port are rewritten.
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Network Address Translation (NAT)

| SRC 192.168.0.5:5100 | SRC 203.0.113.7:40001

192.168.0.5 A 203.0.113.7

192.168.0.1 the network layer

192.168.0.6 B a router

inside outside

(192.168.0.5, tcp, 5100) (203.0.113.7, tcp, 40001)

A table keeps the socket translations, from
(IP, transport, port) to (IP, transport, port).
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Network Address Translation (NAT)

| SRC 192.168.0.5:5100 | SRC 203.0.113.7:40001

192.168.0.5 A 203.0.113.7

192.168.0.1 the network layer

192.168.0.6 B a router

inside outside

(192.168.0.5, tcp, 5100) (203.0.113.7, tcp, 40001)

(192.168.0.6, tcp, 5100)

(203.0.113.7, tcp, 40002)

B gets a different outside port. The port is what tells them apart.
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The castle and the moat

inside DMZ outside

web servers

the Internet

DNS servers
firewall firewall
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The castle and the moat

outside

inside

the Internet

DMZ
workstations web servers
DNS servers
firewall firewall

inside — DMZ: allowed outside — DMZ: allowed

B A zone is a network to which a firewall policy applies.

The networking stack: defence mechanisms

31/53


https://refs.drheap.org/rose2020zero/

The castle and the moat

outside

inside

the Internet

DMZ
workstations web servers
DNS servers
firewall firewall

inside — DMZ: allowed outside — DMZ: allowed

B A zone is a network to which a firewall policy applies.
B The Demilitarized Zone (DMZ).
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The castle and the moat

inside DMZ outside

workstations web servers
the Internet
file servers mail relays

DNS servers
firewall firewall

inside — DMZ: allowed outside — DMZ: allowed

B A zone is a network to which a firewall policy applies.
B The Demilitarized Zone (DMZ).

B Under attack? Disconnect the internal network from the DMZ altogether.
Services stay up for the outside; nothing reaches inside.
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The castle and the moat

inside DMZ outside

workstations web servers

omal ey

DNS servers

the Internet

firewall firewall

inside — DMZ: allowed outside — DMZ: allowed

B A zone is a network to which a firewall policy applies.
B The Demilitarized Zone (DMZ).

B Under attack? Disconnect the internal network from the DMZ altogether.
Services stay up for the outside; nothing reaches inside.

B Zero trust: no position in the network is trusted.
[3 Zero Trust Architecture Rose et al. (2020)
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The private network, and what it cost

B A private network: sites joined by fixed private lines, carrying no other traffic.
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The private network, and what it cost

B A private network: sites joined by fixed private lines, carrying no other traffic.
B One line per pair of sites.
B A VPN replaces each line with a tunnel over a public network.

B The topology is preserved; the isolation is cryptographic rather than physical.
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A tunnel at every layer

VPLS: one bridged LAN, across arbitrary networks

Datalink
the sites connect on one datalink segment
Network VPN, IPsec, WireGuard: packets inside an encrypted envelope
the tunnel ends at a gateway
TLS: one encr! nnection
Transport S: one encrypted connectio
the tunnel ends at a host
- Tor, GNUnet: an overlay network
Application

used for network anonymization

[§ Virtual Private LAN Service (VPLS) Using Label Distribution Protocol (LDP) Signaling
Lasserre and Kompella (2007)
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Onion routing

)

C
!
®

c > ()

elay 2 relay 3
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Onion routing

C > @ > relay 2
knows C, knows neither knows S,
not S end not C

®

Y

elay 3
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Onion routing

)

C > @ > relay 2

Y

Y
9]

elay 3

%

knows C, knows neither knows S,
not S end not C

The message is encrypted once per relay. Each relay removes one layer and learns only the next hop.
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Onion routing
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C > @ > relay 2
knows C, knows neither knows S,
not S end not C

Y

Y
9]

elay 3

The message is encrypted once per relay. Each relay removes one layer and learns only the next hop.

B A VPN places trust in one operator; an overlay spreads it over relays that would have to collude.
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Onion routing

C > @ > relay 2 >>( relay 3
knows C, knows neither knows S,
not S end not C

Y
9]

The message is encrypted once per relay. Each relay removes one layer and learns only the next hop.

B A VPN places trust in one operator; an overlay spreads it over relays that would have to collude.
B GNUnet: an overlay network with its own addressing, routing and naming.
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Onion routing

C > @ > relay 2 >>( relay 3
knows C, knows neither knows S,
not S end not C

Y
9]

The message is encrypted once per relay. Each relay removes one layer and learns only the next hop.

B A VPN places trust in one operator; an overlay spreads it over relays that would have to collude.
B GNUnet: an overlay network with its own addressing, routing and naming.

B Timing and volume remain observable.
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IPsec

B Security at the network layer: applications are unchanged.
B Prevent spoofing and allows for attribution.

B Authentication Header (AH) authenticates, including parts of the IP header.
Encapsulating Security Payload (ESP) encrypts and authenticates.

B Transport mode protects the payload; tunnel mode encapsulates the whole packet, as in a
site-to-site VPN.

B [nternet Key Exchange (IKE) establishes the keys: connection state, in a connectionless layer.

& Security Architecture for the Internet Protocol Kent and Seo (2005)
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RPKI and route origin authorisation

prefix: 145.100.0.0/16
max length: /24
origin: AS1103

a ROA: signed by the address holder,
under the registry’s own certificate

[ An Infrastructure to Support Secure Internet Routing Lepinski and Kent (2012)
[3 BGP Prefix Origin Validation Mohapatra et al. (2013)
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a ROA: signed by the address holder, route origin validation, at the router:
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RPKI and route origin authorisation

prefix: 145.100.0.0/16 valid matches a ROA
max length: /24 invalid a ROA says otherwise
origin: AS1103 not found nobody said

a ROA: signed by the address holder, route origin validation, at the router:
under the registry’s own certificate the invalid ones are dropped

A ROA covers the origin only, not the path: an announcement
with the correct origin and a false path still validates.

[ An Infrastructure to Support Secure Internet Routing Lepinski and Kent (2012)
[3 BGP Prefix Origin Validation Mohapatra et al. (2013)
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ASPA, and BGPsec

B Autonomous System Provider Authorization (ASPA): each AS publishes a signed list of its
providers.
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ASPA, and BGPsec

B Autonomous System Provider Authorization (ASPA): each AS publishes a signed list of its
providers.

B A valid path rises to a provider and descends to a customer, never twice up.
Violations are route hijacks.

B BGPsec: each AS signs the path it forwards, making the path verifiable.
B Deployment is minimal: signing is expensive, and partial adoption gives partial guarantees.

B Route origin validation is more widely deployed.

[§ BGPsec Protocol Specification Lepinski and Sriram (2017)
Ei Why is it taking so long to secure internet routing? Goldberg (2014)
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Where TLS sits

B Secure Socket Layer (SSL), Netscape 1995;
Transport Layer Security (TLS) 1.3, 2018, is the current version.
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Where TLS sits

B Secure Socket Layer (SSL), Netscape 1995;
Transport Layer Security (TLS) 1.3, 2018, is the current version.

B A layer between application and transport: it protects a stream.
B HTTP over itis HTTPS, on port 443.

B What it provides: confidentiality, integrity, and the server’s authenticity.
B Extra: TLS client authentication.
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The handshake

the client

the server

TLS 1.3: one round trip to a protected connection.
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The handshake

the client

the server

ClientHello: versions, ciphers, a key share

The client sends a Diffie-Hellman share with its first message.
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The handshake

the client

the server

ClientHello: versions, ciphers, a key share

ServerHello: the choice, and its own key share

<

The server replies with its own. The
shares are public; the derived key is not.
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The handshake

the client the server
ClientHello: versions, ciphers, a key share
>
ServerHello: the choice, and its own key share
<
both can now both can now
derive the keys derive the keys

From here on the records are encrypted, including the certificate.
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The handshake

the client

the server

ClientHello: versions, ciphers, a key share

ServerHello: the choice, and its own key share

<

both can now
derive the keys

certificate, and a signature over the handshake — encrypted

both can now
derive the keys

<

The signature covers the handshake,
binding the certified key to this connection.
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The handshake

the client the server

ClientHello: versions, ciphers, a key share

ServerHello: the choice, and its own key share

<

both can now

both can now
derive the keys

derive the keys
certificate, and a signature over the handshake — encrypted

<

Finished: and the request, in the same flight

Earlier TLS versions needed two round
trips and sent the certificate in the clear.
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The keys, and how long they last

B Diffie-Hellman: both sides derive the same secret; it is never transmitted.
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The keys, and how long they last

B Diffie-Hellman: both sides derive the same secret; it is never transmitted.

B Ephemeral shares, discarded per connection: a later key compromise does not decrypt
recorded traffic (forward secrecy).

B The certificate signs; it does not encrypt.

B Headers are protected by Authenticated Encryption with Associated Data (AEAD):
encryption and integrity in one operation.

[ The Transport Layer Security (TLS) Protocol Version 1.3 Rescorla (2018)
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What TLS does not hide

B The addresses: packet headers stay readable.
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What TLS does not hide

B The addresses: packet headers stay readable.
B The requested domain name (for servers that handle multiple domain names), when SNI is sent.
B Sizes and timing of the traffic.

B |t inherits the PKI's weaknesses: a wrongly issued certificate yields a correctly encrypted
connection to the wrong endpoint.
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DNSSEC

nl

DS

DS

vu.nl

RRSIG

a record

[J DNS Security Introduction and Requirements Arends et al. (2005)
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DNSSEC

nl

DS

Each zone signs its records (RRSIG) with its own key (DNSKEY). The
parent publishes a hash of the child’s key (DS), and signs that.

DS

vu.nl

RRSIG

a record

[J DNS Security Introduction and Requirements Arends et al. (2005)
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DNSSEC

nl

DS

Each zone signs its records (RRSIG) with its own key (DNSKEY). The
parent publishes a hash of the child’s key (DS), and signs that.

The chain runs from the root key, the single anchor, down to the
answer. Caches may hold signed records but cannot forge them.

DS

vu.nl

RRSIG

@ DNS Security Introduction and Requirements Arends et al

The networking stack: defence mechanisms
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DNSSEC

nl vu.nl a record

DS DS RRSIG

Each zone signs its records (RRSIG) with its own key (DNSKEY). The
parent publishes a hash of the child’s key (DS), and signs that.

The chain runs from the root key, the single anchor, down to the
answer. Caches may hold signed records but cannot forge them.

B Non-existence is signed too: a record stating that nothing lies between two names.

[d DNS Security Introduction and Requirements Arends et al. (2005)
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DNSSEC

nl vu.nl a record

DS DS RRSIG

Each zone signs its records (RRSIG) with its own key (DNSKEY). The
parent publishes a hash of the child’s key (DS), and signs that.

The chain runs from the root key, the single anchor, down to the
answer. Caches may hold signed records but cannot forge them.

B Non-existence is signed too: a record stating that nothing lies between two names.

B |t signs, it does not encrypt. Queries stay visible; DNS-over-HTTPS (DoH) addresses that.

[J DNS Security Introduction and Requirements Arends et al. (2005)

The networking stack: defence mechanisms 42/53


https://refs.drheap.org/arends2005dns/

Overview

1. What security means

2. The networking stack: attack vectors

3. The networking stack: defence mechanisms

4. Public Key Infrastructure and certificates

5. Cyber operations
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A certificate binds a key to a name

B A certificate binds a public key to a common name, and is signed.
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A certificate binds a key to a name

B A certificate binds a public key to a common name, and is signed.

The signer is a certification authority (CA), which checks the claim first.
It is asymmetric cryptography: useless when you lose the private key.

Availability: checking it does not require the CA to be online.

A certificate may also bind a key to a resource (e.g. domain name, IP address, AS number)
instead of a common name.
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X.509: what is in the certificate

version, serial number (serial number, issuer) identify the certificate
issuer which CA signed it

validity period not before, not after

subject the name being certified — today, a DNS name
public key and which cryptographic algorithm

extensions what it may be used for; the other names it covers
signature the issuer’s, over everything above

[3 Internet X.509 Public Key Infrastructure Certificate and Certificate Revocation List (CRL)
Profile Cooper et al. (2008)
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Why not one authority

B One CA for the world would collapse under the load, and stop everything when it failed.
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Why not one authority

B One CA for the world would collapse under the load, and stop everything when it failed.
B Copy it to many sites and they all hold the same private key: one leak ends it.
B Who should run it? In some countries it must be the state; in others it must not be.

B So authority is delegated, similar to DNS delegation.
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The certificate authority hierarchy

root

CA

CA

www.vu.nl
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The certificate authority hierarchy

root the root signs its own certificate
CA CA each CA's certificate is signed by the root

www.vu.nl and the name’s certificate is signed by its CA

Every level signs only that the level below it may be believed.
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The chain of trust

root

www.vu.nl the server sends its certificate and its CA’s

Public Key Infrastructure and certificates 47/53



The chain of trust

root
A
CA check each signature against the
public key in the certificate above
www.vu.nl the server sends its certificate and its CA’s
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The chain of trust

root

www.vu.nl

until the root, whose public key must be known

check each signature against the
public key in the certificate above

the server sends its certificate and its CA’s

That is what makes it scale: the check is arithmetic on data the server handed you.
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B A root certificate is self-signed; it is a trust anchor.
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Trust anchors

B A root certificate is self-signed; it is a trust anchor.

B Browsers and operating systems carry over a hundred trust anchors.
B Each may issue for any name: the weakest CA sets the strength.

B The OS vendors decide the list, on audits and commercial terms.

B Certificate transparency: issued certificates are published in append-only logs, where name
holders can find them.
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What the certificate authority actually checks

B Domain validation: prove you control the name — answer on it, or publish a record in it.
Minutes, and free.
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What the certificate authority actually checks

B Domain validation: prove you control the name — answer on it, or publish a record in it.
Minutes, and free.

B Organisation validation: a registry extract, a phone call, a human. Days, and a fee.
B The cryptography is the same either way; only the certifcate fields differ.

B Certificates live with the server that presents them.
To restrict which CAs can be used:
DNS-based Authentication of Named Entities (DANE)
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Revocation

B A private key leaks, or a CA issues wrongly.
The certificate must stop being believed before it expires.
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Revocation

B A private key leaks, or a CA issues wrongly.
The certificate must stop being believed before it expires.

B Certificate Revocation List (CRL): a signed list of revoked serial numbers, published
periodically. Large, and always somewhat stale.

B Online Certificate Status Protocol (OCSP): a query per certificate. It requires the CA online,
and reveals what the client visits.

B Stapling: the server fetches the OCSP answer and sends it with the certificate.

B |n practice: short lifetimes, 90 days or less, which require automated renewal.
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ACME: renewal without a human

the server

The protocol behind Let’s Encrypt: issuance over an API.

[§ Automatic Certificate Management Environment (ACME) Barnes et al. (2019)
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ACME: renewal without a human

the server

| want a certificate for example.org

the CA

The CA checks control of the name, not identity.

[§ Automatic Certificate Management Environment (ACME) Barnes et al. (2019)
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ACME: renewal without a human

the server

the CA

| want a certificate for example.org

then prove you control it: publish this token

The CA checks control of the name, not identity.

[§ Automatic Certificate Management Environment (ACME) Barnes et al. (2019)
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ACME: renewal without a human

the server the CA

| want a certificate for example.org

then prove you control it: publish this token

at a URL on that host (http-01),
orin a TXT record (dns-01)

The CA checks control of the name, not identity.

[§ Automatic Certificate Management Environment (ACME) Barnes et al. (2019)
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ACME: renewal without a human

the server the CA

| want a certificate for example.org

then prove you control it: publish this token

at a URL on that host (http-01),
orin a TXT record (dns-01)
done, have a look

Domain validation: what the applicant runs, not who they are.

[§ Automatic Certificate Management Environment (ACME) Barnes et al. (2019)
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ACME: renewal without a human

the server the CA

| want a certificate for example.org

then prove you control it: publish this token

at a URL on that host (http-01),
orin a TXT record (dns-01)
done, have a look

here is the certificate, for 90 days

Domain validation: what the applicant runs, not who they are.
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ACME: renewal without a human

the server the CA

| want a certificate for example.org

then prove you control it: publish this token

at a URL on that host (http-01),
orin a TXT record (dns-01)
done, have a look

here is the certificate, for 90 days

Runs unattended every 60 days; no manual renewal step.

[§ Automatic Certificate Management Environment (ACME) Barnes et al. (2019)
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What a PKI does not give you

B A certified name is not an identity: it says who controls a name, not who they are.
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What a PKI does not give you

A certified name is not an identity: it says who controls a name, not who they are.

Any trusted CA may certify any name. One compromised authority.

The private key must remain secret. On a server somebody else administers, this is not trivial.

Revocation is always a little late, and a signature says nothing about when it was made.

These weaknesses are inherited by what comes next: TLS, DNSSEC, RPKI, etc.
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Cyber operations
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Every layer, and what protects it

Application DNSSEC, signed records, and the system’s own controls
Transport TLS: authenticated, encrypted streams
Network IPsec, and RPKI for the routes
Datalink MACsec, 802.1X
Physical physical security
[ Everything rests on protecting private keys to stay secret. ]
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